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GSMA IREG has sent an LS to CT4 (C4-102028) regarding a problem when SMS-Router is used.  The details of the problem and the GSMA-agreed solution is captured in the annex of the present document.

To implement the solution requested by GSMA, CT1 already approved the CR (C1-102768) conditionally, that it requires CT4 SMS expert check.

Therefore, the author of the paper kindly requests CT4 to endorse the CT1-agreed CR, that the implmentation of the CR is technically correct.
Please note that the owner of this TS(3GPP TS 23.040) is CT1 and therefore the result of the CT4 check is required to be returned to CT1 for the full agreement.
ANNEX - Extract from C1-102458

2. Background
In a roaming environment, it is currently recommended by GSMA that operators should deploy a security check function in the serving MSC and SGSN for all in coming SMS messages.  The security check function compares the RP-OA (SMS-SC Address) with the SCCP Originating Global Title, and rejects the SM delivery request (MAP-MT-Forward-SM) if the PLMN IDs contained in these information elements are different.
3. The Problem
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Figure1. Problem case: Target PLMN user is ROAMING OUT
SMS Home Routing allows SMS requests to go through ‘SMS router’ in the target user's PLMN. The problem arises in the roaming scenarios for SMS message delivery when an SMS-Router is deployed in the home PLMN of the destination subscriber.

For example, the SMS-SC in PLMN#A sends an SMS message to a subscriber of PLMN#B deploying SMS-Router, but the subscriber is roaming out to PLMN#C.
When an SMS Router is used at the serving MSC/SGSN in PLMN#C, RP-OA contains the SMS-SC address of PLMN#A, while the SCCP Originating Global Title contains the global title of SMS Router in PLMN#B.

Thus, according to GSMA’s recommendation, the Serving MSC/SGSN in PLMN#C will reject the MAP-MTForwardSM request due to the fact that the PLMN ID is different between these two parameters. As a result, the MT SMS delivery procedure fails.
4. Solution  decided by GSMA
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Figure2. Solution proposal : SMS Router replace RP-OA
To address the problem, it was decided by GSMA that the SMS Router in PLMN#B may replace the SMS-SC address in the RP-OA Information Element of PLMN#A with an address containing PLMN ID of PLMN#B (e.g. SMS Router address or SM SC address) before it sends the request to the serrving MSC/SGSN in PLMN#C i.e. in the roaming scenario.

This solution is provided by the PLMN which provides SMS router. The solution can be ensured by making necessary changes to 3GPP specification.
5. Conclusion:  Text proposal on TS23.040

To reflect solution decided by GSMA, this paper proposes to add SMS router behaviour into TS23.040 sub clause 8.1.4 (Functionality of the SMS Router) as following.

-
if the SMS Router finds that SMS delivery is to be performed towards serving MSC or SGSN in a different PLMN, the SMS Router may replace the SMS-SC address in RP OA with an address containing PLMN ID in which the SMS-Router is located (e.g. SMS-Router address of PLMN#B or SMS-SC address of PLMN#B) before it forwards the request to the serving MSC or SGSN.






















































3GPP


