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1. Introduction

Bicasting is used also in Inter-BSS handovers and not only for lawful interception. Therefore the TR should note that bicasting in the BSS is not any clear indication that lawful interception has been activated for a call. 
2. Reason for Change

The lawful interception subclauses should be updated and clarified. The Editor’s notes about using bicasting for testing purposes should be expanded to include also bicasting for Inter-BSS handovers.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 23.889, version 1.3.0.
* * * First Change * * * *

11.
Lawful Interception Requirements and Solutions
11.1

General

The general requirements on Lawful Interception are specified in 3GPP TS 33.106 [2].

It is generally understood that the applicability of LI is known at call setup and does not change during the call. There is no requirement in 3GPP TS 33.106 [2] to start interception in the middle of a circuit switched voice call.

Lawful Interception shall be possible also when the Local Call Local Switch feature is activated, and the main functionality shall remain in the Core Network. 

In order to allow support for the Lawful Interception feature in the Core Network, user plane data for CS voice calls to be intercepted needs to be conveyed to the Core Network, even if the calls are locally switched. 

Two solutions are possible, and both of them could be specified.

11.2

LI-Solution by Restriction of LCLS by LI

11.2.1

Technical Description

This LI-solution is that whenever the MSC-Servers are aware that a local call needs to be intercepted then they shall not allow the BSS to establish local switching in the BSS. There shall not be any specific or implicit indication in the signalling that local switching was stopped or not allowed for lawful interception reasons. There may be more than one MSC Server in the call path and it could be that only one of them has the LI requirement set. In this solution the MSC Server with LI activated shall block LCLS from being established. For this LI solution there should be no need for the MSC Server to communicate the LI requirement as such to other MSC Servers involved in the call. This is part of LCLS negotiation within the CN and will result in LCLS not permitted when LI is activated in any MSC-Server.
11.2.2

Pros and Cons for LI-solution by restricting LCLS
The problem of this LI-solution is that it might not be possible to maintain the same end user perception in all cases, e.g. in terms of end-to-end speech path delay. The delay might in fact vary between "not locally switched, intercepted local calls" and "locally switched, non-intercepted local calls". This could happen for instance in some scenarios where the Local Call Local Switch feature would be typically deployed, i.e. when a satellite backhaul is used to connect a group of BTS's to the BSC/MSC-S. In this case the round-trip delay of a locally switched call will be ~600ms shorter than for a normal call, unless an artificial delay is added for all the locally switched calls (which is of course not desirable), and this difference would be easily noticeable by the end users. 
The benefit of this LI-solution is that it keeps the LI functionality in the MSC-Server/MGW and does not require any dedicated support for LI functionality in BSS or across the A-Interface. It requires, however, new signalling between the MSC Servers. This may be combined with other new signalling, e.g. as identified for Tones/Announcements during call setup and mid-call and in this way LI-related signalling would be hidden.

The following list identifies the pros of this LI-solution:

-
It is not necessary to use any new security related functionality for the A interface 


-
This LI solution has no impact on the BSS.
- 
There is no indication exchanged within the core network and between PLMNs, which would be related only to lawful interception. LCLS e.g. for roaming subscribers can anyhow be blocked for many and various reasons, which are not LI related, eg if there is a non-supporting MSC-Server in the connection path. Therefore it is not obvious that LI is activated for a call when LCLS is not allowed for a call to a roaming subscriber.
The following list identifies the cons of this solution:

-
This LI solution impacts on the MSC-Servers but new LCLS related signalling anyhow has to be developed for the CN as shown in Clause 6.
-
Possibly substantially different user experience for non-intercepted LCLS call and intercepted local call

-
LCLS shall be disabled for a certain call due to LI.

11.3

LI-Solution to bi-cast user plane data for LCLS calls
11.3.1

Technical Description

This LI-solution enables local switching also for intercepted calls, while maintaining the same end user perception in terms of end-to-end speech delay. This can be achieved if the user plane data is both locally switched and in addition copied and forwarded to the Core Network ("bi-casting"). Bi-casted user plane data coming from the BSS to the Core Network via the A-interface when LCLS is established shall be blocked by the MGW or BSS (depending on which mid-call announcement solution is adopted). In order to support this new bi-casting functionality in the BSS, a conditional "Bi-casting required to the core network" Information Element is introduced in the new and modified BSSMAP messages used by the MSC-S to allow the BSS to establish Local Switching and to copy the User Plane data in uplink during an established Local Switching.
If LI would be the only service that requires bi-casting functionality, this LI-solution could imply that some direct or indirect indication that a call is intercepted is conveyed to the BSS via some signalling message (while currently there is no LI related signalling on the A-interface). However, bi-casting is also used in Inter-BSS handovers of LCLS related calls to improve service quality as described in subclause 13.3.1.1. In addition proprietary test and measurements routines are foreseen that require sending the User Plane data in uplink during LCLS. In this way LI is not the only service using bi-casting and it therefore is unlikely that LI would be detected. 

If the MSC-Server and BSS are located in different security domains, the security procedures specified in 3GPP TS 33.210 [6] apply.
This LI-solution does not hinder LCLS in the BSS for any call where LCLS is otherwise feasible. Any MSC-Server could activate LI for a LCLS call and would need to request the oMSC-Server or tMSC-Server controlling the BSS to request the BSS to provide user plane bi-casting to the core network while LCLS is established for the call. Such an Inter-MSC bi-casting request, however, could be seen as an indication of LI activation, depending on what the actual signalling looks like. It shall be possible to activate bi-casting on a per call basis when interception was requested for a specific locally switched call. One possible way would be to include this information in the LCLS-Preference IE. 
According to SA3-LI, the security issues with A-interface signalling have to be carefully addressed to enable this LI-solution, e.g.: it should be ensured that the indication sent towards BSS to trigger user plane bi-casting cannot be accessed by any unauthorized person.

Figure 11.3.1.1 shows the network configuration for communication content delivery to LEMF when LCLS is in use for a circuit switched call. This figure is based on Figure 12 "Delivery configuration to the LEMF for the interception of a circuit switched call" in 3GPP TS 33.107 [5].
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Figure 11.3.1.1: Network configuration for user plane delivery to LEMF for interception of a call when LCLS is used (based on figure 12 from 3GPP TS 33.107 [5])

The LCLS enhancement in BSS shown in Figure 11.3.1.1 enables LI also for the subscribers that are locally switched in the BSS. In order to support interception of the communication content the BSS has to provide user plane bi-casting towards the MGW when LCLS is in use for a specific subscriber and call.

The dashed lines indicate that downlink traffic received from MGW has been suppressed by the BSS. Lawful interception configuration in the MGW for calls that are locally switched in the BSS remains exactly the same as the MGW configuration for the interception of calls that are not locally switched in the BSS.

A specific problem arises, when, during the call announcements or tones have to be played to one or both users while the BSS is suppressing the User Plane data in downlink. It is FFS how to solve this.

11.3.2

Pros and Cons for LI-solution using bi-casting
Advantage of LI-solution using bicasting is that LCLS is possible also in cases where the User Plane data are necessary within the core network. This LI-solution maintains the same end user perception in terms of end-to-end speech delay compared to local calls where the User Plane data are not sent in uplink.

The following list identifies the pros of this LI-solution:

-
There is no difference on user experience; LCLS can be used independently of interception or other needs for uplink data

-
There is no need to stop or prevent LCLS in the BSS due to LI

-
Bi-casting is necessary for measurements and testing and maybe other services (see handover section) and not only for LI
NOTE:

The term bi-casting only refers to the sending of uplink user data on one call leg from BSS to the CN. The corresponding downlink user plane for the same call leg should be blocked in the BSS while LCLS is established. Therefore bi-casting is different from e.g. "pre-establishment" of user planes via the core network in inter-BSS handover cases, which anyhow is for FFS. Bi-casting in relation to other services is FFS.
The disadvantage of this LI-solution is that it is a bit more complicated especially on the BSS side because of the required bi-casting capability and the additional A-interface signalling that needs to be protected from unauthorized disclosure of LI related signalling.

The following list identifies the cons of this LI-solution:

-
The BSS is required to support user plane bicasting for LI purposes

-
The BSS is required to maintain the A-Interface connection (i.e. optimizations to release the A-interface are not possible) so that User Plane data can be passed in downlink on the A-Interface.

-
The signalling on the A-interface to control BSS bicasting is an indirect indication that LI might be activated on the BSS. This security threat may have to be countered by encrypting all LCLS related signalling on the A-interface, which could cause some (possibly substantial) overhead.
-
When an intermediate MSC-Server activates LI with this solution it should be able to request either the oMSC or tMSC controlling the BSS to activate bicasting. Such signalling could be visible to an intruder on the CN interfaces, depending on network scenario and what the actual CN signalling to activate bicasting would look like, however it is FFS whether this is a critical issue for LI integrity.
11.4
Comparison of Solutions for LCLS considering LI

Two solutions to support lawful interception of calls that are candidates to be considered for locally switched calls in the BSS are described above. Based on feedback from SA3-LI it seems possible to use both solutions, but the LI-solution using bicasting is more demanding from security point of view. The obvious benefit of the LI-solution which stops LCLS when LI is required is that there is no need for specifically LI related signalling on the A-interface. There is need for LI related signalling between the MSC Servers for both solutions but this could be part of normal LCLS negotiation signalling. The LI-solution which stops LCLS can be used in scenarios where there is no user noticeable difference in call quality when the call is being intercepted. If there is user noticeable difference of call quality, i.e. increased speech path delay, when the call is being intercepted, then it is not possible, or not advisable, to use the LI-solution to inhibit LCLS. In such scenarios only the LI-solution using bicasting should be used.

One conclusion is hence that both LI solutions should be standardised for lawful interception of locally switched calls. 




