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1. Introduction
Last CT4 meeting, NEC’s paper C4-101116 presented interesting problem and solution for making the MME failure acceptable to the end user without loss of EPC services.

Inspired by the same, we try to tackle the same by presenting the whole problem from pure PS network perspective.
2. EPC Node Failure

The EPC being all-IP network, the UE shall always be attached to the EPS network in order to access any EPC service. The EPC nodes (MME, SGW and PGW) shall have the consistent view of the UE’s session in order to ensure the service delivery. Hence, it is important to study the EPC Node Failure and recovery to avoid any interruption to the services delivered to the UE.
On SGW, PGW failure and recovery, the MME can explicitly detach the UE associated with the SGW and PGW. Since the UE is detached, it can reinitiate the attach procedure and thus ensures that the EPC nodes has valid session established for it to receive the EPC services. Thus, the SGW, PGW failure and recovery would have little impact on EPC services received by the UE. 

2.1 MME failure and restart
On MME restart, the SGW would release the context of all the UEs associated with the MME. Additionally, the SGW may initiate the cleanup of the UE context in PGW. Thus, the EPC node would release the resources associated with the UE. 

The impact on the UE can be considered depending upon the UE’s state.
· ECM-CONNECTED state UE: Due to MME failure, the signaling connection between UE-MME would be lost. The eNodeB would delete the UE context and releases the radio resources and thus UE would enter ECM-IDLE state with EMM-REGISTERED state.

· ECM-IDLE state UE: Since there is no active signaling connection between the UE-MME, the UE would be transparent to the MME failure and restart.

2.2 MME Failure: The problem

Since the MME has restarted, the UE context and corresponding resources are released. From MME point of view, the UE is in EMM-DEREGISTERED state. However, the UE’s state is ECM-IDLE; EMM-REGISTERED. Thus, there is state mismatch between MME and UE. 

The UE-MME state synchronization can happen only when,

· UE initiates Service Request procedure for any uplink data traffic, OR
· TAU timer at UE expires and UE initiates TAU procedure

Till the time any of the above events is triggered, the EPC services are not available to the UE. This time duration can be acceptably short or unacceptably long depending upon the various parameters such as application running at UE, the TAU timer etc. However, irrespective of the time duration the MME failure can definitely cause denial of the network initiated EPC services to the UE. The loss of these EPC services may not be acceptable in some cases e.g. an incoming IMS call.
3. Avoiding denial of EPC services during MME failure
Here, we propose the solution to avoid the denial of EPC services and hence reducing the impact of the MME failure and restart. 
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Figure 1: Paging the selected UE after MME restart
· During the session establishment and modification procedures, the MME transfers the latest TA list of the UE to the SGW.

· The MME may decide to perform this for the selective UEs only based on the various parameters such as UE profile, UE subscription information, criticality of the application used by UE etc.
· On the MME failure, the SGW release the contexts of all UEs and corresponding resources. Additionally, SGW may initiate the clean up of the UE context with PGW.

· This ensures that the on MME restart, no stray UE contexts are left in EPC node and the corresponding resources are also freed.
· However, the SGW maintains the IMSI, TA list for all the UEs associated with the failed MME for which the SGW received TA list information from MME.
· On the MME restoration (when the MME is restarted), the SGW sends the [IMSI, TA list] for each IMSI to the MME.
· A new GTPv2 message, Paging Notification, can be defined to carry this information. One message can carry multiple UE related information in order to reduce messaging between SGW and MME.
· Optionally, the SGW can pace sending of the [IMSI, TA list] for each UE to MME.
· On reception of the Paging Notification with [IMSI, TA list] for a particular IMSI, the MME initiates the IMSI based paging in all the TAs specified in TA list.
· On reception of IMSI based paging, the UE would initiate the initial attach procedure as specified in 3GPP TS 24.301 sec. 5.6.2.2.2.
3.1 Pros and Cons of the proposed solution
The proposed solution has the following advantages.  
· The SGW need to preserve the UE information [IMSI, TA list] for very short period of time. This would ensure that no extra resources are reserved in SGW, PGW when the MME restarts.
· Only change in the MME and SGW functionality is required for the proposed solution. No impact on any other EPC node functionality and behavior.

· Quick synchronization of the UE’s state in UE and EPC node soon after the MME restarts. The basic assumption of the EPS is ensured i.e. The UE is always attached to the network.

· No/Very minimal impact on EPC services received by the UE.

The following shortcomings of the proposed solution need further improvements.
· On MME restart, there would be sudden spike in the messaging between MME and SGW.
· Additional pacing mechanism may be required to contain this signaling spike.

· On MME restart, there would be sudden spike in paging and attach procedure.

· MME may need to implement mechanism in order to pace the paging procedure.

4. Proposal
We propose to adapt the solution proposed in Section 3. The implementation of this solution requires minimal changes to the EPC node functionality and the solution ensures no/little impact on EPC services accessed by UE.
Page (IMSI2) to TAs specified in TA list2





IMSI1 ATTACH accept





HSS





IMSI1 ATTACH





Update Location acknowledge.





Update Location request





Page (IMSI1) to TAs specified in TA list1





GTP Echo message with restart counter increased by 1





Paging notification [(IMSI1, TA list1), (IMSI2, TA list2) …]





Relevant SGW, PGW deletes the UE contexts. The SGW maintains the IMSI, TA List for each UE for transient time.





MME informs the latest TA list per UE to SGWs in every mobility event.





All relevant SGWs





MME restarted





MME





PGW





UE





SGW








