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Introduction

As the number of 3G enabled smartphone devices continue to expand in mobility networks, there have been situations where high signalling traffic load led to network congestion events. The root causes of the HLR congestion events were manifold but included hardware failure and procedural errors. The result was high signalling traffic load on the HLR. 
The 3GPP standards specification for the end-to-end signalling call flow in 3G UMTS, from the end user device traversing through the radio and the core networks to the HLR, did not have an equivalent load control mechanism which is provided in the more traditional SS7 elements in TDM. The capabilities specified in the 3GPP standards do not adequately address the abnormal condition where excessively high signalling traffic load situations are experienced. 

Discussion

Certain smartphones contribute much more heavily to the continuation of a registration surge due to their very aggressive registration algorithms.  
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Figure 1 – Registration Signalling

As illustrated in Figure 1, a smartphone might be fortunate enough to get all 14 messages to/from the HLR for a 2G voice registration and then afterwards get another 14 messages to/from the HLR for a 2G data registration. A smartphone might then immediately attempt to register onto 3G voice (another 14 messages) and then onto 3G data (another 14 messages). If the smartphone gets registered onto 3G voice but not onto 3G data, it will then immediately attempt 2G voice and 2G data registrations again. Then, as soon as it gets properly registered on 2G voice and data, the smartphone will immediately try to register on 3G voice and then 3G data again.
The aggressive smartphone logic is designed to:

a) always have voice and data registration, and 
b) constantly try to be on 3G data (and thus on 3G voice) for their added benefits.
Non-smartphones typically have logic to wait for a time period after registering successfully on voice & data.
The smartphone aggressive registration is problematic in two ways:

· first by generating excessive signalling load towards the HLR that is 10x that from a non-smartphone,
· and second by causing continual registration attempts when a network failure affects registrations through the 3G data network.
Existing RAN Solutions

An important point to consider regarding is whether the HLR or the RAN should generate an "implement slower registration algorithm due to congestion situation” message, taking into account that a 15-digit IMSI number may have no geographical significance in an operator's network. There may be an ability for the RAN to be configured to respond with such an  "implement slower registration algorithm" message for certain registration attempts or set-up the RAN timers to avoid this quick change back to 3G, but we would need to configure the RAN in all three states to return that message to certain registration attempts. It is AT&T’s view that it would be far better for the HLR to make the decision whether to send the "implement slower registration algorithm due to congestion situation" message. Different operators have different strategies on how their subscribers are homed onto their HLRs and thus may propose that the logic be placed in the RAN rather than at the HLR. However, this cannot be achieved in all situations.
Standardisation Approaches
1. The standards could define some method to throttle a portion of the "registration surge" via instructions to a mobile device to cease attempting registrations for a period of time. One could envision how an HLR during a congestion situation could respond with a 'implement slower registration algorithm due to congestion situation' message. The MSC would map this message from the HLR into a similar message to the mobile device. The mobile device would then use longer timers between registration attempts. The longer time periods might be on the order of "wait 200 seconds". Once an HLR can slow down the chatter from enough mobiles to get a handle on incoming traffic, an HLR can successfully register all subscribers in a matter of a few minutes.

2. The standards could define some method to shut down a mobile, if that mobile is part of a "Denial of Service" attack. This does not appear to currently be a serious threat currently, but  a massive number of rogue smartphones might be able to launch a registration surge to bring down an HLR. 
Proposals

SA2 and CT4 are asked, if this capability to avoid these large signallings to the HLR is applicable to standardisation and whether an HLR message to the UE to "back-off" would be a feasible way out of this situation.
Registration signaling
14 messages between MSC-HLR are required to register a mobile for voice

14 messages between SGSN-HLR are required to register a mobile for data
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