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************ 1st CHANGE **************
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************ 2nd CHANGE **************
4.2
Protocols

The Wa reference point inter-works between 3GPP networks and WLAN ANs.  In early deployments of WLAN-3GPP inter-working, a significant amount of WLAN ANs will provide RADIUS-based interfaces. It is expected that WLAN ANs will migrate gradually towards Diameter-based interfaces.

Therefore, in order to inter-work with the two kinds of WLAN ANs, the 3GPP AAA Proxy in the roaming case and the 3GPP AAA Server in the non-roaming case, both have to support Diameter-based and RADIUS-based protocols at the Wa reference point towards WLAN ANs.

Therefore the Wa reference point shall contain the following protocols:

1)
RADIUS, as defined in IETF RFC 2865 [17], including the following extensions:

-
IETF RFC 3579 [14], which provides RADIUS extensions to support the transport of EAP frames over RADIUS. 

-
IETF  RFC 5580 [16], which provides RADIUS and Diameter Extensions for Public WLAN which are used in order to identify uniquely the owner and location of the WLAN.

-
IETF RFC 3576 [13], which provides RADIUS extensions to support, amongst other capabilities, the capability to immediately disconnect a user from the WLAN AN.

-
IETF RFC 4849"RADIUS Filter Rule Attribute" [30], which provides RADIUS Extensions for Public WLAN including attributes to provide filtering and routing enforcement. 

-
IETF RFC 4372 "Chargeable User Identity" [26], which provides RADIUS Extensions for carrying a chargeable user identity from the Home PLMN to the WLAN AN.
2)
Diameter Base, as defined in IETF RFC 3588 [7], including the following additional specifications:

-
IETF RFC 4072  [8], which provides a Diameter application to support the transport of EAP (IETF RFC 3748 [21]) frames over Diameter.

· IETF RFC 4005  [12], which defines a Diameter protocol application used for Authentication, Authorization and Accounting (AAA) services in the Network Access Server (NAS) environment. 

· IETF RFC 5580 [16], which provides RADIUS and Diameter Extensions for Public WLAN which are used in order to uniquely identify the owner and location of the WLAN.
· IETF RFC 5729 [x], which defines the procedures related to the routing of Diameter requests when the User-Name AVP contains a Decorated NAI as defined in 3GPP TS 23.003 [22].
The 3GPP AAA Proxy in the roaming case and 3GPP AAA Server in the non-roaming case shall support both 1) and 2) over Wa reference point.

WLAN ANs, depending on their characteristics, shall use either 1) or 2) over Wa reference point.

The Application-Id to be advertised over Wa reference point corresponds to the EAP or Diameter Base Protocol Application-Id, depending on the command sent over Wa.

************ 3rd CHANGE **************
4.3.1
WLAN Access Authentication and Authorization

This procedure is used to transport over RADIUS or Diameter, the WLAN Access (Re-)Authentication and Authorization between the WLAN AN and the 3GPP AAA Proxy or Server.

Diameter usage in Wa:

· This procedure is mapped to the Diameter-EAP-Request and Diameter-EAP-Answer command codes specified in IETF RFC 4072 [8].

· If the User-Name AVP contains a Decorated NAI as defined in 3GPP TS 23.003 [22], then the Diameter request routing shall follow the procedures defined in IETF RFC 5729 [x].
· For (re-)authentication procedures, the messaging described below is reused.

Table 4.3.1.1: WLAN Access Authentication and Authorization request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element contains the identity of the user.

	EAP payload
	EAP-payload
	M
	Encapsulated EAP payload used for WLAN UE-3GPP AAA Server mutual authentication

	Authentication Request Type
	Auth Request-Type
	M
	Defines whether the user is to be authenticated only, authorized only or both. AUTHORIZE_AUTHENTICATE is required in this case.

	NAS-IP address
	NAS-IP Address
	C
	IP address of the hot-spot

	NAS-Ipv6 address
	NAS-Ipv6 address
	C
	Ipv6 address of the hot-spot

	WLAN UE MAC address
	Calling Station-ID
	M
	Carries the MAC address of the WLAN-UE.

	Supported 3GPP WLAN QoS profile
	QoS-Capability
	O
	If the WLAN AN supports QoS mechanisms, this information element may be included to contain the WLAN AN’s QoS capabilities.


Table 4.3.1.2: WLAN Access Authentication and Authorization response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element contains the identity of the user.

	EAP payload
	EAP payload
	M
	Encapsulated EAP payload used for UE- 3GPP AAA Server mutual authentication

	Result code
	Result-Code
	M
	Result of the operation. Result codes are as per in NASREQ . 1xxx should be used for multi-round, 2xxx for success.

	Session Alive Time
	Session-Timeout
	O
	Max no of seconds the user session should remain active 

	Accounting Interim - Interval
	Accounting Interim-Interval
	O
	Charging duration

	Pairwise Master Key
	EAP-Master-Session-Key
	C
	Shall be sent if Result Code is set to "Success".

	Filter Id
	Filter-Id
	O
	This IE indicates the name of the filter list for the user.

	NAS Filter Rule
	NAS-Filter-Rule
	O
	This IE provides filter rules that need to be configured on the NAS for the user by 3GPP Server/Proxy.

	Tunneling
	Tunneling
	O
	This IE can be used to provide needed tunnelling configuration on the NAS for the user by 3GPP Server/Proxy.

	Authorized 3GPP WLAN QoS profile
	QoS -Resources
	O
	If both supported 3GPP WLAN QoS profile of the WLAN AN and subscribed QoS profile were received by the 3GPP AAA Server, this IE may be present.

This IE contains the 3GPP WLAN QoS Profile authorized by the 3GPP AAA Server based on the subscribed QoS parameters from the HSS, WLAN AN’s QoS capabilities and other information, e.g. operators’ policies.


RADIUS usage in Wa:

-
This procedure is mapped to the RADIUS Access Request, RADIUS Access Challenge, RADIUS Access Accept and RADIUS Access Reject specified in IETF RFC 3579 [14].

See Annex A.1 for signalling flow reference and section 4.4.1 for the RADIUS profiles for these messages.
************ 4th CHANGE **************
5.2
Protocols

The Wd reference point shall use only  a single AAA protocol per WLAN session. RADIUS or Diameter based protocols shall be used.

The Wd protocol reference point shall contain the following protocols:

1)
RADIUS, as defined in IETF RFC 2865 [17], including the following extensions:

-
IETF RFC 2869 [9], which provides RADIUS extensions to support the transport of EAP frames over RADIUS.

-
IETF RFC 5580 [16], which provides RADIUS and Diameter Extensions for Public WLAN to identify uniquely the owner and location of the WLAN.

-
IETF RFC 3576 [13], which provides RADIUS extensions to supports, amongst other capabilities, the capability to immediately disconnect a user from the WLAN AN. 

-
GSMA PRD IR.61 [25], which provides a Visited-operator-id attribute and a detailed encoding of a chargeable user identity (e.g. MSISDN or IMSI) for the RADIUS Chargeable-User-Id attribute.

-
IETF RFC 4372 "Chargeable User Identity" [26], which provides RADIUS Extensions for carrying a chargeable user identity from Home PLMN to Visited PLMN.

2)
Diameter Base, as defined in IETF RFC 3588 [7], as well as IETF RFC 4072 [8], which provides a Diameter application to support the transport of EAP (IETF RFC 3748 [11]) frames over Diameter, and IETF RFC5580 which provides RADIUS and Diameter Extensions for Public WLAN which are used in order to uniquely identify the owner and location of the WLAN. In addition, Diameter Base (IETF RFC 3588 [7]) and NASREQ (IETF RFC 4005 [12]) specify the accounting messaging to be exchanged. IETF RFC 5729 [x] defines the procedures related to the routing of Diameter requests when Decorated NAIs (as defined in 3GPP TS 23.003 [22]) are used.
The 3GPP AAA Proxy and the 3GPP AAA Server shall support both 1) and 2) over the Wd reference point. The 3GPP AAA Proxy, depending on the WLAN ANs characteristics, shall use either 1) or 2) over the Wd reference point. See subclause 5.3 for more information of when either 1) or 2) is used. 

The Application-Id to be advertised over Wd reference point corresponds to the EAP, NASREQ or Diameter Base Protocol Application-Id, depending on the command sent over Wd.

************ 5th CHANGE **************
5.4.1
WLAN Access Authentication and Authorization

This procedure is used to transport the WLAN Access Authentication and Authorization information between the 3GPP AAA Proxy and the 3GPP AAA Server.

Diameter usage in Wd:

This procedure is mapped to the Diameter-EAP-Request and Diameter-EAP-Answer command codes specified in IETF RFC 4072 [8] tables 5.4.1.1 and 5.4.1.2 show the information elements that should be exchanged across Wd. If the User-Name AVP contains a Decorated NAI as defined in 3GPP TS 23.003 [22], then the Diameter request routing shall follow the procedures defined in IETF RFC 5729 [x].
Table 5.4.1.1: Diameter EAP Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User Name
	M
	This information element shall contain the identity of the user 

	EAP payload
	EAP payload
	M
	Encapsulated EAP payload used for WLAN-UE/3GPP AAA Server mutual authentication

	Authentication Request Type
	Auth–Request-Type
	M
	Defines whether the user is to be re-authenticated only, re-authorized only or both. AUTHORIZE_AUTHENTICATE is required in this case.

	NAS-IP address
	NAS-IP Address
	C
	IP address of the hot-spot

	NAS-Ipv6 address
	NAS-Ipv6 address
	C
	IPv6 address of the hot-spot

	Visited-Network-Identifier
	Visited-Network-Identifier
	C
	Identifies the VPLMN and shall be present during the first DER message of either authentication or reauthentication sent by the 3GPP AAA Proxy to 3GPP AAA Server.

	WLAN UE MAC address
	Calling Station-ID
	
	Carries the MAC address of the WLAN-UE.

	Supported 3GPP WLAN QoS profile
	QoS-Capability
	O
	If the WLAN AN supports QoS mechanisms, this information element may be included and shall contain the WLAN AN’s QoS capabilities.

	Operator Name
	Operator-Name
	M
	Hot Spot Operator Name.

	Location Information
	Location-Information
	M
	Contains meta-data about the location information.

	Location Data
	Location-Data
	M
	Contains the civic or geospatial location of the hotspot operator.

	Basic Location Policy Rules
	Basic-Location-Policy-Rules
	O
	Contains basic policy rules for controlling the distribution of location information.

	Extended Location Policy Rules
	Extended-Location-Policy-Rules
	O
	Contains a URI that indicates where a richer set of policy rules for controlling the distribution of location information can be found.

	Location Capable
	Location-Capable
	M
	Allows the RADIUS client to indicate support for the functionality specified in IETF RFC 5580.


Table 5.4.1.2: Diameter EAP answer message

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User Name
	M
	This information element contains the identity of the user.

	EAP payload
	EAP payload
	M
	Encapsulated EAP payload used for UE-3GPP AAA Server mutual authentication

	Result code
	Result Code
	M
	Result of the operation. Result code as per definition in NASREQ.1xxx shall be used for multi-round, 2xxx for success.

	Session Alive Time
	Session-Timeout
	O
	Max no of seconds the user session should remain active 

	Accounting Interim-Interval
	Accounting Interim-Interval
	O
	Charging duration

	Subscription-ID
	Subscription-ID
	C
	This AVP shall contain the MSISDN and/or the IMSI of the user. This AVP shall be present if the result code is set to "Success", 2xxx.

	Pairwise Master Key
	EAP-Master-Session-Key
	C
	Shall be sent if Result Code is set to "Success".

	Authorized 3GPP WLAN QoS profile
	QoS-Resources
	O
	If both supported 3GPP WLAN QoS profile of the WLAN AN and subscribed QoS profile were received by the 3GPP AAA Server, this IE may be present.

This IE contains the 3GPP WLAN QoS Profile authorized by the 3GPP AAA Server based on the subscribed QoS parameters from the HSS, WLAN AN’s QoS capabilities and other information, e.g. operators’ policies.

	Routing Policy
	Routing-Policy
	O
	This AVP includes the routing policies and IP filtering. This AVP shall be present when Operator Determined Barring requires additional filtering information to be passed to the Access Network. The exact format of this AVP is specified in section 10.1.24.

	Basic Location Policy Rules
	Basic-Location-Policy-Rules
	O
	Contains basic policy rules for controlling the distribution of location information.

	Extended Location Policy Rules
	Extended-Location-Policy-Rules
	O
	Contains a URI that indicates where a richer set of policy rules for controlling the distribution of location information can be found.

	Requested Location Info
	Requested-Location-Info
	O
	Allows the 3GPP AAA Proxy to indicate which location information about which entity it wants to receive.

	Error Cause
	Error-Cause
	O
	The 3GPP AAA Proxy shall include this attribute with a value of "Location-Info-Required" if it did not receive the requested location information as specified in IETF RFC 5580 [16].


RADIUS usage in Wd:

-
This procedure is mapped to the RADIUS Access Request, RADIUS Access Challenge, RADIUS Access Accept and RADIUS Access Reject specified in IETF RFC 3579 [14].

************ 6th CHANGE **************
10.1.42.
QoS-Resources

The QoS-Resources AVP is defined in IETF RFC 5777 [35]. It includes the description of the resources that have been stored in the HSS as a part of a user’s subscription or authorized by the 3GPP AAA Server. 

Over the Wx interface, this AVP is used to contain subscribed 3GPP WLAN QoS Profile, and over the Wm interface, this AVP is used to contain authorized 3GPP WLAN QoS profile. The following information shall be provided at least over the Wx interface:

-
DiffServ DSCP information.
************ 7th CHANGE **************
10.1.43
QoS-Capability

The QoS-Capability grouped AVP is defined in IETF RFC 5777 [35]. It includes a list of supported Quality of Service profiles. The QoS-Profile sub-AVP shall have Vendor-ID and Specifier fields set to default value 0 (zero).
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