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1. Introduction
The most commonly used transport protocol for SOAP/XML is HTTP. However, for an interface that requires Subscriptions and Notifications the use of HTTP is impractical, as the Application FE would require having both an HTTP client (to send Subscriptions) and an HTTP server (to receive Notifications from the UDR). The same is true for the UDR; it would be required that the UDR implements an HTTP server in order to receive Subscriptions and an HTTP client to send Notifications. 
With the Ud CRUD operations being specified to use LDAP, an Application FE implementing the Ud interface would have to support an LDAP client, an HTTP client and an HTTP server and the UDR would be required to support LDAP server, an HTTP server and an HTTP client.

If Diameter is used instead of HTTP for SOAP/XML, a single stack instance can be used on the application FE and UDR respectively for the Subscription/Notification procedures as Diameter is a bi-directional protocol. As large number of application FEs already support Diameter (e.g. HSS for IMS and EPS, IMS application Servers and PCRF), thus re-use of existing application FE infrastructure is possible.
2. Reason for Change
This contribution specifies a Diameter application as a SOAP/XML transport.
3. Conclusions

N/A
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.335
.
* * * First Change * * * *
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* * * Next Change * * * *

A.4
Diameter based Subscription and Notification
A.4.1
General

Subscription messages and Notification messages on the Ud interface shall make use of SOAP over Diameter. See section A.4.2 for details.

A.4.2
Protocol Stack for Ud Subscription/Notification

Figure A.4.2-1 shows the protocol layering used for Ud Subscription/Notification.
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Figure A.4.2-1 Protocol Layering for Subscription/Notification

Given the bi-directional aspect of the Subscription and Notification procedures, the Diameter based SOAP binding allows the invocation of a SOAP message from either the Application FE to the UDR or from the UDR to the Application FE:
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Figure A.4.2-2 Application FE initiated Diameter based SOAP message
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Figure A.4.2-3 UDR initiated Diameter based SOAP message 

A.4.3
Diameter Binding

A.4.3.1
Introduction
A.4.3.1.1
Use of Diameter base protocol
The Diameter Base Protocol as specified in IETF RFC 3588 [x1] shall apply except as modified by the defined support of the methods and the defined support of the commands and AVPs, result and error codes as specified in this specification. Unless otherwise specified, the procedures (including error handling and unrecognised information handling) shall be used unmodified.
A.4.3.1.2
Securing Diameter Messages

TBD.

Editor's note: Ud security is pending SA3 recommendation.

A.4.3.1.3
Accounting functionality
Accounting functionality (Accounting Session State Machine, related command codes and AVPs) shall not be used on the Ud interface.

A.4.3.1.4
Use of sessions

Between the Application FE and the UDR and between the UDR and the Application FE, Diameter sessions shall be implicitly terminated. An implicitly terminated session is one for which the server does not maintain state information. The client shall not send any re-authorization or session termination requests to the server.

The Diameter base protocol includes the Auth-Session-State AVP as the mechanism for the implementation of implicitly terminated sessions.

The client (server) shall include in its requests (responses) the Auth-Session-State AVP set to the value NO_STATE_MAINTAINED (1), as described in IETF RFC 3588 [x1]. As a consequence, the server shall not maintain any state information about this session and the client shall not send any session termination request. Neither the Authorization-Lifetime AVP nor the Session-Timeout AVP shall be present in requests or responses.
A.4.3.1.5
Transport protocol
Diameter messages over the Ud interface shall make use of SCTP IETF RFC 4960 [x2] or TCP IETF RFC 793 [x3].
A.4.3.1.6
Routing Considerations

This clause specifies the use of the Diameter routing AVPs Destination-Realm and Destination-Host.
The Application FE shall set the Destination-Realm and Destination-Host AVP as applicable for the UDR it is configured to communicate with,
A.4.3.1.7
Advertising Application Support
The Application FE and UDR shall advertise support of the Diameter Ud Application by including the value of the application identifier in the Auth-Application-Id AVP within the Vendor-Specific-Application-Id grouped AVP of the Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands.

The vendor identifier value of 3GPP (10415) shall be included in the Supported-Vendor-Id AVP of the Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands, and in the Vendor-Id AVP within the Vendor-Specific-Application-Id grouped AVP of the Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands.

The Vendor-Id AVP included in Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands that is not included in the Vendor-Specific-Application-Id AVPs as described above shall indicate the manufacturer of the Diameter node as per RFC 3588 [x1].
A.4.3.1.8
Diameter Application Identifier
The Ud interface protocol for Subscriptions and Notifications shall be defined as an IETF vendor specific Diameter application, where the vendor is 3GPP. The vendor identifier assigned by IANA to 3GPP (http://www.iana.org/assignments/enterprise-numbers) is 10415.
The Diameter application identifier assigned to the Ud interface application is <tbd> (allocated by IANA).
A.4.3.2
Commands

A.4.3.2.1
Introduction

This section defines the Command code values and related ABNF for each command described in this specification.
A.4.3.2.2
Command-Code values

This section defines Command-Code values for the Ud interface.

Every command is defined by means of the ABNF syntax IETF RFC 2234 [x4], according to the rules in IETF RFC 3588 [x1]. In the case, the definition and use of an AVP is not specified in this document, the guidelines in IETF RFC 3588 [x1] shall apply.

The following Command Codes are defined in this specification:

Table A.4.3.2.2/1: Command-Code values for Ud
	Command-Name
	Abbreviation
	Code
	Section

	SOAP-Data-Request
	SDR
	Tbd
	A.4.3.2.2.1

	SOAP-Data-Answer
	SDA
	Tbd
	A.4.3.2.2.2


For these commands, the Application-ID field shall be set to <tbd> (application identifier of the Ud interface application, allocated by IANA).
A.4.3.2.2.1
SOAP-Data-Request (SDR) Command

The SOAP-Data-Request (SDR) command, indicated by the Command-Code field set to <tbd> and the "R" bit set in the Command Flags field, is sent from the Application FE to the UDR or from the UDR to the Application FE. 

Message Format

< SOAP-Data-Request> ::=
< Diameter Header: tbd, REQ, PXY, tbd >

< Session-Id >
{ Vendor-Specific-Application-Id }
{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]
{ Destination-Realm }
{ SOAP-Data }
*[ AVP ]


*[ Proxy-Info ]

*[ Route-Record ]
A.4.3.2.2.2
SOAP-Data-Answer (SDA) Command

The SOAP-Data -Answer (SDA) command, indicated by the Command-Code field set to tbd and the 'R' bit cleared in the Command Flags field, is sent from the UDR to the Application FE or from the Application Fe to the UDR. 

Message Format

< SOAP-Data-Answer> ::=
< Diameter Header: tbd, PXY, tbd >


< Session-Id >
{ Vendor-Specific-Application-Id }

[ Result-Code ]

[ Experimental-Result ] 
{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }
[ SOAP-Data ]
*[ AVP ]

*[ Failed-AVP ]


*[ Proxy-Info ]

*[ Route-Record ]

A.4.3.3
Information Elements

A.4.3.3.1
General
The following table specifies the Diameter AVP(s) defined for the Ud interface, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-ID header of all AVPs defined in this specification shall be set to 3GPP (10415).
Table A.4.3.3.1/1: Ud specific Diameter AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	SOAP-Data
	tbd
	A.4.3.3.2
	OctetString
	M, V
	
	
	
	No

	NOTE 1:
The AVP header bit denoted as "M", indicates whether support of the AVP is required. The AVP header bit denoted as "V", indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [x1].


A.4.3.3.2
SOAP-Data 
The SOAP-Data AVP is of type OctetString. This AVP shall contain the SOAP message.
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