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1. Introduction
This paper introduces the implementation of LDAP based subscription and notification which including protocol stack, detailed information and messages commands for LDAP based subscription and notification.
2. Reason for Change
For the protocol implementation of subscription and notification for UDC is not determinate up to now. This paper describes the protocol stack and detailed information for LDAP based subscription and notification.
For Subscribe messages based on LDAP, it is proposed to use LDAP Extended Operation to extend new messages. See IETF "Subscription/Notification for Lightweight Directory Access Protocol (LDAP) "<draft-dawkins-ldapext-subnot-01> for details.
For Notify messages based on LDAP, it is comprised of Notice of Data Modification message and Report of Notification message. Since there is no response message from the LDAP client to the LDAP server, Report of Notification message can be implemented by using LDAP Extended Operation. For Notice of Data Modification message, it can be extended by using LDAP Unsolicited Notification. A notification ID needs to be contained in these two messages to correlate the corresponding Notice of Data Modification message and Report of Notification message.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.335 v0.2.0.
* * * First Change * * * *
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* * * Next Change * * * *

A.3
LDAP based Subscription and Notification

A.3.1
General

Subscription messages and Notification messages on the Ud interface shall make use of LDAP protocol[x3]. See section A.3.2 for details.

A.3.2
Protocol Stack for Ud Subscription/Notification

Figure A.3.2-1 shows the protocol layering used for Ud Subscription/Notification.
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Figure A.3.2-1 Protocol Layering for Subscription/Notification

A.2.3
Subscribe
A.2.3.1
Introduction
Subscribe Operation is used by FE to perform the subscription/un-subscription to notification to specific events which occurs on specific user data stored in the UDR. The events can be changes on existing user data, addition of user data, and so on.
Subscribe Request message shall be coded as the LDAP ExtendedRequest message where the request name shall be set to the OID of Subscribe Request message, and Subscribe Response messages shall be coded as the ExtendedResponse message. See IETF "Subscription/Notification for Lightweight Directory Access Protocol (LDAP) <draft-dawkins-ldapext-subnot-01> "[x2] for details. Table A.2.3.1/1 and table A.2.3.1/2 detail the involved information elements.

Table A.2.3.1/1: Subscribe Request

	Information element name
	Mapping to LDAP Parameter
	Cat.
	Description

	Message ID
	messageID
	M
	This information element shall have a non-zero value different from any other request in progress in the same LDAP session. For details see IETF RFC 4511[x3], section 4.1.1.1.

	Distinguished Name
	baseObject
	M
	This information element indicates a name of the object and may contains the user IMSI, MSISDN, IMS public user identity, or IMS private user identity as a key for query.

	Subscription Type
	subscribeRequestType
	M
	This information element indicates whether this request is to subscribe or unsubscribe. The following values are listed:

· subscribe

· unsubscribe

	Notification Condition
	operation
	M
	This information element indicates the specific events on which the notification shall be triggered. The following values are listed:

· add

· modify
· delete

	Subscribed Data Identification
	attributes
	M
	This information element lists the selected attributes of the entry to be subscribed.

	Original Entity Identity
	
	O
	This information element indicates the original entity (e.g. AS) which sent the subscription request message to the FE.

This information element contains the address or the name of the original entity.

	Notification Type
	notifyTo
	O
	This information element contains a specific receiver name which a notification sent to, especially the FE requesting the notification.

If not present, a notification should be sent to any FE of the application type or cluster identifier.

	Expiry Time
	expiryTime
	O
	If present, this information element contains the designated time at which the subscription expires, specified as GeneralizedTime.

If not present, the Subscribe request is always valid until a Subscribe request with the Subscription Type set to unsubscribe is received.

	Controls
	controls
	O
	If present, this information element may extend and only affect the message it is attached to.


Table A.2.3.1/2: Subscribe Response tionion type nd message,  the Bind message, 













































































	Information element name
	Mapping to LDAP Parameter
	Cat.
	Description

	Message ID
	messageID
	M
	This information element shall be the same with Message ID within the corresponding request message.

	Result
	LDAPResult
	M
	This information element contains an indication of success or details any errors that have occurred.

	Controls
	controls
	O
	If present, this information element may extend and only affect the message it is attached to. 


A.2.3.2
Detailed behaviour of the FE
The FE as a LDAP client shall make use of these messages to subscribe specific user data in the UDR.
A.2.3.3
Detailed behaviour of the UDR

The UDR as a LDAP server shall check if the FE is allowed to subscribe user data based on ACL. est



















































































































ry Resultt:" of uest and LDAP subscriber result as defined in 































































If it is allowed, the UDR shall update subscription to notification information data in the UDR.

A.2.4
Notify
A.2.4.1
Introduction
Notify Operation is set of LDAP Operations which is comprised of Notice of Data Modification Operation and Report of Notification Operation. 

Notice of Data Modification Operation is used by the UDR to notify an FE about modification of data, when data in the UDR is added, modified or deleted, and an FE needs to be informed about this, due to a previous subscription to notifications information or local configuration policy stored in the UDR. This notification is an Unsolicited Notification and shall be coded as LDAP ExtendedResponse message, and the ResponseName shall be set to the OID of Notice of Data Modification message. See IETF "Subscription/Notification for Lightweight Directory Access Protocol (LDAP) <draft-dawkins-ldapext-subnot-01> "[x2] for details. Table A.2.4.1/1 details the involved information elements.

Table A.2.4.1/1: Notice of Data Modification tionion type nd message,  the Bind message, 













































































	Information element name
	Mapping to LDAP Parameter
	Cat.
	Description

	Message ID
	messageID
	M
	This information element shall be set to 0 to indicate this message is an Unsolicited Notification message.

	Distinguished Name
	objectName
	M
	This information element indicates the name of modified entry, and shall contain the user IMSI, MSISDN, IMS public user identity, or IMS private user identity.

	Notified Data
	notifyAttributes
	M
	This information element contains the states and attributes of modified entries, and may contain original data values.

	Notification Identifier
	notificationID
	M
	This information element shall have a different value in each Notice of Data Modification message in progress in the same LDAP session.


Report of Notification Operation is used by the FE to inform the UDR about the handling result of Notice of Data Modification message was previously received from the UDR. Report of Notification Operation shall be coded as LDAP ExtendedRequest message, and the RequestName shall be set to the OID of Report of Notification message. Table A.2.4.1/2 details the involved information elements.
Table A.2.4.1/1: Report of Notification tionion type nd message,  the Bind message, 













































































	Information element name
	Mapping to LDAP Parameter
	Cat.
	Description

	Message ID
	messageID
	M
	The value of this information element shall be the same with the value of Message ID within the previous corresponding request message.

	Result
	notificationResult
	M
	This information element contains the result for received notification message performed by the FE. The following values are listed:

· success, refers to notification to external UDC is successful.

· failure, refers to notification to external UDC is failed and recommends the UDR to select a next available FE to continue to notify.
· termination, refers to notification to external UDC is not needed and recommends the UDR to terminate the notification.

	Notification Identifier
	notificationID
	M
	This information shall have the same value with the previous corresponding Notice of Data Modification message.


A.2.4.2
Detailed behaviour of the FE
If the FE receives a Notice of Data Modification from the UDR, the FE shall check whether a notification should be sent to the external-UDC.

If a notification is to be sent, the FE shall perform the corresponding application logic according to the notifyIndication parameter from the received request message. If the application logic was performed successfully the FE shall set the Result value within Report of Notification message to Success. If the application logic was not performed successfully the FE shall set the Result value within Report of Notification message to Failure.
If a notification is not to be sent, the FE shall FE shall set the Result value within Report of Notification message to Termination.
A.2.4.3
Detailed behaviour of the UDR
The UDR checks whether the relevant notification conditions are met when the data modified. 

If the notification conditions are met, the UDR starts a notification procedure by sending a Notice of Data Modification message to the selected FE. Notification Identifier assigned to this notification and notifyIndication corresponding to this notification shall be contained in the Notice of Data Modification message.

If a Report of Notification message was received, the UDR shall terminate the corresponding notification procedure with the same Notification Identifier, or select another available FE to send a Notice of Data Modification message according to the value of Result within the received Report of Notification message.
If no corresponding Report of Notification message was received, the UDR shall select another available FE to send a Notice of Data Modification message.

A.2.5
Subscribe Operation Commands

Subscribe Operation takes the LDAPMessage envelope Protocol Data Unit (PDU) format and should be mapped to Extended Operation. See IETF RFC 4511[x3], section 4.1.1 for details.

Subscribe Request Command format:

SubscribeRequest ::= ExtendedRequest


-- Definition of ExtendedRequest, see ITEF "Subscription/Notification for Lightweight 

-- Directory Access Protocol (LDAP) <draft-dawkins-ldapext-subnot-01> "[x2], section 4.1 


-- for details, where the requestName shall be set to the OID of Subscribe Request message.
Subscribe Response Command format:

SubscribeResponse ::= ExtendedResponse


-- Definition of ExtendedResponse, see ITEF "Subscription/Notification for Lightweight 

-- Directory Access Protocol (LDAP) <draft-dawkins-ldapext-subnot-01> "[x2], section 4.2 


-- for details, where the reponseName shall be set to the OID of Subscribe Response message.
A.2.6
Notify Operation Commands 

Notify Operation is set of LDAP Operations which is comprised of Notice of Data Modification Operation and Report of Notification Operation. 

Notice of Data Modification Command format:

NoticeOfDataModification ::= ExtendedResponse
ExtendedResponse ::= [APPLICATION 24] SEQUENCE {


COMPONENTS OF LDAPResult,


responseName     [10] LDAPOID,

-- the value shall be set to the OID of Notice of Data Modification message.

responseValue    [11] NotifyResponseValue}
NotifyResponseValue ::= SEQUENCE {


objectName
LDAPOID,


notifyAttributes
SEQUENCE OF NotifyAttribute

notificationID
NotificationID}
NotifyAttribute ::= SEQUENCE {


notifyIndication
LDAPString,


-- an indication of application logic to be performed in the FE

attributeType
AttributeDescription,


newValue[0]
SET OF value AttributeValue OPTIONAL,


oldValue[1]
SET OF value AttributeValue OPTIONAL}
NotificationID ::= INTEGER (0 .. maxInt)
maxInt INTEGER ::= 214748367 -- (2^^31 - 1) --
Report of Notification Command format:

ReportOfNotification ::= ExtendedRequest
ExtendedRequest ::= [APPLICATION 23] SEQUENCE {


resquestName    [0] LDAPOID,

-- the value shall be set to the OID of Report of Notification message.

requestValue    [1] NotifyReportValue}
NotifyReportValue ::= SEQUENCE {


notificationResult
NotificationResult

notificationID
NotificationID}
NotificationResult ::= SEQUENCE {


resultCode
ENUMERATED{



success
(0),



failure
(1),



termination
(2),



…}

matchedDN
LDAPDN,


diagnosticMessage
LDAPString}
* * * End of Change * * * *
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