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1. Introduction
New 3GPP TS 23.335, User Data Convergence (UDC), Technical realization and information flows is being developed including the architecture description
2. Reason for Change
An editor’s note is remaining about subscriptions. Last meeting it was agreed that subscriptions over Ud interface were going to be supported.
3. Conclusions
Since subscriptions are to be supported, some rewording/cleanup is needed.
4. Proposal

It is proposed to remove the editor’s note and, to be consistent along the specification, talk about notifications sent by the UDR due to local configuration policy, instead of implicit subscriptions.
* * * First Change * * * *

4.3
Reference point Ud

This reference point shall allow the different FEs to create, read, modify and delete user data stored in the UDR using the harmonized access interface. 
This reference point shall support subscription/notifications functionality which allow a relevant FE to be notified about specific events which may occur on specific user data in the UDR, The events can be changes on existing user data, addition of user data, and so on. These notifications may be explicitly requested by the core network and service layer applications (e.g. AS subscribing to changes on specific data) or  associated to the UDC concept; e.g. user is located and his location may be administratively cancelled by a provisioning FE, which may require a HSS/HLR FE to be notified.

Through the reference point, an Application Front End shall only interface with the UDR for the data relevant to its function, and not be impacted by other data that UDR stores for other applications. 
The user data that an Application Front End accesses in the UDR through the reference point Ud shall comply with an agreed data structure between the Application Front End and the UDR. Such data structure shall comply with the Common Baseline Information Model, specified in 3GPP TS 32.182 [6].
Reference point Ud shall support transactions. Operations and transactions carried out over Ud shall support the ACID (Atomicity, Consistency, Isolation, and Durability) characteristics.
* * * Next Change * * * *

5.1
General

This section documents the main procedures on the Ud reference point that are used by the different Front Ends. These procedures are described using text description as well as information flow diagrams. The procedures described in this document are meant to provide a high level description and are not intended to be exhaustive. 
In the following sections, the multiple network elements are depicted as a single entity, since the procedures are common for all applications.

These procedures assume that the existing network elements accept a request message sent by any FE, e.g. a MSC/VLR accepts a MAP Cancel Location sent by any HLR-FE, an AS accepts Sh-Notif from any HSS-FE and an S-CSCF accepts a Cx-Deregister from any HSS-FE. Figure 5.1-1 shows the general UDC information flow. See Annex A for specific examples.
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Figure 5.1-1: General UDC Information Flow

1.
The FE receives an initial request on one of the supported interfaces from UE, Core Network, Service Layer or OSS.

2.
When receiving an initial request message, the FE may read user data from the UDR. 

3.
The FE shall store the read user data (if any) as a temporary local copy and use it when performing its application logic. There may be applications that do not need to retrieve and store user data from the UDR in order to perform the application logic.

4.
The FE performs its application logic.

4a.
As part of performing the application logic, the FE shall continue and complete the communication with the UE, Core Network, Service Layer or OSS. This may include sending messages to and receiving messages from entities within the UE, Core Network, Service Layer or OSS other than the entity that sent the initial request.

4b.
As part of performing the application logic, the FE shall access user data in the UDR if so required by the application. This may happen more often than once. Steps 4a and 4b may be performed in any order of sequence.

5.
After application logic is completed, the FE shall delete its temporary local copy of user data.

6.
The UDR shall send a notification message to an appropriate FE if the data modified in step 4b are subscribed data for notification. The notification message shall include user data. More than one notification messages are sent if the modified data are subscribed more often than once.

7.
The FE shall store the received user data as a temporary local copy and use it when performing its application logic.

8.
The FE performs its application logic.

8a.
As part of performing the application logic, the FE shall communicate with the UE, Core Network, Service Layer or OSS if so required by the application. 

8b.
As part of performing the application logic, the FE shall access user data in the UDR if so required by the application. This may happen more often than once. Steps 8a and 8b may be performed in any order of sequence.

NOTE: 
In the UDR step 8b may result in another notification message being sent to an appropriate FE, which is not shown in the figure.

9.
After application logic is completed, the FE shall send a notify acknowledgement to the UDR. Depending on the application the notify acknowledgement may be sent earlier, e.g. immediately after step 6. 

10.
After application logic is completed, the FE shall delete its temporary local copy of user data.

* * * Next Change * * * *

5.7
Subscription to Notifications
This procedure is used by FE to do the subscription/un-subscription to notification to specific events which occurs on specific user data stored in the UDR. The events can be changes on existing user data, addition of user data, and so on. The information flow for the Subscription to Notifications procedure is shown in figure 5.7-1.
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Figure 5.7-1: Subscription procedure

1.
When an FE wants to receive notifications of specific events on specific user data stored in the UDR, it shall construct a Subscription Request message and send it over the Ud reference point to the UDR. The message may consist of the following information:

-
the FE Identifier
the UDR shall derive the FE application type and may derive one or more FE cluster identifier from the FE Identifier. The UDR shall use the FE Identifier for access control.
-
User identity, e.g. IMSI, MSISDN, IMS public user identity, IMS private user identity, etc.
-
Subscription Type

The Subscription Type indicates whether this request is to subscribe or to unsubscribe.

-
Subscription to Notifications information, which consists of:
-
Identification of the requested data
The Identification of the requested data indicates the data to which notifications are subscribed. 

-
The notification condition

The notification condition indicates the specific events on which the notification shall be triggered. It shall consist of the addition of the requested data, the deletion of the requested data or the changes of the requested data. 
Editor's Note: notification conditions require further investigation

-
The expiry time

The expiry time indicates the point in time when the subscription to notifications expires. Absence of the expiry time indicates permanent subscription (when Subscription Type indicates "subscribe"). Shall be absent if Subscription Type indicates "unsubscribe".

-
The original entity identity

If the subscription request is related to a UDC external entity (e.g. AS) subscription request, this item indicates the original entity which sent the subscription request message to the FE. 
2.  When receiving a Subscription Request from a specific FE, the UDR shall perform access control to check whether the FE is allowed to perform the subscription to the UDR on the requested data. If not, a failure response shall be returned to the FE, and step 3 is skipped.

3.  The UDR shall store the subscription to notifications information.

4.  The UDR shall return a response message to the FE to indicate success or failure.

* * * Next Change * * * *

A.2.3
IMS service data change information flow example
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Figure A.2.3-1: IMS service data change information flow example with Ud Update from HSS-FE

1.
UE initiates a service data configuration update (e.g. activates call waiting) via Ut interface towards the AS.

2.
AS performs Sh-update to store the new service data (i.e. transparent data) in the HSS.

3.
Upon reception of Sh-Update, the application specific front-end (HSS-FE) checks the AS permission list. If AS is allowed, the HSS-FE fetches the service data for the user from the UDR through a Ud Query procedure. These data include the sequence number to synchronize the writing of data among different ASs. 

4.
If the front-end is allowed to read the type of data, the UDR responds with service data. 

NOTE 1: 
At this step the HSS-FE can also receive the subscription information stored for data requested (i.e. list of ASs subscribed to transparent data changes)

5.
If sequence number is correct, the application specific front-end (HSS-FE) updates the service data for the user in the UDR through a Ud Update procedure.

6.
If the front-end is allowed to update the type of data, the UDR stores the new service data configuration and the new sequence number

NOTE 2:
If the HSS-FE knows from step 4 that no other AS has subscribed to be notified when transparent data change, the HSS-FE does not send Sh-PNR to any other AS. If  no other FE subscribed to transparent data changes and no other notifications are required (based on local configuration policy in the UDR), no Ud Notify is sent.

NOTE 3:
It is assumed that the UDR has not allowed to write the transparent data and sequence number by a HSS-FE during steps 3-6.

7.
The HSS-FE sends the response to Sh-Update to AS. No user data is kept in the front-end after the procedure is ended.

* * * Next Change * * * *

A.4.1
General

When user data (temporary or permanent) has been modified, the application front-end may require a notification.

When an UDC-external entity modifies subscribable data in the UDR via an application FE, this application FE shall send notifications to other UDC-external entities on supported UDC-external interfaces as part of its application logic (if so required). Notifications to other UDC-external entities to which this FE is not connected, or to other FEs which subscribed to notifications, require notification on the Ud-Interface.

The following flows show examples of IMS capability change for a user, an application server subscription to notification and un-subscription to notification in IMS network. These scenarios do not address the mechanisms for access authorisation in the UDR. These scenarios only address the specific actions of traffic events that are currently in effect.

* * * Next Change * * * *

A.4.3
Application Server Notification information flow example without Ud-Notify
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Figure A.4.3-1 Notification over Sh without Ud notification
1.
AS1 sends the Sh-Update request to the HSS-FE to update the Repository Data with the related Public User Identity, the Service Indication, the Application Server Identity, and other information.

2.
Upon reception of the Sh-Update request, the HSS-FE checks the AS-permission list to see whether the AS is allowed to contact the HSS. If so the HSS-FE sends the Query Request to the UDR to fetch the user data needed to process the Sh-Update request from the UDR.

3.
After applying the access control, the UDR responds to the HSS-FE with the requested data.

4.
The HSS-FE sends a Update Data Request to the UDR.

5. The UDR checks whether the update is allowed. If it is permitted, the UDR shall update the repository data. The UDR responds with the Success Indication. Since the update data request was sent by an FE which can contact AS2 and there is no other FE which subscribed to changes in repository data, the UDR does not send Ud-notify.
6. NOTE: The UDR knows that the FE can contact AS2 based on local configuration policy
7. Upon reception the Update Data Response, the HSS-FE sends the Sh-Update Resp to the AS with the result code set to DIAMETER_SUCCESS.
8. The HSS-FE checks data received in step 3 to see whether an AS has subscribed to notifications. If so the HSS-FE checks the notification conditions. In this example the conditions are met (not expired) and the HSS-FE sends Sh-Notif to AS2.

9. AS2 sends Sh-Notif Resp to the HSS FE.
* * * Next Change * * * *

A.4.5
Application Server Notification information flow example without Ud-Notify – Subscription expired
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Figure A.4.5-1 Notification over Sh without Ud notification – Subscription expired
1-6.

See A.4.3. 

5. The HSS-FE checks data received in step 3 to see whether an AS has subscribed to notifications. If so the HSS-FE checks the notification conditions. In this example the conditions are not met because the subscription to notification has expired. The HSS-FE deletes the expired AS subscription data from the UDR.

6. UDR sends Delete Resp to the HSS FE.
* * * Next Change * * * *

A.4.6
Application Server Notification information flow example with Ud-Notify – Subscription expired
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Figure A.4.6-1 Notification over Sh with Ud notification
1-7.

See A.4.4
8.
The HSS-FE checks data received in step 7 to see whether an AS has subscribed to notifications on modification on charging information. If so the HSS-FE checks the notification conditions. In this example the conditions are not met because the subscription to notification has expired. The HSS-FE deletes the expired AS subscription data from the UDR.

7. UDR sends Delete Resp to the HSS FE.

8. HSS-FE sends Notify Resp to the UDR.
* * End of Change * * * *
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