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1. Introduction
The UE-specific Error Indication has been discussed for quite a long time in the past few meetings. It seems that both ICMP and Binding Error message based solutions can not be agreed at present. After comparing the solutions and analyzing when and how the user packet error occurs, we have a discussion about the necessity of this function and give a proposal using Binding Revocation Message as a solution.
2. Discussion
If a PMIPv6 node (i.e. MAG or LMA) receives a GRE tunnel packet with wrong GRE key, that is, there is no corresponding binding for the packet. If it happens there must be something wrong with the procedure running in the PMIPv6 node sending the error packet. It is unreasonable and may imply a fetal fault has occurred in the system. In that case, a solution is needed to terminate the corresponding session and help fault location especially useful in the procedure of network interworking debugging and testing.
Possible Solutions:
Solution 1
-ICMP
As specified in RFC 2473, IPv6 Tunneling follows the general rule that an error detected during the processing of an IPv6 packet is reported through an ICMP message to the source of the packet. The ICMP message sent to the source node has as ICMP payload the tunnel IPv6 packet that has the original packet as its payload. 
However, RFC 2473 specifies the Tunnel ICMP Message is encapsulated into an IPv6 packet, and it is not suitable for the case of PMIPv6 GRE Tunnel. And there is no further suggestion in this solution to process the connection with wrong GRE key.
Solution 2
-Binding Error Message
Binding Error Message is defined for MIPv6 in RFC 3775 which is specified as “The Binding Error (BE) message is used by the correspondent node to signal an error related to mobility, such as an inappropriate attempt to use the Home Address destination option without an existing binding”. It seems that PMIP can also use this kind of message to indicate the GRE key error.
This solution needs to define UE Specific Error Information element and be supported by both MAG and LMA additionally.
Solution 3

-Discard the error packet and initiate release procedure by sending BRI message.
According to above, the possibility of user packet with wrong GRE key is little and the function of UE-specific Indication is just useful in the stage of network testing. Hence, when receiving a GRE tunnel packet with wrong GRE key what the PMIPv6 node shall do is discarding the error packet silently and logging error locally to help the fault location. Termination of related GRE connection is optional and it is proposed the Binding Revocation Mechanism may be used to achieve to do this without sending another additional message.
3. Proposal
It is proposed to agree on the solution 3 and look into the respective CR C4-093687.
