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1. Introduction
The TS contains several editor's notes related to whether specific features are optional or mandatory to support in the IMS-AGW.

During the CT4#45 meeting, CT4 agreed in principle that a basic set of packages and properties shall be mandatory for the MGW function of the Ix and Iq profiles in order to minimise interoperability problems and optimise protocol efficiency. While CT4 did not agree definitively on the packages and properties the following list was seen as most likely candidates:

-
Gate management

-
Bandwidth Policing

-
IP Realm Handling

-
Differentiated Service (QoS) marking

-
RTCP Handling control (i.e. RTCP Allocation Specific Behaviour – H.248.57)

-
Hanging Termination detection
SA2 requested CT4 in their answer LS (S2-096021) to continue the work to define the mandatory set of features for the Ix and Iq profiles and indicated that they would align TS 23.228 according to the CT4 decisions. 

2. Reason for Change
Basic common set of Ix/Iq features
Gate management, IP Realm Indication & Hanging termination control are very basic capabilities already agreed to be mandatory. It was also already agreed that the 'IP Realm availability' feature is optional. 

For the reasons which were given in C4-092220 (CT4#45) – recalled hereafter , the benefits of defining a basic set of mandatory features will be as great as the basic set is large.
1. Basic mandatory functions of the profile are of no use – i.e. the minimum 'interworkable' set of functions has no value and therefore little justification for new profile.

2. Support for each function must be determined by the MGC or managed by the operator through O&M. Either way it is an additional overhead.

3. Lack of support for optional feature requires error handling.

4. Many permutations of profile support would occur in the marketplace which defeats the purpose of profiling H.248 to provide a useful minimum set of functionality.

5. Although the profiles for Iq and Ix are intended to be different they share some common features, it therefore makes sense to have a common baseline of supported features.

It is also desirable that the 3GPP Ix and Iq profiles adhere as much as possible to the TISPAN Ia v3 profile. The TISPAN profile requires the support of the following packages.

Excerpt from TISPAN Ia v3 profile:

	Mandatory Packages

	Package Name
	Package ID
	Version

	Generic (ITU-T Recommendation H.248.1 [1], annex E.1)
	g
	2

	Base root (ITU-T Recommendation H.248.1 [1], annex E.2)
	root
	2

	Network (ITU-T Recommendation H.248.1 [1], annex E.11)
	nt
	1

	Diffserv (ITU-T Recommendation H.248.52 [17])
	ds
	2

	Gate management (ITU-T Recommendation H.248.43 [18], Appendix 1)
	gm
	1

	Traffic management (ITU-T Recommendation H.248.53 [19])
	tman
	1

	IP NAPT traversal (ITU-T Recommendation H.248.37 [9])
	ipnapt
	1

	IP Domain Connection (ITU-T Recommendation H.248.41 [16])
	ipdc
	1


It is thus proposed to also require support in the TrGW/IMS-AGW of: 

· Traffic policing

· Differentiated Service (QoS) marking
RTCP handling control
TISPAN also requires support of RTCP Handling control  by requiring support of the Gate Management package and support of the RTP Specific Behaviour property in the Gate Management package.

Excerpt from TISPAN Ia v3 subclause 5.14.2.5: 

Table 73: Gate Management Package

	Properties 
	Mandatory/Optional
	Used in command
	Supported Values
	Provisioned Value

	[…]
	
	
	
	

	RTP Specific Behaviour (gm/rsb)

(see note 4)
	M
	ADD, MODIFY
	ALL
	OFF 

(see note 2)

	[…]
	
	
	
	

	NOTE 2:
Default value must be provisioned in gm/1 (see ITU-Recommendation H.248.43 [18]). The provisioned value in this profile shall be OFF.

NOTE 4:
The gm/rsb property is identical to the rtcph/rsb property (see Figure II.1 in H.248.43) and defined by ITU-T Recommendation H.248.57 [i.19]. The rtcph package defines rsb property semantics for the SDP attribute according IETF RFC 3605 [31] (see in particular clause 6.6.1.4.1 in H.248.57). There are following package usage details for this profile specification: the SDP attribute "a=rtcp:" may be used in the H.248 RD and shall be not used in the H.248 LD (see clauses 5.16 and 5.17.1.7 for more information).


It was questioned during CT4#45 whether support of RTCP handling control should be defined, optional or mandatory, and what the default IMS-AGW behaviour  should be in absence of the RTCP Allocation Specific Behaviour  indication (rtcph/rsb property).
RTCP is optional for RTP. H.248.1 assumes that when a RTP stream is specified in a Local or Remote descriptor that a RTCP flow may be established. However some media gateways may not instantiate an RTCP flow. For interoperability and for some applications such as Network Address Translation (NAT) it is important for the MGC to be certain of the media gateway behaviour with respect to port allocation for RTCP. 
Two options may then be envisaged: 

1) Require support of the RTCP Specific Behaviour property (ITU-T H.248.57), or
2) Define/provision a default behaviour in the profile/MGW, with no support or optional support of the RTCP Specific Behaviour property.
The following considerations apply:

a) RTCP may be turned off (respectively turned on e.g. when the session is put on hold) e.g. during a point to point speech only (AVP) session by exchanging null (respectively non-null) SDP RTCP bandwidth modifiers. 
 
cf 3GPP TS 26.114:

"If the session described in the SDP is a point-to-point speech only session, the MTSI client may request the deactivation of RTCP by setting its RTCP bandwidth modifiers to zero."

RTCP bandwidth modifiers do not instruct the MGW whether it shall or not reserve RTCP resources for a particular session, but indirectly instructs whether to open/close the RTCP pinhole.

The RTCP Specific Behaviour property instructs the MGW whether to reserve or not RTCP resources (irrespective of SDP RTCP bandwith modifiers which may also be signaled).
b) Resources for RTCP should be reserved reasonably in most scenarios: 

- blocking of RTCP packets may violate the end-to-end RTP/RTCP protocol and/or the served applications;

- RTCP is required to enable synchronization between different multimedia components, to check aliveness of the remote peer, to monitor the VoIP QoS, to carry feedback messages e.g. for RTP/AVPF speech session.

cf TS 26.114: 
"RTCP packets should be sent for all types of multimedia sessions to enable synchronization with other RTP transported media, remote end-point aliveness information, monitoring of the transmission quality, and carriage of feedback messages such as TMMBR for video and RTCP APP for speech. Point-to-point speech only sessions may not require these functionalities and may therefore turn off RTCP by setting the SDP bandwidth modifiers (RR and RS) to zero."

- For point to point speech only session, RTCP resources should still be reserved, even when e.g. RTCP is turned off at call setup (null RTCP bandwidth modifiers), to allow resumption of the RTCP flow at any time during the call, e.g. when RTCP is turned on while the session is put on hold. 

cf 3GPP TS 26.114:
"When RTCP is turned off (for point-to-point speech only sessions) and the media is put on hold, the MTSI client should re-negotiate the RTCP bandwidth with SDP bandwidth modifiers values greater than zero, and send RTCP packets to the other end. This allows the remote end to detect link aliveness during hold. When media is resumed, the resuming MTSI client should turn off the RTCP sending again through a re-negotiation of the RTCP bandwidth with SDP bandwidth modifiers equal to zero."
c) For the reasons above, there is no obvious/strong advantages in requiring (mandatory) support of the capability to disable RTCP, beyond the fact that the MGW could save resources in some specific scenarios.

Note that a TISPAN MGW shall, unless explicitly required to allocate an RTCP flow, not reserve RTCP resources and shall not send RTCP packets and shall discard any received RTCP packets. In other words, there is a requirement to support RTCP filtering. 

d) The TISPAN Ia v3 profile requires support of the RTCP Specific Behaviour, with the default value 'OFF' (when the RTP Specific Behaviour property is not received). I.e. by default, in absence of this property, a TISPAN compliant  MGW will not reserve an RTCP flow when reserving resources for an RTP flow. 

If support of the RTCP Specific Behaviour property is not required in the TrGW / IMS-AGW in the 3GPP Ix & Iq profiles, the default RTCP Specific Behaviour should be provisioned to 'ON' to enable RTCP, i.e. to the value opposite to the value specified by TISPAN. This will imply some added complexity in a TISPAN/3GPP MGW to support different provisioned values per profile & to adapt its default behaviour according to the profile negotiated during the H.248 connection establishment.
e) H.248.57 is not supported by the 3GPP Mc and Mn profiles. No default value was defined either. Support of RTCP is optional and a MGW implementation choice. SDP RTCP bandwidth modifiers are supported on the H.248 interface. 
Since no essential justification can be found to require support of the RTCP Specific  Behaviour property, it is proposed to adopt the following approach for the 3GPP Ix & Iq profiles: 

· specify that by default, a TrGW / IMS-AGW shall reserve RTCP resources and open an RTCP pinhole in association with an RTP flow; 

· adds optional support of H.248.57
Specific Iq features
In addition to this set of common mandatory features for a TrGW / IMS-AGW, an IMS-AGW shall also support remote NA(P)T traversal (NAPT between IP-CAN and IMS domain being the essential function provided by IMS-ALG / IMS-AGW).

3. Conclusions

The following features shall be supported by a TrGW / IMS-AGW: 
· Gate management

· IP Realm Indication

· Hanging termination detection

· Traffic policing

· Differentiated Service (QoS) marking
· RTCP enabled by default with an RTP flow
The following features may be supported by a TrGW / IMS-AGW: 

· IP Realm availability

· RTCP handling control

In addition, an IMS-AGW shall also support remote NA(P)T traversal.

The procedure for RTCP control and its impacts on the messages/IEs are also specified.

4. Proposal

It is proposed to agree the following changes to 3GPP TS 23.334 v1.0.0.
5.2
Gate Control & Local NA(P)T 

Editor's Note: a definition of NAPT within 3GPP should be referenced in preference to ITU-T Recommendation Y.2111 – sub-clauses 3.9 and 3.11.
The IMS-ALG shall provide the NAPT control function: obtains the address binding information (according to IETF RFC 2663 [4]) and performs the NAPT policy control along with gate control (i.e. instruct the opening/closing of a gate).
The IMS-ALG shall request the IMS-AGW to allocate transport addresses/resources to enable media to traverse the IMS-AGW. The IMS-ALG may indicate the corresponding IP realm/domain to the IMS-AGW – see clause 5.3. The IMS-AGW shall provide the corresponding external transport addresses to the IMS-ALG. 

The IMS-AGW shall provide the NAPT enforcement function: which enforces the NAPT to change the address and port number of the media packets as they traverse the IMS-AGW, along with gate control (i.e. open/close a gate under the control of the IMS-ALG). 

The IMS-AGW may provide IP version inter-working. 

The IMS-ALG shall request the IMS-AGW to release its transport resources at the end of a session.  
5.3
IP realm/domain indication and availability
The IMS-ALG and the IMS-AGW shall support IP realm/domain indication.
The IMS-ALG, when requesting the allocation of transport resources at the IMS-AGW, may indicate the correspondent IP realm/domain to the IMS-AGW. The IMS-AGW shall assign the IP termination in the IP realm indicated. The same IP realm shall be applied to all media streams associated with the termination. The IP realm identifier cannot be changed after the initial assignment.

In order to prevent the IMS-ALG requesting an unavailable IP Realm, it shall be possible for the IMS-ALG to be able to request a list of currently available realms on the IMS-AGW and any changes to that list as they occur over time. 
A default IP realm may be configured such that if the IMS-AGW has not received the IP realm identifier and the IMS-AGW supports multiple IP realms then the default IP realm shall be used.

The monitoring of IP realm availability is optional and if supported by IMS-AGW may be requested by the IMS-ALG.

Editor’s note: it was noted that there does not yet exist any definition for "IPv6 (address) realm". Present realm definition is tightly linked to the term of an "IPv4 address realm", based on RFC 2663. That’s one reason for using the IP version neutral term of "realm/domain" indication.
Contributions are required for clause 3 or TS 23.205 for a IP version independent IP realm definition.
5.4
Remote NA(P)T traversal support
The IMS-ALG and the IMS-AGW shall support remote NA(P)T traversal support.

The IMS-ALG is responsible for determining whether there is a remote NAT device (the mechanism by which this achieved is out of scope of the current document). 

The IMS-ALG shall, when requesting the IMS-ALG to reserve transport addresses/resources, indicate to the IMS-ALG that a remote NAT device is present. 

If remote NAT is applicable, the IMS-AGW shall not use the remote media address/port information (supplied by the IMS-ALG) as the destination address for outgoing media. Instead, the IMS-AGW shall dynamically learn the required destination address via the source address/port of incoming media. This mechanism is known as "latching". 

The IMS-ALG may request the IMS-AGW to perform latching and re-latching. 

When remote NAT Traversal is applied to a stream associated with multiple flows (e.g. RTP and RTCP), the IMS-AGW shall perform individual latching and/or re-latching on the various flows. This means that an RTP and an RTCP flow of a single stream can be latched to different remote addresses and/or ports.

5.5
Remote Source Address/Port Filtering
The IMS-ALG may support and the IMS-AGW shall support policing of the remote source address/port of incoming media flow(s). 


The IMS-ALG may determine that the source address/port of received media packets should be policed. 

When the IMS-ALG requests the IMS-AGW to reserve transport addresses/resources, the IMS-ALG may indicate to the IMS-AGW that screening of source address and/or port of received media packets is required.  

If such screening is applicable, the IMS-AGW shall check the source address and/or port of all received media packets and silently discard any packets that do not conform to the expected source address and/or port.   
5.7
Hanging Termination Detection

The IMS-ALG and the IMS-AGW shall support detection of hanging termination.
The IMS-ALG, when requesting the IMS-AGW to reserve an AGW connection point, shall indicate to the IMS-AGW to perform detection of hanging terminations. 

The IMS-AGW shall determine a termination to be hanging if there is no signalling sent/received within a specified period. 

On being informed of the hanging termination, the IMS-ALG shall check/determine whether the cited termination is valid and initiate any appropriate corrective action.

5.8
QoS Packet Marking

The IMS-ALG may support and the IMS-AGW shall support control via the Iq interface of the setting of the DiffServ Code Point (DSCP) for media packets sent on a termination. 


If the IMS-ALG requests the IMS-AGW to reserve transport addresses/resources, the IMS-ALG may indicate to the IMS-AGW that the DSCP of outgoing media packets shall be explicitly set or copied from the DSCP of the corresponding received packet.  

If such modification of the DSCP is required by the IMS-ALG, the IMS-AGW shall set the DSCP for outgoing packets on a termination.   

6.2.4
Remote Source Address/Port Filtering

This procedure is identical to that of subclause 6.2.1 apart from the IMS-ALG optionally specifying the required IP address and/or port to be used to screen received media packets on a termination.  

This subclause considers when the IMS-ALG is acting as an Entry point and remote source transport address filtering is required towards the external network. 
As a security related option, on request from the IMS-ALG, filtering may be enabled to check/validate the source address or source address and port number of incoming packets from the external network. If the IMS-ALG requests address filtering, it may additionally provide an address specification, which may identify either a single address or a range of addresses, against which filtering is to be performed. The absence of such an address specification in the request shall implicitly request filtering against the IP address of the remote connection address. In addition to address filtering, the IMS-ALG may also request port filtering. If the IMS-ALG requests port filtering, it may additionally include either a port or a range of ports, against which filtering is to be performed. The absence of a port specification in the request shall implicitly request filtering against the port of the remote connection address.
If the IMS-AGW is requested to apply source IP address and possibly source port filtering, it shall only pass incoming IP packets from the identified source, and discard IP packets from other sources.
If remote source address filtering is required for the created termination, then the IMS-ALG shall include the information element "Remote source address filtering" in the request sent to the IMS-AGW. In addition, it may also include the information element "Remote source address mask" in order to request filtering of a range of addresses.  
If remote source port filtering is required for the created termination (in addition to remote source address filtering), then the IMS-ALG shall include the information element "Remote source port filtering" in the request sent to the IMS-AGW. It may also include one of the information elements "Remote source port" or "Remote source port range".
Subsequently, the IMS-AGW shall apply filtering as requested to the packets arriving from the external network. Any packet arriving, which does not meet the filtering requirement, shall be discarded. 

