Fehler! Kein Text mit angegebener Formatvorlage im Dokument.
2
Fehler! Kein Text mit angegebener Formatvorlage im Dokument.

3GPP TSG CT4 Meeting #45
C4-092574
Seville, SPAIN, 24th – 28th August 2009
Source:
Nokia Siemens Networks, Ericsson
Title:
Pseudo-CR on FE identity
Spec:
3GPP TS 23.335 v0.2.0
Agenda item:
6.1
Document for:
Decision

1. Introduction

<Introduction part (optional)>

2. Reason for Change

< Explain the reason for change (mandatory)>
CT4#44 decided to introduce the concept of FE clusters. All FEs of a given type ( e.g. HSS-FE) with same cluster id are regarded equivalent with regard to an aspect such as geographical location, vendor, feature support, access control, ...
As a consequence the "FE cluster identifier" was introduced in Ud-request messages sent from FE to UDR (Query-Data, Update-Data, Subscribe). The aspect, however, with regard to which the FEs are regarded equivalent, are not standardized. This approach results in problems when combinations of aspects become relevant and when clusters are overlapping. E.g. when FE1 and FE2 are located in the south, FE3 and FE4 are located in the north, FE1 and FE3 are from vendor A, FE2 and FE4 are from vendor B, thus the location cluster "south" overlaps with the vendor cluster "B".
To solve the problem, one solution could be to introduce a list of FE Cluster Identifier (location cluster identifier, vendor cluster identifier, feature x cluster identifier, feature y cluster identifier, access control cluster identifier,...) in Ud-request messages sent from FE to UDR. When a new aspect is introduced, a new cluster identifier needs to be added.
Another solution is to introduce in Ud request messages sent from FE to UDR just one parameter (FE Name) and let the UDR derive the FE's membership to clusters from this parameter. Also the Type of FE could be derived by the UDR from the FE Name and need not be explicitly transmitted over Ud.
The second approach has the advantage that aspects (like geographical location, vendor, feature support,...) need not be standardized. New aspects can be added without modifying Ud messages. The whole cluster thing and its usage becomes a "UDR configuration issue" which needs not to be standardized

The second approach also allows two FEs that are equivalent with regard to all aspects, to have the same FE Name.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 23.335 v0.2.0.

* * * First Change * * * *

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Front End: a core network entity or service layer entity or provisioning entity that can access user data stored in a unique repository.
Front End Identifier: A name that  identifies an FE within the set of all FEs accessing  an UDR. 


Front End Cluster Identifier: FEs of the same type (e.g. HLR) may be grouped in clusters to differentiate between them e.g. with regard to geographical location, feature support, vendor, or other characteristics. All FEs within a cluster are treated equally for required purposes (e.g. authorization, notifications, etc.). The Front End Cluster Identifier may be derived from the Front End Identifier.
User Data Repository: facility where user data can be accessed stored and managed in a common way.
Transaction: a transaction is a sequence of operations towards the User Data Repository (one or several), performed as a single logical unit of work. A logical unit of work must exhibit four properties, called the ACID (Atomicity, Consistency, Isolation, and Durability) properties, to qualify as a transaction.
A transaction usually consists of the following steps, start transaction, making updates, and end of transaction; the transaction can finish successfully, in that case it is said the updated data is committed, or unsuccessfully, in that case the transaction is cancelled and the updates made till that moment are rolled back so that the data remains as it were before the transaction.
Atomicity: a transaction must be an atomic unit of work; either all of its data modifications are performed or none of them is performed.

Consistency: when completed, a transaction must leave all data in a consistent state. In the User Data Repository, all rules must be applied to the transaction’s modifications to maintain all data integrity. All internal data structures must be correct at the end of the transaction.
Isolation: modifications made by concurrent transactions must be isolated from the modifications made by any other concurrent transactions. A transaction either sees data in the state it was in before another concurrent transaction modified it, or it sees the data after the second transaction has completed, but it does not see an intermediate state. This is referred to as serialization because it results in the ability to reload the starting data and replay a series of transactions to end up with the data in the same state it was in after the original transactions were performed.
Durability: after a transaction has completed, its effects are permanently in place in the User Data Repository. The modifications persist even in the event of a system failure.
* * * Next Change * * * *

4.2.1
Application Front Ends

Functional entities, such as the HLR/HSS/AUC, Application Servers, Provisioning system, etc., when the UDC architecture is applied, keep the application logic, but they do not locally store user data permanently. These data-less functional entities are collectively known in the UDC architecture as Application Front Ends, and they may handle one or several applications simultaneously. The applications that are handled by an FE determine the type of FE. An HSS Front End may implement a full or a part of the HSS functionalities as listed in 3GPP TS 23.002 [5], this choice being implementation dependant. The reference points between the different Front Ends and the core and service layers are not affected by the UDC architecture.
* * * Next Change * * * *

5.2
Requirements

The following points are considered as requirements for the purpose of these procedures.

1.
It shall be possible for an authorized Front End to read relevant user data stored in the UDR.

2.
It shall be possible for an authorized Front End to modify (i.e. create, update, and delete) relevant user data stored in the UDR.

3.
The UDR shall support notifications to the related Front Ends about changes of user data which they have subscribed to. Specifically, the UDR shall allow applications to subscribe to specific events on specific data of specific users.
4.
The UDR shall support controlled access. Accordingly, UDR shall authenticate and authorize Application Front Ends. The authentication and authorization shall be based on the following criteria:

application type
-
Front End cluster identifier
NOTE: The UDR may derive the application type and one or more FE cluster identifier from the Front End Identifier and use them as criteria for authentication and authorization.
-
the user data which are requested

-
the request type (e.g. query, modify)

5.
Access to the UDR shall be independent of the structure of the data models, i.e. the changes in the data models shall not affect these procedures.
6.
It shall be possible to present different views on the user data to the different applications which require access.

7.
A group of Front Ends (or a single Front End) for a specific application type shall be distinguished by a unique Front End cluster identifier.

8.
The UDR may store the current Front End cluster identifiers as part of the user data and may use this information to determine which Front Ends should be used for notifications.
5.3
Querying data from the UDR
The Query data procedure is used by an FE to retrieve data from the UDR.

The information flow for the Query data procedure is shown in figure 5.3-1:
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Figure 5.3-1: Query data procedure

1. 
When an application FE - during processing of its application logic - needs to retrieve user data from the UDR it shall issue a Query data request message and send it over the Ud reference point to the UDR. The message shall contain:



-
the FE Identifier 
the UDR shall derive the FE application type and may derive one or more FE cluster identifier from the FE Identifier. The UDR shall use the FE Identifier for access control.

-
the user identity
an identity of the user, e.g. IMSI, MSISDN, IMS public user identity, IMS private user identity

-
the requested data
the identification of the data of which the value is requested

Data identification and structure shall comply with the requesting application data view.

2. 
When receiving a read request from an FE, the UDR shall perform access control to check whether the FE/application type is allowed to read the requested data. If it is not, a negative response is returned to the FE and step 3 is skipped.
3. 
When the access control check was positive, the UDR shall fetch the value of the requested data and format it according to the requesting application data view.
4. 
The UDR shall return a Query data answer message to the FE. The FE then shall continue processing its application logic with the retrieved data.
* * * Next Change * * * *

5.6
Updating data within the UDR
The Update data procedure is used by an application FE to modify user data in the UDR.

The information flow for the Update data procedure is shown in figure 5.6-1:
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Figure 5.6-1: Update data procedure

1. 
When an application FE - during processing of its application logic - needs to update user data in the UDR it shall issue an Update data request message and send it over the Ud reference point to the UDR. The message shall contain:


-
the FE Identifier
the UDR shall derive the FE application type and may derive one or more FE cluster identifier from the FE Identifier. The UDR shall use the FE Identifier for access control.

-
the user identity
an identity of the user, e.g. IMSI, MSISDN, IMS public user identity, IMS private user identity

-
the requested data
the identification of the data of which the value is to be updated. 
-
new data value
value of the data that is to be written to the UDR

Data that is updated may have a complex structure with multiple attributes. So the data update achieved through the Update data procedure may comprise addition, modification or deletion of some attributes of this data.

Data identification and structure shall comply with the Application Data view associated to the application FE.

2. 
When receiving an Update data request from an FE, the UDR shall perform access control to check whether the FE/application type is allowed to use the Update requested data procedure and update the requested data. If it is not, a negative response is returned to the FE and steps 3 and 4 are skipped.

3. 
When the access control check was positive, the UDR shall update the requested data with the new data value and shall start the Notification Procedure which shall run in a parallel process independent from the ongoing Update Data procedure. See section 5.9.

4. 
The UDR shall return an Update data answer message to the FE. The FE then shall continue processing its application logic.
* * * Next Change * * * *

5.8
Subscription to Notifications
This procedure is used by FE to do the subscription to notification to specific events which occurs on specific user data stored in the UDR. The events can be changes on existing user data, addition of user data, and so on. The information flow for the Subscription procedure is shown in figure 5.8-1.
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Figure 5.8-1: Subscription procedure

1.
When an FE needs to subscribe to notification of specific events on specific user data stored in the UDR, it shall construct a Subscription Request message and send it over the Ud reference point to the UDR. The message may consist of the following information:


-
the FE Identifier
the UDR shall derive the FE application type and may derive one or more FE cluster identifier from the FE Identifier. The UDR shall use the FE Identifier for access control.

-
User identity, e.g. IMSI, MSISDN, IMS public user identity, IMS private user identity, etc.
-
Identification of the requested data
The Identification of the requested data indicates the data to which notifications are subscribed.

-
The notification condition

The notification condition indicates the specific events on which the notification shall be triggered. It shall consist of the addition of the requested data, the deletion of the requested data or the changes of the requested data.

-
The expiry time

The expiry time indicates whether the FE subscribes for a certain time or permanently.

-
Subscription Type

The Subscription Type indicates whether this request is to subscribe or to unsubscribe.

-
Additional data

This item indicates the additional information needed by FE to perform the Notification procedure in addition to the requested data. It shall be sent within a Notification request together with the requested data if present. This item may be absent when additional data is not needed.

-
The original entity identity

This item indicates the original entity which subscribes to the notification of the specific events of the requested data. It shall be sent within a Notification request together with the requested data.

2.  When receiving a Subscription Request from a specific FE, the UDR shall perform access control to check whether the FE is allowed to perform the subscription to the UDR on the requested data. If not, a failure response shall be returned to the FE, and step 3 is skipped.

3.  UDR shall store the subscription information.

4.  UDR shall return a response message to the FE to indicate success or failure.
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