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* * * 1st Change * * * *

6.1.1
Presence requirements of Information Elements

There are three different presence requirements (Mandatory, Conditional, or Optional) for an IE within a given GTP-PDU:

-
Mandatory means that the IE shall be included by the sending side, and that the receiver diagnoses a "Mandatory IE missing" error, when detecting that the IE is not present. A response including a "Mandatory IE missing" cause, shall include the type of the missing IE.

-
Conditional means:

-
that the IE shall be included by sending entity if the conditions specified in the relevant protocol specification are met;

-
the receiver shall check the conditions as specified in the corresponding message type description, based on the parameter combination in the message and/or on the state of the receiving node, to infer if a conditional IE shall be expected. Only if a receiver has sufficient information the following applies. A conditional IE, which is absolutely necessary for the receiving entity to complete the procedure, is missing, then the receiver shall abort the procedure.
-
Conditional-Optional means:

-
that the IE shall be included by the up-to-date sending entity, if the conditions specified in the relevant protocol specification are met. An entity, which is at an earlier version of the protocol and therefore is not up-to-date, obviously cannot send such new IE.
-
the receiver need not check the presence of the IE in the message. If the receiver checks the presence of the Conditional-Optional IE, then the IE's absence shall not trigger any of the error handling procedures.
-
Optional means that the IE shall be included as a service option. Therefore, the IE may be included or not in a message. The handling of an absent optional IE, or an erroneous optional IE is specified in subclause 7.7 "Error Handling".
For conditional IEs, the clause describing the GTP-PDU explicitly defines the conditions under which the inclusion of each IE becomes mandatory or optional for that particular GTP-PDU. These conditions shall be defined so that the presence of a conditional IE only becomes mandatory if it is critical for the receiving entity. The definition might reference other protocol specifications for final terms used as part of the condition.

Only the Cause information element, optionally Protocol Configuration Options and optionally the Recovery information element shall be included in the response if the Cause contains a value indicating that the request is not accepted.
* * * 2nd Change * * * *

7.7.1 
Protocol Errors

A protocol error is defined as a message or an Information Element received from a peer entity with unknown type, or if it is unexpected, or if it has an erroneous content. 

The term silently discarded is used in the following subclauses to mean that the receiving GTP entity's implementation shall discard such a message without further processing, or that the receiving GTP entity discards such an IE and continues processing the message. The conditions for the receiving GTP entity to silently discard an IE are specified in the subsequent subclauses.

The handling of unknown, unexpected or erroneous GTP messages and IEs shall provide for the forward compatibility of GTP. Therefore, the sending GTP entity shall be able to safely include in a message a new conditional-optional or an optional IE. Any legacy receiving GTP entity may, however, silently discard such an unexpected IE and continue processing the message.
If a protocol error is detected by the receiving GTP entity, it should log the event including the erroneous message and should include the error in a statistical counter.

An information element with "Mandatory" in the "Presence requirement" column of a message definition shall always be present in that message.

An information element with "Conditional" in the "Presence requirement" column of a message definition shall be sent when the conditions detailed in the "Presence requirement" are met.

The Version Not Supported Indication message shall be considered as Response for the purpose of this subclause.

 The receiving GTP entity shall apply the error handling specified in the subsequent subclauses in decreasing priority.
If the received erroneous message is a response to a pending GTP request message, the GTP transaction layer shall stop retransmissions and notify the GTP application layer of the error even if the response is silently discarded.
* * * 3rd Change * * * *

Annex B (Informative):
Backward Compatibility Guidelines for Information Elements

In order to preserve backward compatibility, the following rules should apply when adding or modifying information elements for exsiting messages.

· No new mandatory (M) information elements should be added.

· No new conditional (C) information elements should be added.

· Any new IEs should be either:

optional (O), having no conditions on their presence, or

conditional-optional (CO), having conditions that should apply only to the sender and not to the receiver. 

Such conditions should be worded generally as follows: "This IE shall be sent over the xxx interface <condition>. The receiving entity need not check the IE's presence."

· If any new conditions are added to a previously specified conditional (C) information element, these new conditions should apply only to the sender and not to the receiver.

Such additional conditions should be worded generally as follows: "This IE shall be sent over the xxx interface <condition>. For this optional condition, the receiving entity need not check the IE's presence."

Existing conditions for such conditional (C) IEs should be treated as before, and the presence of the IEs should remain conditional (C).
* * * End of Changes * * * *
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