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Introduction
It was questioned during the CT4#43 meeting whether both SCTP ordered and unordered delivery options should be allowed for session dependent messages on the SIP-I based Nc interface. CR Rel-8 23.231 0037 "Correction for out-of-sequence delivery of BYE message" was postponed until this gets consolidated.
This document discusses this issue in more details.

SCTP ordered vs unordered delivery 

Points for consideration:
1/ IETF specifications

RFC 4960 (Stream Control Transmission Protocol) requires support of ordered and unordered delivery. 

RFC 4168 (The Stream Control Transmission Protocol (SCTP) as a Transport for the SIP) defines two models:
SIP entity SHOULD send every SIP message (request or response) over stream zero with the unordered flag set.  On the receiving side, a SIP entity MUST be ready to receive SIP messages over any stream.
SIP applications that require ordered delivery of messages from the transport layer (e.g., TLS) SHOULD send SIP messages belonging to the same SIP transaction over the same SCTP stream.  Additionally, they SHOULD send messages belonging to different SIP transactions over different SCTP streams, as long as there are enough available streams.
In the first approach (stream 0, unordered delivery), messages will arrive and not be lost. But the messages may be delivered in disorder. 

SIP-I may require more stringent requirement for ordering than SIP because of the encapsulated ISUP for which ordering is normally expected. One can therefore not derive any firm conclusion from RFC 4168 for SIP-I over SCTP.

2/ current 3GPP SIP-I based Nc specifications
A current note in section 7.2.2.2.1.1 of TS 23.231 indicates that SCTP out-of-sequence packet delivery should not be applied on Nc. There is however no normative text in TS 23.231 that requires ordered delivery of SIP messages from the transport layer, and TS 29.231 does not give any restriction that unordered delivery of SIP messages shall be avoided.
Therefore an implementation is allowed to send  every SIP message (request or response) with ordered or unordered delivery (i.e. over stream zero with the unordered flag set). And a receiving node must be able to receive SIP messages over any stream.
While it is required to correct the Rel-8 specifications to make the normative text and the note consistent with each others, any change on the allowed SCTP delivery options at this stage (frozen Rel-8) would require to be justified by a Frequent & Serious Misoperation.

3/ UK NICC specifications (for information)
UK NICC specifications (NICC ND 1119 V 1.2.1 (2008-11) UK Interconnect: Use of Signalling for Packet-Based

PSTN/ISDN) requires by default unordered delivery for SIP, but ordered delivery for SIP-I.

Excerpt:

5.1 SCTP Transport for SIP

5.1.1 Ordered/Unordered delivery of data packets

Support for unordered delivery at the sending SCTP end-point shall be the default action. Where the application

requires an ordered delivery service the application specification can overrule this requirement.

The receiving SCTP end-point shall support the reception of data packets marked for ordered and unordered delivery

service.

5.2 SCTP Transport for SIP-I

5.2.1 Ordered/Unordered delivery of data packets

Support for ordered delivery at the sending SCTP end-point shall be the default action.

The receiving SCTP end-point shall support the reception of data packets marked for ordered and unordered delivery service.
4/ Ordering justifications for SIP-I
SIP-I may require more stringent requirement for ordering because of the encapsulated ISUP for which ordering is normally expected. ISUP is transported in existing networks over MTP3 or M3UA, for which ordering is either ensured (MTP3) or recommended (M3UA).
Support of reliable provisional response (RFC 3262) enables in-order deliver of provisional responses but is not a complete solution as it has no effect on enforcing sequencing of other SIP messages. It does not guarantee either that all reliable provisional responses are sent/received in order.
Using SIP-I over SCTP with unordered delivery can create several race conditions. Examples of scenarios with SIP-I messages delivered out of sequence with possible handling:

· 100 Trying being passed by a subsequent response (1xx – 6xx): 100 response accepted, no further action

· Reliable 18x response passing another reliable 18x response: out of sequence response discarded, retransmission will be in sequence

· 18x response passed by a final response (2xx – 6xx): provisional response discarded, will not be retransmitted

· UPDATE passing a 200 OK for PRACK:  discard UPDATE, retransmission should be after 200 OK received

· UPDATE passing a 200 OK for UPDATE: discard UPDATE, retransmission should be after 200 OK received

· 200 OK for UPDATE for preconditions is passed by 18x (with possible ACM), discard 18x, retransmission should be after 200 OK is received

· ACK passed by reINVITE/UPDATE: UAS must be prepared to receive reINVITE/UPDATE before ACK

· Unreliable 18x response passed by a final response: unreliable response ignored

· Unreliable 18x response passing another unreliable 18x response: attempt to process

· Other race conditions are possible between UPDATE and 18X, but should only resort in short clipping of media.

Those race conditions may affect and complicate proper interworking between different vendors' implementations, or may affect the features/services provided by the MSCs (e.g. if a 18x response with an encapsulated ACM is passed by a final response and if there were special parameters in the ACM for which the MSC needs to honor certain obligations).  They would potentially require further detailed specifications to ensure consistent implementations.
The protocols on the SIP-I based Nc interface have been designed with the aim of defining a highly reliable SIP-I signaling interface between (G)MSC Servers. With that respect, ordered delivery is certainly the safest and more reliable approach for the Nc interface.

Though ordered delivery could be recommended or required on the Nc interface, it should be noted that (G)MSC Servers may still need to interface external SIP-I networks which may use unordered SCTP or UDP in which case implementations do still need to accommodate unordered delivery. For a SIP-I Nc <> external SIP-I call, ordered delivery can not be guaranteed end to end.
5/ the probability that messages arrive unordered should be significant smaller with SCTP than with UDP. With UDP, the fastest a message can be retransmitted is 500ms. This is certainly a large enough window to allow another message to be sent. However, with SCTP the retransmission will occur much faster (typically after a roundtrip delay), so the window will be smaller. Yet there is still a window.
Thanks to highly reliable IP backbone and to this small time window, it can not be claimed that situations with out of sequences messages will be frequent. 
6/ When ordered delivery is used, there are additional buffer management / processing overhead considerations. However, this is comparable to ISUP/M3UA, and the overhead is under control by negotiating an appropriate number of streams during the establishment of the SCTP association (e.g. no more than few tens at most). 

7/ When ordered delivery is used, RFC 4168 recommends to map SIP transactions of a same dialog onto different SCTP streams. This approach does not ensure in order delivery of SIP messages pertaining to different SIP transactions, e.g. 200 OK for UPDATE for preconditions is passed by 18x (with possible ACM). 

An alternative approach could consist in mapping all SIP transactions of a same dialog to the same SCTP stream, even though in some very specific scenario this could uselessly delay the delivery of a message (e.g.  CANCEL for an on-going INVITE transaction is delayed till an earlier UPDATE request is received). 

Conclusion

It is proposed to recommend SCTP ordered delivery on SIP-I based Nc to achieve a highly reliable signalling interface, facilitate the interoperability between different vendors' MSC implementations, and provide a guaranteed services/features behaviour. 
When using ordered delivery, all SIP transactions of a same dialog should preferably be mapped on the same SCTP stream.

Since no frequent misoperation can be expected from using unordered delivery within a highly reliable IP backbone, the unordered delivery option currently permitted by the 3GPP specifications remains allowed. 
It is proposed to document in subclause 5.18 (endorsement of IETF RFC 4168) of TS 29.231 that:

· SCTP ordered and unordered delivery shall be supported in reception;

· SCTP ordered delivery should be used in emission for session dependent SIP-I messages, and that all SIP-I messages of a same dialog should be mapped to the same SCTP stream;

TS 23.231 would not require any change. 

