Page 1



3GPP TSG CT4 Meeting #45
C4-092282
Seville, SPAIN, 24th – 28th August 2009









revision of C4-092077
	CR-Form-v9.6

	CHANGE REQUEST

	

	(

	29.274
	CR
	0247
	(

rev
	2
	(

Current version:
	8.2.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	
	Radio Access Network
	
	Core Network
	x


	

	Title:
(

	GTPv2 Message sequence number clarifications

	
	

	Source to WG:
(

	Ericsson, Alcatel Lucent

	Source to TSG:
(

	C4

	
	

	Work item code:
(

	SAES
	
	Date: (

	03/08/2009

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-8

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)

	
	

	Reason for change:
(

	GTPv2 sequence number behavior is not documented for all message types since in many cases text was written based on GTPv1 text where almost all messages are simple requests or simple responses this is no longer true in GTPv2 the naming of convention of messages are now much more varied.   . Retransmission of messages that are triggered messages that have a triggered reply is not documented at all in Clause 7.6 (example: "Context Response"). Note these are interelated topics since they are associated with a single GTPv2 initial message, its possible reply and then a possible reply to reply and so on that all share the same sequence number.

	
	

	Summary of change:
(

	All sets of messages with the same sequence number are documented in a new subclause 4.2.x.  All text in 4.2 and 7.6 are updated to use the terms based on initial and triggered messages (previously it was used in some places but not others) . Retransmission is documented for all messages requiring retransmission (including triggered messages that are triggered by triggered messages). Timer T3-RESPONSE and counter N3-REQUEST were not completely defined in subclause 7.6 and this is corrected (unrelated change)
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not approved:
	No retransmissions of some messages such as "Context Response".to trigger the "Context Acknowledge", similarly no retransmission of "Update Bearer Response" when there is a following "Update Bearer Complete:. Potentially unclear requirements in many other cases and a few contradictions in existing text. Possible incorrect handling of UDP ports or IP addresses for cases of a reply to a reply. This can result in messages being rejected or ignored. Handling of sequence numbers for messages with names other than Request and Response not fully specified. 
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	Other comments:
(

	In San Antonio CT4 meeting the basic issue that only request and response was covered in 4.2, 7.6 and other sections was discovered. This was partially fixed with the intial and triggered message terms covering all use cases with the intent that other CR would include this terminology change. But the changes were only started in 4.2 and not added to the other sections. This completes the needed changes in the most important sections. The changes here are intended to clarify the port handling and sequence number handling in the more complex cases.  Text in 7.6 is  reworded since previous text covered only fully covered simple request and response concept and partially covered minor variants such as Notification and Acknowledge and did not cover other cases. Intent is to not change any text that specified an existing behavior but to extent existing text to cover all cases not previously explictly documented.


* * * First Change * * * *
4.2
Protocol stack

The protocol stack for GTPv2 shall be as depicted in Figure 4.2-1.
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Figure 4.2-1: GTPv2 stack

The GTPv2 headers are specified in the respective clauses of this specification.

The source and destination IP addresses and UDP ports used for each GTP-C message depend on the role that the message plays in a message exchange. Messages can be initial messages, or triggered messages. An initial message is sent to a peer GTP entity with a sequence number chosen by the sending entity (see subclause 7.6). Triggered messages are sent in reply to an initial message or to another triggered message and shall have the same sequence number as the message being replied to. See subclause 7.6 for additional constraints on the sequence number.

NOTE:
Examples of initial messages are all command or notification messages.
Examples of triggered messages are all responses or acknowledge messages as well as Version Not Supported Indication and Update Bearer Complete.

Some request messages are initial messages in some procedures, but triggered messages in other procedures where they are triggered by an initial command message. See subclause 4.2.x for the complete list of initial messages and their possible triggered replies as well as cases where there are triggered message replies to triggered messages.
Piggybacked messages are handled as triggered messages.
4.2.1
UDP header and port numbers

A User Datagram Protocol (UDP) compliant with IETF RFC 768 [7] shall be used.

4.2.1.1
Initial Messages

The UDP Destination Port number for GTP-C initial messages shall be 2123. It is the registered port number for GTP-C. 

The UDP Source Port for a GTP-C initial message is a locally allocated port number at the sending GTP entity.

4.2.1.2
Triggered Messages

The UDP Destination Port value of a triggered message shall be the value of the UDP Source Port of the corresponding message to which this GTPv2 entity is replying, except in the case of the SGSN pool scenario.

The UDP Source Port shall be the value from the UDP Destination Port of the corresponding  message to which this GTPv2 entity is replying, except in the case of the SGSN pool scenario.

In the SGSN pool scenario, if the Identification Request or the Context Request messages have been forwarded by another SGSN in the pool, the UDP Destination Port for the Identification Response or the Context Response message shall be determined in the following way. The value from the information element "UDP Source Port Number", which was sent in the corresponding forwarded request, shall be copied into the UDP Destination Port field. The UDP Source Port for the Identification Response or the Context Response message may be a locally allocated port number at the sending GTP entity.

4.2.2
IP header and IP addresses

4.2.2.1
Initial Messages

The IP Source Address shall be an IP address of the source GTPv2 entity from which the initial message is originating.

The IP Destination Address in a GTP initial message shall be an IP address of the destination GTPv2 entity.

4.2.2.2
Triggered Messages

The IP Source Address of a triggered message shall be copied from the IP destination address of the GTP  message to which this GTPv2 entity is replying, except in the case of SGSN pool scenario. 

The IP Destination Address of a triggered message shall be copied from the IP Source Address of the GTP  message to which this GTPv2 entity is replying, except in the case of the SGSN pool scenario.
In the SGSN pool scenario, if the Identification Request or the Context Request messages have been forwarded by another SGSN in the pool, the IP Source address for the Identification Response or the Context Response messages shall be locally allocated by the sending GTP entity. The IP Destination Address for the Identification Response or Context Response messages shall be determined in the following way. The value from the information element "Address for Control Plane", which was sent in the corresponding Identification Request message; or the value from the information element "S3/S16/S10 Address and TEID for Control Plane", which was sent in the corresponding Context Request message, shall be copied into the IP Destination Address field.

4.2.3
Layer 2

Typically Ethernet should be used as a Layer 2 protocol, but operators may use any other technology.

4.2.4
Layer 1

Operators may use any appropriate Layer 1 technology.

4.2.X
Messages with GTPv2 defined replies: Classification of Initial and Triggered Messages
NOTE:
Other clauses of this specification and Stage 2 documents define in detail when a reply message is actually expected to be employed in an end-to-end procedure. Replies are triggered messages.
The expected reply to a Request message is a triggered message and the reply has the same message name as the Request but with "Response" replacing "Request".  If a Request message is a reply to a Command message then it is a triggered message, otherwise the Request message is an initial message. Responses do not have replies except when either an "Update Bearer Complete" or a "Context Acknowledge" is required as a reply to a Response message as specified in a Stage 2 procedure. .Update Bearer Complete or a Context Acknowledge are always triggered messages and do not have a reply.
A message whose name ends in "Command" is always an initial message.  If a "Command" fails the reply is a triggered message and has the same message name but with "Failure Indication" replacing "Command". The "Failure Indication" message has no reply.  If a Command is successful its reply will be a Request as specified in a Stage 2 procedure.
A message whose name ends in "Notification" is always an initial message, The expected triggered message in reply has the same message name but with "Acknowledge" replacing "Notification", except for the case of the message "Downlink Data Notification" which has reply "Downlink Data Notification Acknowledge".  An "Acknowledge" message has no reply.

Messages CS Paging Indication, Stop Paging Indication, RAN Information Relay, Configuration Transfer Tunnel, Trace Session Activation, Trace Session Deactivation, and Downlink Data Notification Failure Indication are initial messages but do not have a reply. 

A received Version Not Supported Indication message is treated as a triggered message.
For GTPv2 messages defined in other specifications i.e. 3GPP TS 29.276 [14] and 3GPP TS 29.280 [15] see those specifications for any additional rules for those messages, if any. 

* * * Second Change * * * *
7.6
Reliable Delivery of Signalling Messages

Retransmission requirements in the current subclause do not apply to initial messages that do not have triggered message replies. 
Reliable delivery in GTP is accomplished by retransmission of messages. A message shall be retransmitted if and only if a reply is expected for that message and the reply has not yet been received.  There may be limits placed on the total number of retransmissions to avoid network overload.
Messages and their replying triggered messages are matched based on the sequence number and the IP address and port rules in subclause 4.2 "Protocol stack" and specifically subclause 4.2.x. A retransmitted GTPv2 message (initial or triggered) has the exact same GTPv2 message content, including the GTP header, UDP ports, source and destination IP addresses as the originally transmitted GTPv2 message.
For each triplet of local IP address, local UDP port and remote peer's IP address a GTP entity maintains a sending queue with signalling messages to be sent to that peer. The message at the front of the queueshall be sent with a Sequence Number, and if the message has an expected reply it shall be held in a list until a reply is received or the GTP entity has given up on retransmission of that message.  The Sequence Number shall be unique for each outstanding initial message sourced from the same IP/UDP endpoint. A node running GTP may have several outstanding messages waiting for replies.  Not counting retransmissions, a single GTP message with an expected reply shall be answered with a single GTP reply, regardless whether it is per UE, per APN, or per bearer. A message and its triggered message reply shall have the same sequence number (see subclause 4.2.x).


A sequence number used for a Command Message and its triggered messages shall be the same as the Command and have the most significant bit set to 1. A sequence number used for a Request Message not triggered by a Command Message shall have the most significant bit set to 0.

This setting of the most significant bit of the sequence number is done to avoid potential clashes between the sequence number selected for a Command Message, and the sequence number selected by a GTP peer for a Request Message which was not triggered by a Command Message.

A timer, denoted T3-RESPONSE, shall be started when a signalling  message (for which a reply is expected) is sent. A signalling message or the triggered reply message has probably been lost if a reply has not been received before the T3-RESPONSE timer expires.  


Once the T3-RESPONSE timer expires, the message corresponding to the T3-RESPONSE timer is then retransmitted if the total number of retry attempts is less than N3‑REQUESTS times. T3-RESPONSE timer and N3‑REQUESTS counter setting is implementation dependent. That is, the timers and counters may be configurable per procedure. Multileg communications (e.g. Create Session Requests and Responses) however require longer timer values and possibly a higher number of retransmission attempts compared to single leg communication.
All received GTP messages with an expected reply shall be replied to and all reply messages associated with a certain message shall always include the same information. Duplicated reply messages shall be discarded by the receiver unless the reply needs a reply. A received reply message without a matching outstanding message that is waiting for a reply should be discarded. The number of retransmitted GTPv2 messages sent in reply may be limited to avoid network overload.
If a GTPv2 node is not successful with the transfer of a non-Echo signalling message, e.g. a Create Bearer Context Request message, it shall inform the upper layer of the unsuccessful transfer so that the controlling upper entity may take the necessary measures.
* * * Third Change * * * *
7.7.1 
Protocol Errors

A protocol error is defined as a message or an Information Element received from a peer entity with unknown type, or if it is unexpected, or if it has an erroneous content. 

The term silently discarded is used in the following subclauses to mean that the receiving GTP entity's implementation shall discard such a message without further processing, or that the receiving GTP entity discards such an IE and continues processing the message. The conditions for the receiving GTP entity to silently discard an IE are specified in the subsequent subclauses.

The handling of unknown, unexpected or erroneous GTP messages and IEs shall provide for the forward compatibility of GTP. Therefore, the sending GTP entity shall be able to safely include in a message a new conditional or an optional IE. Such an IE may also have a new type value. Any legacy receiving GTP entity shall, however, silently discard such an IE and continue processing the message.

If a protocol error is detected by the receiving GTP entity, it should log the event including the erroneous message and should include the error in a statistical counter.

An information element with "Mandatory" in the "Presence requirement" column of a message definition shall always be present in that message.

An information element with "Conditional" in the "Presence requirement" column of a message definition shall be sent when the conditions detailed in the "Presence requirement" are met.

The Version Not Supported Indication message shall be considered as a reply for the purpose of this subclause.

 The receiving GTP entity shall apply the error handling specified in the subsequent subclauses in decreasing priority.
If the received erroneous message is areply to an outstanding GTPmessage, the GTP transaction layer shall stop retransmissions and notify the GTP application layer of the error even if the reply is silently discarded.

* * * End Changes * * * *
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