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1. Introduction
This contribution provides input to the UDC technical realization specification
2. Reason for Change
The UDC technical realization specification should provide a high-level view of the network elements involved in the system architecture. This contribution adds input to such section in the specification.
3. Proposal

It is proposed to agree the following changes to 3GPP TS 23.335 v0.1.0.
* * * First Change * * * *

4
User Data Convergence architecture

4.1
UDC System architecture

Figure 1 presents the reference UDC architecture. UDC supports a layered architecture that separates the data from the application logic, so that user data is stored in a logically unique repository allowing access from the core and service layer entities, hereby named application front-ends.

A central node in the architecture is the User Data Repository (UDR). The UDR acts as a single repository and store of user data. Existing nodes which do not store user data are collectively known as front-ends. The UDR interfaces the HLR/AuC Front-End, the HSS Front-End, and Application Server Front-Ends. Additionally, a Provisioning Front-End is responsible for provisioning functions.

The new interfaces are named Ud1, Ud2, Ud3, and Ud4. Existing interfaces towards existing network elements are marked in discontinuous lines in Figure 1, and are just shown for information purposes only. Details of the roles of these nodes are described in sections 4.2.1. and 4.2.3.
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Figure 1: UDC reference architecture

4.2
Functional Entities

4.2.1
Application Front-Ends

Existing functional entities, such as the HLR/AuC, HSS, Application Servers, etc., keep the existing business logic, but they do not locally store user data. These dataless functional entities are collectively known in the UDC architecture as application front-ends. This results in an HRL/AUC-FE, HSS-FE, AS-FE, etc. Their existing interfaces towards the rest of network elements are not affected by the UDC architecture.

Each front-end application shall work in a subscriber data-less configuration so that, after completion of a request, the transaction status and temporary subscriber data local copy are deleted and the next application level request for the same subscriber can be served by a different front-end. It shall be required that any of the relevant FE (e.g. FE-HLR) serves a request (e.g. SRI) at any given time.

4.2.2
User Data Repository

The User Data Repository (UDC) is a functional entity that acts as a single repository that stores converged user data. The data that traditionally has been stored into the HLR, HSS, AuC, Application Servers, etc., is now stored in the UDR according to a UDC information model. UDR facilitates the share and the provisioning of user-related data throughout services of 3GPP system.
UDR provides interfaces to one or more applications, such as: one or more HLR/AuC FEs, on or more HSS FEs, and one or more AS FEs. These interfaces are named, Ud1, Ud2, and Ud3, respectively. UDR shall provide support for multiple applications simultaneously.

Additionally, the UDR interfaces a Provisioning Front-End whose purpose is to provision data into the UDR. The interface towards the Provisioning Front-End is named Ud4.

Third party applications and non trusted network elements should only be able to access the user data after proper authentication and authorization taking into account security and privacy requirements, i.e. it should be possible to present different views on the data to the parties which require access, dependent on the authorization.

The UDR shall be able to store the following types of data:

· Permanent subscriber data: this is subscription data and relates to the necessary information the system ought to know to perform the service. User identities (e.g. MSISDN, IMSI, IMPU, IMPI), service data (e.g. service profile in IMS), authentication data, and configuration data are the examples of the subscription data. This kind of user data has a lifetime as long as the user is permitted to use the service and may be modified by administration means. 
· Temporary subscriber data: this is data which may be changed as a result of normal operation of the system or traffic conditions (e.g. transparent data stored by Application Servers for service execution, SGSN number, user status, etc.), These data may be shared by different front-ends.
There are certain types of data that, in principle, are not required to be stored in the UDR. However, it might be beneficial to converge these data to the UDR due to, e.g., sharing of the data within a cluster of application front-ends. It shall not be required that the UDR stores the following types of data:

· User-generated data: content defined by the user and that may be quite large in size (e.g. Photos, videos).

· User behavior data: data that concerns the usage of services by a user as services are consumed. Generally these are event data records that can be generated on various events in the usage of services by a user and that can be used not only for charging or billing purposes but e.g. for user profiling regarding user behavior and habits, and that can be valuable for marketing purposes.
· User traffic data: this kind of user data contains call-related or session-related dynamic data (e.g. MSRN, P-TMSI), which are typically stored in VLR, SGSN or S-CSCF. These dynamic data are only used by their owner transitorily and proprietarily, and hardly shared by other services in the short term. 

4.2.3
Provisioning Front-End

The provisioning front-end is a specialized front-end for the purpose of provisioning the UDC. The Provisioning front-end provides means to create, delete, modify and retrieve user data. However, the provisioning should not be allowed to manipulate on the common baseline information model. The interoperation between UDC and the provisioning is out of the scope of this specification.

The UDC should support following provisioning possibilities of user data:

-
Provisioning from an OSS system of the operator on an individual basis or on a bulk basis.
-
Provisioning from self care systems interfacing subscribers or users that should allow large amounts of users to initiate provisioning actions with good response time.
-
Provisioning via Applications servers that often offer user service configurations facilities (eg via Ut interface) and that will control the validity of user requests before storing the data in the UDC.
* * * End of Change * * * *

_1299325876.vsd
HSS
Front End


HLR/AuC
Front End


Ud1


Ud2


Ud3


Application 
Server
Front-End


UDR


Sh


Si


Cx


C


D


Gr


Ut


Sh


ISC


Provisioning 
Front-End


Ud4



