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1. Introduction
Does the CR bit/field improve GTPv2, or does it add complexity without sufficient added value?

We can start to discuss the function and needs for introducing the Comprehension Required bit in gtpv2 in the first place. Before the introduction of the CR bit, in post-release-8 releases of gtpv2, new IE types could be added, but for backwards compatibility reasons they can only be added as optional parameters. The rule ensures backwards compatibility, but restrict adding new non-backwards-compatible features after release-8. Adding the CR bit improves this situation. It provides a way for a node to find out if the peer is also same release or earlier release.  However, there are other means to find out the peer capability, as will be pointed out below. Regarding the general question if a CR bit/field is needed at all and which cases it shall cover is a complex discussion.

2. Reason for Change
There are problems with the current use of the CR bit. The discussion of CR bit usage has taken lot of email threads on the reflector, without bringing clarity. Specific examples of problems in error handling are listed below. The list below is not claiming to be complete, but just provide examples that need to be clarified.

· The current text for describing the Comprehension required functionality as well as error handling in regards to the CR bit in TS 29.274 is not clear. It is missing explanation on when this and future releases may/should/shall use different CR values. The section on error handling does not cover all combinations of CR bit and Mandatory/Optional IEs. 
· Can new mandatory really be added in later releases or is it only optional IEs that can be added even when the CR bit is used? If not, the original requirement is not fulfilled. It seems that adding mandatory IEs later will not be backwards compatible even with the use of the CR bit? This is same as in gtpv1, since old nodes will not include new mandatory IEs and with or without the CR bit error response will be generated if mandatory IEs are missing. Unless the error handling for missing mandatory IEs is changed in some way, which seems difficult.

· Why is the CR bit specified in the TS for all IEs in the Messages CR column? It should rather be up to the sender of a message to set the CR bit at will to 0 or 1 depending if it needs to know the status of the peer. If the peer is of a lower gtp release then it should be possible to clear the CR bit to 0, in order not to generate a error response and ensure backwards compatibility.

· In the current version of the TS, most IEs have the CR bit specified to 1, even optional IEs. But optional IEs may be used for functions that may not always be implemented, in which case the IE can be omitted by the sender or ignored by the receiver. However, if the CR bit is set to 1, the receiver is not allowed to silently ignore the IE, and must abort the procedure and send error response. This happens even if the IE was not really essential for basic functionality. The only way to circumvent this problem is to omit the IE by the sender in which case the receiver will be known to not generate error handling. The safe way may be for the sender to only include mandatory IEs and omit all optional IEs, which is an absurd consequence.

· According to TS 29.274 8.0.0, the CR bit is set to 0 for Private Extension, however, should it not be possible in some cases to probe the peer for understanding of the Private Extension IE?

· Shall the CR =1 mean that the entire IE is understood or only that the Type is known?  What about extendable IEs, shall only some part of the IE be understood after it is extended?

· Shall comprehension of an IE mean that processing of the IE is implemented? Or a GTP-box getting an unexpected IE of known type with CR=1 should not abort the procedure? If so, is it of any use for the sender really? What the sender would like to know about the peer is what functions it supports, i.e. if IE processing is implemented.

· If a request includes several (say N) IEs with the CR=1, of which the receiver is ignorant – shall the receiver still parse the entire message or can it stop at the first found un-comprehended IE and send a response? If so, the sender may omit that specific IE in the retransmitted request including N-1 IEs with CR=1. This sequence may be repeated N times before a successful outcome is made, which renders the protocol inefficient.

3. Alternative solutions
There exist alternative solutions to using a CR bit for the original problems. For instance:

· Adding a “Node Capabilities” message pair in a future release that allows a GTP node to query the node-capabilities (or release support) of a peer node. This is similar to Diameter-based interface, they have a specific AVP which indicates the version supported.

· Whenever adding a non-backwards compatible feature, using a new GTP message type instead of an old GTP message type with a new IE type

· Using optional IE types without any CR bit information, but specifying that a release-X node understanding this IE shall change its value before sending it back in the response in a way that allows the original node to see if it was processed or not.

One of the alternative solutions above can be worked on in release-9 or later.

4. Conclusion

The conclusion on this topic is that the CR bit adds some flexibility to GTPv2, although it does not cover all cases. However, it will add more complexity than benefits. The CR bit/field could be fully removed from the TS and everything would still work. The functionality provided by the CR bit can be provided by other alternative means and can be added in release 9 or later. Removal of the CR bit requires mainly editorial work and minor work on “7.7 error handling”.

When the CR bit is removed it should be specified how an intermediate node handles unknown IEs. It is proposed that the intermediate node simply pass unknown IEs on.
5. Proposal

It is proposed to agree the related CR in TDoc C4-000274.




































































































































































































































































































































































































































































































