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* * * First Change * * *  
7.1.2.5
Authorization Information Update Procedures

7.1.2.5.1
General

This procedure shall be used between the 3GPP AAA Server and the ePDG for the purpose of modifying the previously provided authorization parameters. This may happen due to a modification of the subscriber profile in the HSS. As multiple authorization sessions may exist for the user (refer to 7.1.2.1), the 3GPP AAA server shall examine the need to execute re-authorization for each of these sessions, and may execute the re-authorization procedures in parallel.  
This procedure shall be performed in two steps:

-
The 3GPP AAA Server shall issue an unsolicited re-authorization request towards the ePDG. Upon receipt of such a request, the ePDG shall respond to the request and indicate the disposition of the request. This procedure is based on the Diameter command codes Re-Auth-Request and Re-Auth-Answer specified in IETF RFC 3588 [7]. Information element contents for these messages shall be as shown in tables 7.1.2.5.1/1 and 7.1.2.5.1/2.

-
Upon receiving the re-authorization request, the ePDG shall immediately invoke the the untrusted non-3GPP access authorization procedure specified in 7.1.2.2 for the session indicated in the request, based on the reuse of NASREQ IETF RFC 4005 [4] AAR and AAA commands. Information element contents for these messages are shown in tables 7.1.2.5.1/3 and 7.1.2.5.1/4.
Table 7.1.2.5.1/1: SWm Re-authorization Request

	Information Element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15], formatted as defined in 3GPP TS 23.003 [14].

	Re-Auth Request Type
	Re-Auth-Request-Type
	M
	Defines whether the user is to be authenticated only, authorized only or both. AUTHORIZE_ONLY shall be set.

	Routing Information
	Destination-Host
	M
	This information element shall be obtained from the Origin-Host AVP, which was included in a previous command received from the trusted non-3GPP access.


Table 7.1.2.5.1/2: SWm Re-authorization Answer

	Information Element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element contains the identity of the user. The identity is represented in NAI form as specified in IETF RFC 4282 [15], formatted as defined in 3GPP TS 23.003 [14].

	Result
	Result-Code
	M
	Result of the operation.




Table 7.1.2.5.1/3: SWm Authorization Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	 User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15], formatted as defined in 3GPP TS 23.003 [14].

	Diameter Session ID
	Session-Id
	M
	This information element shall identify the session uniquely.

	Authentication Request Type
	Auth-Request- Type
	M
	This information element indicates whether authentication only or authentication and authorization are required.  It shall have the value AUTHORIZE_ONLY.

	APN
	Service-Selection
	C
	This information element shall contain the APN for which the UE is requesting authorization. This APN shall be if PMIP is used (i.e  the authorization session belongs to a PDN connection),

	Visited Network Identifier (See 9.2.3.1.3)
	Visited-Network-Identifier
	C
	This information element shall contain the identifier that allows the home network to identify the Visited Network.

This AVP shall be present if the ePDG is not in the UE's home network i.e. the UE is roaming.

	Mobility features
	MIP6-Feature-Vector
	O
	This AVP shall be included if it has been included in the request sent during the corresponding authentication and authorization procedure. It shall contain exactly the same flag values as then. (Refer to table 7.1.2.1/1)


Table 7.1.2.5/3: Authentication and Authorization Answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element shall contain the IMSI of the user.

	Diameter Session ID
	Session-Id
	M
	This information element shall identify the session uniquely.

	Result code
	Result-Code / Experimental-Result-Code
	M
	It shall contain the result of the operation. 

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol or as per in NASREQ.

	Mobility Capabilities
	MIP6-Feature-Vector
	O
	This AVP shall be present if it was received in the authentication and authorization request and the authentication and authorization succeeded/ It shall contain the authorized mobility features. 

All flags except the IP4_HOA_SUPPORTED shall be set as they were set in the final response in the corresponfing authentication and authorization procedue.
If PMIPv6 is used, the IP4_HOA_SUPPORTED flag shall be set if the PDN GW supports, and the user's (updated) subscription profile allows the use of IPv4 HoA for the APN.

	APN and PGW Data
	APN-Configuration
	C
	This information element shall only be sent if the Result-Code AVP is set to DIAMETER_SUCCESS.

APN-Configuration is a grouped AVP, defined in 3GPP TS 29.272 [29]. When PMIPv6 is used, the following information elements per APN may be included:

- APN

- User home IP Address (if static IPv4 and/or IPv6 is allocated to the UE's subscribed APN)

- PDN GW identity (if the PDN connection was active in case of HO, if there is static PDN GW allocated to the UE's subscribed APN or if PDN GW is selected by AAA server)

- PDN GW allocation type

- VPLMN Dynamic Address Allowed

When local IP address assignment is used, this AVP shall only be present if IKEv2 based Home Agent discovery is used and
- if the PDN connection was active in case of HO, or

- if there is static PDN GW allocated to the UE's subscribed APN, or 

- if PDN GW is selected by AAA server PDN GW information 

In these cases, the folowing information elements shall be included:

- APN

- PDN GW identity

NOTE: The ePDG knows if PMIPv6 is used or if a local IP address is assigned based on the flags in the MIP6-Feature-Vector or based on preconfigured information.

	Session time
	Session-Timeout
	C
	If the authorization succeeded, then this IE shall contain the time this authorization is valid for.

	Permanent User Identity
	Mobile-Node-Identifier
	C
	This information element shall be present if PMIP is used. It shall contain an AAA/HSS assigned identity (i.e. IMSI in EPC root NAI format as defined in 3GPP TS 23.003 [14]) to be used by the MAG in subsequent PBUs as the MN-ID identifying the user in the EPS network.

The ePDG receiving this IE may ignore it, if the ePDG has already acquired equivalent information from the UE.

	Serving GW Address
	SGW-Address
	O
	This AVP shall be used only in chained S2b-S8 cases and it shall be sent only if the Result-Code AVP is set to DIAMETER_SUCCESS.


7.1.2.5.x
3GPP AAA Server Detailed Behaviour

On receipt of an updated version of the subscription profile of the user from the HSS, the 3GPP AAA server shall make use of the re-authorization procedure defined in the Diameter base protocol, IETF RFC 3588 [7] to indicate that relevant service authorization information must be updated in the ePDG. 

The 3GPP AAA server shall examine the need to execute re-authorization for each of these sessions. In case the user's non-3GPP subscription has been deleted or the user's APN has been barred, the re-authorization shall be executed in all ongoing authorization sessions of the user. Otherwise, the re-authorization process shall be invoked in those authorization sessions, for which at least one of the following conditions is met:

-
The user's subscribed APN has been deleted from the HSS.

- 
The APN configuration data has been previously downloaded to the ePDG and the new version of APN configuration received from HSS reflects a modification in these data.

If the user does not have non-3GPP access subscription (any more), then 3GPP AAA Server shall respond to the non-3GPP GW with Experimental-Result-Code DIAMETER_ERROR_USER_NO_NON_3GPP_SUBSCRIPTION.
Otherwise, the 3GPP AAA Server shall perform the following authorization checking (if there is an error in any of the steps, the 3GPP AAA Server shall stop processing and return the corresponding error code):

1)
Check if the user is barred to use the non 3GPP Access. If it is so, then the Result-Code shall be set to DIAMETER_AUTHORIZATION_REJECTED

2)  Check whether the user is barred to use the subscribed APNs. If it is so, Result-Code shall be set to DIAMETER_AUTHORIZATION_REJECTED.

3)
Check if user (still) has a subscription for the requested APN. If not, Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION 
5)
If present, process the received MIP6-Feature-Vector AVP:

-
During re-authorization, the 3GPP AA Server shall not check the flag values received from the ePDG but it shall reuse the values stored earlier.  Except for the IP4_HOA_SUPPORTED_FLAG, it shall insert the same values into the authorization response as it has used in the final authentication and authorization reponse earlier.

-
IP4_HOA_SUPPORTED flag shall be present in the request if PMIPv6 is supported and the ePDG supports IPv4 HoA assignment. When this flag is received in the request, the 3GPP AAA Server shall check if the user is authorized to use IPv4 HoA. If it is so, then the IP4_HOA_SUPPORTED flag shall be included in the response to indicate that IPv4 HoA is authorized for the UE.
Upon successful authorization, the 3GPP AAA Server shall return user data relevant to the APN as received from the HSS. The Result-Code shall be set to DIAMETER_SUCCESS.
Exceptions to the cases specified here shall be treated by 3GPP AAA Server as error situations, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY and, therefore, no authorization information shall be returned.

7.1.2.5.y
3GPP AAA Proxy Detailed Behaviour

The 3GPP AAA Proxy shall be required to handle roaming cases in which the ePDG is in the VPLMN. The 3GPP AAA Proxy shall act as a stateful proxy with the following additions.

On receipt of the authorization request, the 3GPP AAA Proxy shall check locally configured information whether users from the HPLMN are allowed to activate a PDN connection from the non-3GPP access network via this (V)PLMN. If not, the Experimental-Result-Code shall be set to DIAMETER_ERROR_ROAMING_NOT_ALLOWED and the authentication response shall be sent to the ePDG.

On receipt of the authorization answer, the 3GPP AAA Proxy 
-
shall check locally configured information for the maximum allowed static QoS parameters valid for visitors from the given HPLMN and modify the QoS parameters received from the 3GPP AAA Server, to enforce the policy limitations.

-
shall record the state of the connection (i.e. Authorization Successful). 
7.1.2.5.z
ePDG Detailed Behaviour

The ePDG shall initiate authorization procdure autmatically when a re-authorization request is received from the 3GPP AAA Server for an existing authorization session. 

Upon receiving the authorization response, the ePDG shall

-
If PMIP is used,

-
If any other Result-Code then DIAMETER_SUCCESS was received, release the corresponding PDN connection (PMIP binding) and IKE_SA of the user.
-
If the IP4_HOA_SUPPORTED flag was reset in the authorization response, and there was an IPv4 address allocated to the user, the ePDG shall release the IPv4 address.

Editor's note: it is for further study, if the ePDG can inform the UE about this action. 

 -
If the IP4_HOA_SUPPORTED flag was set in the authorization response, and this was reset when creating the PDN connection, the ePDG shall initiate the allocation of an IPv4 address.

Editor's note: it is for further study, if the ePDG can inform the UE about this action. 

-
If DSMIP is used, 

-
If any other Result-Code then DIAMETER_SUCCESS was received, release the corresponding IKE_SA of the user.
* * * Next Change * * *  
7.2.2.4
Commands for Authorization Information Update

7.2.2.4.1
Re-Auth-Request (RAR) Command

The Re-Auth-Request (RAR) command shall be indicated by the Command-Code field set to 258 and the ‘R’ bit set in the Command Flags field, and shall be sent from a 3GPP AAA Server/Proxy to a ePDG. The ABNF is based on the one in IETF RFC 4005 [4] and is defined as follows.

< Re-Auth-Request > ::=

< Diameter Header: 258, REQ, PXY >

< Session-Id >

{ Origin-Host }

{ Origin-Realm }

{ Destination-Realm }

{ Destination-Host }

{ Auth-Application-Id }

{ Re-Auth-Request-Type }

[ User-Name ]

…

*[ AVP ]

7.2.2.4.2
Re-Auth-Answer (RAA) Command

The Re-Auth-Answer (RAA) command shall be indicated by the Command-Code field set to 258 and the ‘R’ bit cleared in the Command Flags field, and shall be sent from a ePDG to a 3GPP AAA Server/Proxy. The ABNF is based on the one in IETF RFC 4005 [4] and is defined as follows.

< Re-Auth-Answer > ::=


< Diameter Header: 258, PXY >

< Session-Id >

{ Result-Code }

{ Origin-Host }

{ Origin-Realm }

…

*[ AVP ]

7.2.2.4.x
Diameter-AA-Request (AAR) Command

The AA-Request (AAR) command, indicated by the Command-Code field set to 265 and the ‘R’ bit set in the Command Flags field, is sent from a ePDG to a 3GPP AAA Server/Proxy.

<AA-Request> ::= 



< Diameter Header: 265, REQ, PXY >

< Session-Id >

{ Auth-Application-Id }

{ Origin-Host }

{ Origin-Realm }

{ Destination-Realm }

{ Auth-Request-Type }

[ User-Name ]

[ Service-Selection ]

[ MIP6-Feature-Vector ]

…

*[ AVP ]

7.2.2.4.y
Diameter-AA-Answer (AAA) Command
The AA-Answer (AAA) command, indicated by the Command-Code field set to 265 and the ‘R’ bit cleared in the Command Flags field, is sent from 3GPP AAA Server/Proxy to a ePDG. 

<AA-Answer> ::= 



< Diameter Header: 265, REQ, PXY >

< Session-Id >

{ Auth-Application-Id }

{ Auth-Request-Type }

{ Result-Code }

{ Origin-Host }

{ Origin-Realm }

[ User-Name ]

[ APN-Configuration ]
[ MIP6-Feature-Vector ]

[ Mobile-Node-Identifier ]

[ Session-Timeout ]

…

*[ AVP ]
* * * End of Changes * * *  
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