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Even though the architecture figures in TS23.402 show separate "boxes" for the Trusted non-3GPP IP access and untrusted non-3GPP IP access, the TS also clarifies unambiguously that " Whether a Non-3GPP IP access network is Trusted or Untrusted is not a characteristic of the access network." (extract from clause 4.3.1.2)
In fact, 3GPP SA2, SA3, CT1 and CT4 have defined the mechanism, how the HPLMN network / the 3GPP AAA Server takes a decision on handling the 3GPP access as trusted or untrusted. (The most detailed description is to be found in TS33.402, which defined the relevant preconditions for a non-3GPP access to be treated as trusted, separately for the cases of using PMIPv6 and DSMIPv6 IP mobility protocols).

From the fact that the trusted/untrusted decision is made per user at initial attach or handover, it follows that when the authentication and authorization is made, there is no a priori information available, whether the non-3GPP access network shall be handled as trusted or untrusted. 

Unfortunately, this has caused some inconsistencies between different specifications. The major issue that we have identified is that TS29.273 discusses on the AAA procedures used on STa and SWa interfaces as distinct procedures.
In the following, we explain why these procedures are overlapping and lay down some cornerstones to clarify, how to interpret the procedures on STa and SWa interfaces.   

The below table shows the steps of executing the authentication and authorization process, in case the access network is a "potentially trusted" one, i.e. it fulfills the criteria defined in TS33.402 at least towards some PLMNs and would be treated by at least one HPLMN as trusted, but in our example it is decided to be untrusted. We also assume that the UE has no preconfigured information about the network being trusted or untrusted by its HPLMN.

The table shows the UE's, the non-3GPP access's and the AAA Server's view of the trustworthiness of the AN. The procedure can be followed based on Figure 6.2-1 in TS33.402
	
	
	AN trusted/untrusted
	

	Step
	Message
	UE
	n3g AN
	AAA server
	Comment

	1-3
	(several)
	no info
	no info
	no info
	Not relevant steps

	4-5
	DER
	no info
	no info
	(untrusted)
	AN inserts ANID, sets EAP-AKA' as auth method, sends DER request with Auth-Type=AUTORIZE_AUTHENTICATE as defined in TS29.273, table 5.1.2.1/1

AAA can already decide here for the AN being untrusted,

	6-12
	(several)
	no info
	no info
	(untrusted)
	Not relevant steps

	13-14
	DEA; EAP-Req / AKA-Chg.
	untrusted
	no info
	untrusted
	The AAA server informs the UE in AT_TRUST_IND over EAP-AKA

	15-22
	(several)
	untrusted
	no info
	untrusted
	Not relevant steps

	23-24
	DEA; EAP-Success
	untrusted
	Trusted
	untrusted
	The AAA server does not inform the AN directly, and downloads the authorization data to the AN.
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[33.402] Figure 6.2-1: Non-3GPP Access Authentication

The first conclusion is that the STa interface was used by an untrusted AN; at least the AAA Server and the UE have this as a posteriori information. The non-3GPP AN "believes" that it is trusted.

The procedure and the outcome raise many questions:
· Is it correct to download the authorization data to an untrusted network? According to the QoS concept of EPS, the AN has no role there and the QoS profile of a user is actually sensible info.
· Should the dynamic IPMS selection be executed during this procedure? Actually, it has no meaning as - having been informed that the AN is untrusted - the UE shall discover an ePDG and setup IKE_SA to it; during this process, the IPMS shall take place and may have a different result (e.g. ePDG's support of PMIP differs from the AN's support).
· Where does it lead that the AN is not informed about the decision of being handled as untrusted? In the horrific case that IPMS selection was executed and PMIP was selected, the AN shall immediately initiate PMIP binding to PDN GW.  This is going to be rejected as when the PDN GW makes authorization to the AAA Server, it will recognize that the UE is not registered to a trusted access The UE in between would try to contact the ePDG but the AN would like to deliver the IP packets for this via the PMIP tunnel that it is creating...
It may not be worth to discuss this incorrect behaviour further, we believe it is obvious that the "Trusted non-3GPP Access Authentication and Authorization procedure" as described in clause 5.1.2.1 of TS9.273 cannot be applied if the AN is decided to be untrusted. Instead, we will discuss, how the STa authentication and authorization procedure should be continued after the access network was decided to be untrusted.
We see two main options:

· The first option is to reject the authentication and authorization procedure with a specific result code that expresses that the access network is not entitled to use the STa authentication and authorization mechanism for this UE

· The other option is to continue with the authentication and authorization procedure and complete it successfully, while customizing the authorization procedure to the different needs of the untrusted access authorization. This means that the mobility capabilities related negotiations will not be executed and at successful completion of the authentication and authorization, the non-3GPP user data shall not be downloaded.

Evaluation of the options for handling an untrusted non-3GPP access over STa
	Solution option
	Rejecting the Autn+Autz
	Completing the Autn+Autz successfully but customized contents

	Advantages
	· Clear separation of the reference points: STa is used for trusted access only, SWa for untrusted access. This clearly follows SA2 requirements.
	· The procedure shall be completed faster, with same speed or faster (due to no IPMS) than in trusted AN case.
· The UE/end user will not get rejected authentication notifications.

	Disadvantages
	· Requires more Diameter messaging.

· The UE must be informed about the rejected authentication and may show this as an error towards the end user. (Note that to restart the authentication procedure on the Diameter side and switch to SWa requires more from the non-3GPP AN then what is specified for a pas-though authenticator)
· If the AN retries the usage of STa and gets rejected again, the UE may abandon the authentication, i.e. not send its identity many times, just to get rejected.
	· The use of SWa/STa differs from SA2 requirements as any non-3GPP AN that supports sending the ANID may try to use STa to all HPLMN directions to find out whether it gets used as trusted AN.



We propose the second option, i.e. successfully completing the authentication and authorization procedures. Note that the operator personnel (both of the AN and the HPLMN, or even in the VPLMN) might be notified about the STa "misuse" and the configuration of the untrusted non-3GPP access may be corrected against the misuse. (This may be enforced by the HPLMN operator as well.)

Proposed authentication and authorization procedures on STa and SWa
· We assume here that the non-3GPP AN serves only authenticated users and it will authenticate the UE with the help of the EPS.
· For the access authentication and authorization, the first decision shall be made by the non-3GPP AN: 
· If the AN is configured to behave as an untrusted network, it shall initiate an authentication and authorization with the Diameter application Id defined for the Wa interface. It may initiate using EAP-AKA or EAP-AKA' as authentication method (by sending its ANID in the latter case). 
· If the AN is configured to behave as "potentially trusted", it shall initiate an authentication and authorization procedure by sending the DER request with the Diameter application Id defined for STa, and the content as described in TS29.273, table 5.1.2.1-1. This decides that STa access authentication and authorization procedure shall be used - as detailed below.
· Note that the UE cannot influence which interface is chosen, i.e. even though the UE may have pre-configured information about the network being untrusted, the AN may still initiate authentication and authorization as "potentially trusted" AN. 

· The SWa authentication and authorization shall follow the procedure described in TS 24.234, clause 4.3.1, but the message contents shall be slightly different: some information elements (e.g. NAS IP address) will not be relevant for the SWa, while the ANID is a new information element that is required to be supported for the EAP-AKA' authentication. In order to reuse the existing Diameter application, all the mandatory information elements of the Wa interface shall be supported, but new optional AVPs may be added. The Diameter extendibility rules require that ANID is sent with the mandatory bit cleared. Despite of this appearance on the protocol level, the AAA Servers shall be able to process it. 

· The STa authentication and authorization procedure is proposed to have the following characteristics:

· The procedure is executed as described in TS33.402 clause 6.2 /6.3 (depending what identity the UE sends) and employs the message contents as defined by TS29.273, clause 5.1.2.1.1 until the step 12 on TS33.402, Figure 6.2-1. The AN Trusted/Untrusted decision is made here. 

· If the decision was "Trusted" the procedure is continue as described already in the above mentioned 3GPP standards. 

· If the decision is "Untrusted", the following modifications are needed:

· The AAA Server shall not execute dynamic IP mobility mode selection. It shall not send the AT_RESULT_IND attribute in the EAP-Request /AKA'-Challenge message (step 13); but naturally, it will send AT_TRUST_IND with the value UNTRUSTED. 
Note that sending the AT_RESULT_IND may be necessary for other purposes (e.g. vendor specific additions or additional features in later releases), we just specify that it is not needed for the IPMS.
Note that steps 19-22 will not be executed, as no IPMS is executed.
· In step 23, when sending the final authentication and authorization response, the AAA Server shall not send the authorization data, but it shall still complete the authentication and authorization successfully. The APN and PGW data and the UE AMBR shall not be sent to the non-3GPP AN. To allow that the AN distinguishes this from an error case, the AN shall explicitly be informed about the "untrusted" decision. We propose to use a new AVP, the AN_TRUSTED AVP for this. The MIP6-Feature-Vector shall not be returned to an untrusted AN either.

· The procedure results in an active authorization session that is required so that the AN operator may charge the user for the usage of its access services. This means, the session termination procedures, initiated by the AAA Server or the non-3GPP AN are both applicable. The STa authorization information update procedure will also be applicable, even though it has much less meaning that in case of the trusted access. (The APN configuration modification is not applicable.)  

· As the result of this procedure, the untrusted AN may (should) store the result and re-configure its policies, to use SWa towards the given HPLMN. 
The CR against 29.273 that implements the above proposal is in C4-090386. 
_1287139021.vsd
13a. AAA (EAP-REQ /  AKA’-Challenge)


13b. AAA (EAP-REQ /  AKA’-Challenge)


14. EAP-REQ / AKA’-Challenge 


24. EAP-Success


23b. AAA (EAP-Success)


16. EAP-RSP / AKA’-Challenge 


5. AAA (EAP-RSP/Identity)


17a. AAA (EAP-RSP /  AKA’-Challenge)


2. EAP-REQ / Identity


3. EAP-RSP / Identity



