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	Reason for change:
(

	Another case when signaling AN trust relationship of VPLMN can be (besides considering the LBO, see C4-090381) is connected to a specific type of trusted non-3GPP access networks. TS 33.402, clause 6.1 provides an exception on the requirement for a trusted access network to support the EAP-AKA' authentication. For that, the AN is required to meet a set of security requirements defined in clause 9.2.2.1 of that TS and it has to have other means than EAP-AKA' to authenticate the user.

When the UE attaches to an unknown non-3GPP access network, where no EAP-AKA or EAP-AKA' authentication is executed, there is no means defined to notify the UE that the non-3GPP access network it is attached to is trusted. According to clause 6.2.4 of TS24.302, a UE that has no preconfigured information and receives no dynamic indication either about an AN being trusted must handle it as untrusted.  This means, a UE attached to the above mentioned type of trusted AN and having no pre-configured information shall, after a successful authentication (using another method than defined by 3GPP), discover an ePDG (as defined in clause 7.2.1 of that TS), establish an IPsec tunnel to it (see clause 7.2.2 there). After being authenticated via the ePDG (see clause 7.2.2), the UE shall start using the EPS services, as if the access network would be untrusted. This means that the ePDG and the IPSec tunneling shall be present between the UE and the PDN GW, even though it would not be required for security reasons. 
In a corresponding CT1 contribution, C1-090695) we propose 
· to allow that the network informs the UE about the network being trusted also during the EAP-AKA authentication IKEv2 tunnel setup; 
· the UE receiveiving this trust indication shall abort the ePDG tunnel setup procedure and continue with the procedures that would be required if it had pre-configured information about the non-3GPP AN being trusted. 
The goal of this contribution is to implement the network-internal functionality for the above described mechanism. The following steps are seen necessary:
· There needs to be a means provided that allows that an ePDG recognizes if packets are received from the above non-3GPP access. 

· There may be several methods for that, but provisioning an IKE_SA and IPSec tunnel between the non-3GPP AN and the ePDGs of a PLMN is seen as a suitable and widely usable solution. (IKEv2 signalling from UE to setup the IKE_SA shall be recognized being received via the tunnel ->  ePDG shall that the UE that sending the packets is attached to the trusted non-3GPP access network, to which the SA belongs) 
· When the ePDG recognizes that IKEv2 messages are received via a trusted access for which specific means have been applied so that ePDG can recognize that it is a trusted non-3GPP AN, it shall add a notification to the authentication request on the SWm interface, to inform the AAA Server about the AN being trusted. We propose to use the AN-Trusted AVP, with the value "Trusted" for this purpose.  

· The AAA Server receiving this indication shall take it into consideration and may decide that the AN is to be handled as trusted.
· In a non-roaming case, it may be a generic behaviour to accept the ePDG indication; for roaming cases, it may be configured depending on the VPLMN

· If the AAA Server decides an AN to be trusted, it shall send an trust relationship indication to the UE, as described in TS 24.302, clause 6.2.3. 

	
	

	Summary of change:
(

	The SWm procedures are extended with following  

· The Authentication message is extended with the AN-Trusted AVP.
· The detailed behaviour of AAA Server is extended to take the AN-Trusted information into consideration and if accepting the non-3GPP network as trusted, notifiy the UE
· The detailed behviour of ePDG is extended to include AN-Trusted AVP if it recognizes that the IKEv2 messaging is received from a trusted AN.

	
	

	Consequences if 
(

not approved:
	UEs that have no preconfigured information about the access network that is considered by the network operator as trusted (even though it does not support EAP-AKA') shall use the access network as untrusted, unnecessarily involving an ePDG and using IPSec.
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	Other comments:
(

	This CR mutually depends on C1-090695 (CR0036) against TS 24.302, i.e. this CR should not be agreed if that CR is not agreed.

This CR also depends on C4-090381 (CR0031) against TS 29.273, regarding the introduction of the AN-Trusted AVP. If that CR is not accepted, this CR should be accepted only after including the definition of the AN-Trusted AVP here. 


* * * First Change * * *  
7.1.2
Procedures Description

7.1.2.1
Authentication Procedures

7.1.2.1.1
General
The authentication procedure shall be used between the ePDG and 3GPP AAA Server/Proxy. When a PDN connection is activated by the UE an IKEv2 exchange shall be initiated. It shall be invoked by the ePDG, on receipt from the UE of a "tunnel establishment request" message. This shall take the form of forwarding an IKEv2 exchange with the purpose of authenticating in order to set up an IKE Security Association (SA) between the UE and the ePDG. Once the IKE SA has been authenticated, more than one tunnel IPSec SA can be negotiated inside the IKE SA. Hence additional (IPSec) tunnels between the UE and ePDG do not need to trigger further Diameter EAP authentication messaging to the 3GPP AAA Server. 

The UE may attempt to set up additional accesses (IKE SA) via the IKE_SA procedure, for instance, when the UE makes the UICC available to several devices. In such cases, the authentication procedure shall be triggered over the SWm interface. Each new additional IKE SA shall be handled in a different Diameter session.

The SWm reference point shall perform authentication based on the reuse of the DER/DEA command set defined in Diameter EAP application.
Table 7.1.2.1/1: Authentication Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	 User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15], formatted as defined in 3GPP TS 23.003 [14].

	EAP payload
	EAP-Payload
	M
	This information element shall contain the encapsulated EAP payload used for UE - 3GPP AAA Server mutual authentication

	Request Type
	Auth-Request- Type
	M
	This information element indicates whether authentication only or authentication and authorization are required.  It shall have the value of AUTHENTICATION_ONLY.

	Visited Network Identifier (See 9.2.3.1.3)
	Visited-Network-Identifier
	C
	This information element shall contain the identifier that allows the home network to identify the Visited Network.

This AVP shall be present if the ePDG is not in the UE's home network i.e. the UE is roaming.

	Access Type
	RAT-Type
	M
	This information element shall contain the non-3GPP access network access technology type.

	Trustworthiness of the AN in VPLMN
	AN-Trusted
	O
	This AVP shall be included only if the ePDG has detected that the IKEv2 signalling that triggers the authentication request was received from a trusted non-3GPP access network. Only the value "TRUSTED" is allowed.


Editor’s Note: The Access Type IE is mandatory, but the corresponding RAT-Type AVP is optional in the ABNF definition of the command, in order to comply with the existing command syntax in IETF.

Table 7.1.2.1/2: Authentication Answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	EAP payload
	EAP-Payload
	M
	This information element shall contain the encapsulated EAP payload used for UE - 3GPP AAA Server mutual authentication

	Master-Session-Key
	EAP-Master-Session-Key
	C
	It shall contain keying material for protecting the communication between the user and the ePDG. It shall be present when Result Code is set to DIAMETER_SUCCESS.

	Result code
	Result-Code / Experimental-Result-Code
	M
	It shall contain the result of the operation. 

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol or as per in NASREQ.

	3GPP AAA Server Name
	Redirect-Host
	C
	This information element shall be sent if the Result-Code value is set to DIAMETER_REDIRECT_INDICATION. When the user has previously been authenticated by another 3GPP AAA Server, it shall contain the Diameter identity of the 3GPP AAA Server currently serving the user. The node receiving this IE shall behave as defined in the Diameter Base Protocol (IETF RFC 3588 [7]). The command shall contain zero or one occurrence of this information element.

	Serving GW Address
	SGW-Address
	O
	This AVP shall be used only in chained S2b-S8 cases and it shall be sent only if the Result-Code AVP is set to DIAMETER_SUCCESS.


7.1.2.1.2
3GPP AAA Server Detailed Behaviour

On receipt of the DER message, the 3GPP AAA Server shall check that the user exists in the 3GPP AAA Server. If not, the 3GPP AAA Server shall use the procedures defined for the SWx interface to authenticate the user. 

If the HSS returns DIAMETER_ERROR_USER_UNKWNOWN, the 3GPP AAA Server shall return the same error to the ePDG. 

If the HSS indicates that the user is currently being served by a different 3GPP AAA Server, the 3GPP AAA Server shall respond to the ePDG with the Result-Code set to DIAMETER_REDIRECT_INDICATION and Redirect-Host set to the Diameter identity of the 3GPP AAA Server currently serving the user (as indicated in the 3GPP-AAA-Server-Name AVP returned in the SWx authentication response from the HSS).
If a Visited- Network-Identifier is present in the request and if the user is not allowed to roam in the visited network, then the 3GPP AAA Server shall return Experimental-Result-Code set to DIAMETER_ERROR_ROAMING_NOT_ALLOWED.

Otherwise, DIAMETER_SUCCESS shall be returned to indicate successful authentication procedure and authentication information shall be returned.

The 3GPP AAA Server shall run EAP-AKA as specified in 3GPP TS 33.402 [19]. Exceptions to the cases specified here shall be treated by 3GPP AAA Server as error situations, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY and, therefore, no authentication information shall be returned.
If the 3GPP AAA Server receives an indication that the access network is recognized by the ePDG as trusted, it may decide to used the access network to be handled as trusted. If the 3GPP AAA Server takes decides that the non-3GPP access network is trusted, it shall inform the UE about this decision, as defined in 3GPP TS 24.302 [26].
NOTE:
When deciding about the trust relationship of the non-3GPP access network, the 3GPP AAA Server may take into account the Visited-Network-Identifier AVP and local policies defined per VPLMN.
* * * Next Change * * *  
7.1.2.1.4
ePDG Detailed Behaviour

The ePDG shall request a new authentication for each new IKE_SA. Each IKE_SA shall be handled in a different session.

When the ePDG detects that IKEv2 signalling was received from a trusted non-3GPP access network, it shall include the AN-Trusted AVP to the authentication request.

NOTE 1:
This detection is applicable for non-3GPP access networks that can be handled as trusted, even though they do not support EAP-AKA' access authentication (refer to 3GPP TS 33.402 [19]). A possible means to recognize the non-3GPP access network to be trusted is to use pre-provisioned IPSec tunnels between the access network and the ePDGs of a PLMN and ensure that IKEv2 signalling used for authenticating the UEs during the tunnel setup to ePDG (refer to TS24.302 [26] is tunnelled via those IPSec tunnels.
When receiving a SGW-Address AVP in an authentication response, the ePDG shall check, whether it has already a SGW address stored for the user. 

-
If it has no Serving GW address available, it shall store the received value and use it as LMA address when creating PMIP bindings. 

-
If it has already a stored Serving GW address value, it shall ignore the received SGW-Address AVP.

NOTE 2:
In case of untrusted access, there is an authentication session started for all PDN connection setup requests of a user. These sessions may invoke different 3GPP AAA Proxies, which in turn may assign different Serving GWs to the user. The ePDG behaviour ensures that in spite of this possibility, the same Serving GW is used for all PDN connections of the user.
* * * End of Changes * * *  
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