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1. Overall Description:

During SA3#53 SA3 discussed how to prevent access to E-UTRAN for GSM subscribers in idle mode mobility or handover from UTRAN or GERAN. The state of the discussion was explained in the LS S3-081589 sent to RAN2, RAN3, GERAN, CT1 and CT4. From the LS: 

“SA3 considers that the UE-based solution which RAN2 provided can help to preserve quality of service for a non-malicious UE. However, SA3 is also considering the case that a malicious UE could try to access E-UTRAN by not following the behaviour suggested by RAN2, thus gaining access to eUTRAN before AKA runs.”

This LS is to inform the addressed Working Groups that SA3 has now agreed on a core network-based solution for the problem of malicious UEs with SIMs, which is described in the attached CR S3-090081. The solution is based on the fact that the MME can tell from the information received from the SGSN in the MM context whether the subscriber has a SIM or a USIM. The rationale is given in the attached discussion paper S3-090080. As the MM context is defined in CT4 specs, SA3 would like to ask CT4 to double-check that SA3’s understanding of the MM context in S3-090080 is correct.
SA3 would like to point out that, while the core network-based solution alone would suffice to address SA3’s security concerns, it may still be desirable to complement this core network-based solution with the UE-based solution already designed by RAN2 (cf. LS in R2-090845) for the following reasons:

· to help to preserve quality of service for a non-malicious UE; 

· to prevent a possible loop where the RNC initiates handover to E-UTRAN time and again, based on measurement reports from the UE, and the MME rejects this every time. 

2. Actions:

To CT4
ACTION: SA3 kindly asks CT4 to  double-check that SA3’s understanding of the MM context is correct and the solution in the attached CR based on this understanding is effective. In case CT4 should discover any problems with the attached CR, CT4 is kindly asked to send an LS to SA as well as SA3 as SA3 will not meet before the next SA plenary.
To RAN3, RAN2, GERAN2, CT1, CT4
ACTION: 
SA3 kindly asks the addressed groups to take the above into consideration and provide comments on the way forward described above. 
3. Date of Next SA3 Meetings:

SA3-Ad Hoc
23 - 26 March, 2009
Sophia Antipolis, France
SA3#55
11 – 15 May, 2009
Shanghai, China

