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Introduction

This contribution discusses the mechanism that the GTP node distinguishes the error is occurred on which node if it initiates a request message and receives a response message including a cause IE value differs from "Request accepted".
Discussion
In EPS, the GTP signalling path of transmitting tunnel management messages included 3 GTP nodes:

· Request message is sent from MME/SGSN to the SGW and forwarded to the PGW, the corresponding response message is transmitted on the contrary direction, e.g. Attach procedure or UE requested PDN Connectivity; In these procedures, MME/SGSN is the sending node, SGW is the intermediate node, PGW is the endpoint node.
· Request message is sent from PGW to the SGW and forwarded to the MME/SGSN, the corresponding response message is transmitted on the contrary direction, e.g. Dedicated Bearer activation or PDN GW initiated Bearer modification procedure. In these procedures, PGW is the sending node, SGW is the intermediate node, MME/SGSN is the endpoint node.
If the endpoint node has to terminate the procedure related to a request message due to some errors, the corresponding response message including a proper cause value will be sent back to the sending node through the intermediate node. The sending node that initiates the request message and receives a response message including a Cause IE whose value differs from "Request accepted" can not distinguish the error is occurred on the intermediate GTP node or the remote GTP node. If the GTP node can distinguish that the error is happened on which node, it shall initiate different error handling in some scenes, two scenes are listed below as examples: 
1. No resources available
In UE requested PDN Connectivity procedure, MME selects a PGW, initiates the Default Bearer Create procedure and then receives the Create Session Response message with the Cause value "No resources available". If the Serving GW does not have enough resources, the MME shall stop the PDN Connectivity procedure and send back error message to the UE, else if the "No resources available" is occurred on the PGW, the MME can select another PGW and try the PDN Connectivity again, as shown in Figure1.
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Figure1 UE requested PDN Connectivity procedure

2. System Failure
In the following figure, an ECM-IDLE state UE initiates the Tracking Area Update procedure. The MME selects a new SGW, it sends a Create Session Request message to the new SGW, and then the new SGW informs the PGW about the change of for example the RAT type by sending the Modify Bearer Request message.
The MME receives a Create Session Response message containing a Cause value of "System failure". If the permanent error is happened on SGW, the MME can select another SGW and try the procedure again. It is more beneficial for the single PDN connection users.
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Figure 2 Tracking Area Update procedure
According to the above procedures, the error handling will be optimized if the initial GTP node can differentiate the error occurring nodes. After analysis, it is benefit for several procedures in some error cases, e.g. "No memory available", "Context not found". Two solutions can ensure the GTP node distinguishing which node sends back the error:
Solution 1    Extending the Cause IE
	.
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 2 (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4
	CR
	Spare
	Instance
	

	
	5
	
	
	
	
	
	
	
	Cause Indication 
	

	
	6
	Cause value
	

	
	7-(n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 3 Cause IE
Cause IE is coded as this is depicted in Figure 3, if the bit 1 in the fifth octet is set to 1, it indicates the corresponding cause value is sent back by the remote node; this bit is set to 0 to denote the corresponding cause value is sent back by the sending node or no explicit indication about the cause value is needed.
The embedded Cause IE is coded as this is depicted in Figure 4, if the Cause IE including an embedded offending IE, the following type IE shall be used. The meaning of Cause Indication in bit 1 of octet 5 is same as the above description.
	.
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 140 (decimal)
	

	
	2-3
	Length = n + 6
	

	
	4
	CR
	Spare
	Instance
	

	
	5
	
	
	
	
	
	
	
	Cause Indication
	

	
	6
	Cause value
	

	
	7
	Type = <type of the offending IE>
	

	
	8-9
	Length = n (decimal)
	

	
	10
	CR
	Spare
	Instance
	

	
	11-(n+10)
	Value of the offending IE
	


Figure 4: Cause including an embedded "offending IE"

Solution 2    New IE type
A new IE can be defined to indicate whether the remote node or the intermediate node sends back the error. This IE shall be included in the Cause IE as an embedding IE.
The error node IE is coded as this is depicted in the following figure:
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = x (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4
	CR
	Spare
	Instance
	

	
	5
	Error Node Type
	

	
	6-(n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 5: Error Node IE
The Error Node Type can take the following values representing the GTP node that error occurring:

0 MME

1 SGSN

2 SGW

3 PGW

Other values of "Error Node Type" are reserved for future use.
In solution 2, if the procedure error is occurred on the other node in the signalling path, e.g. eNodeB, RNC and etc, a corresponding Error Node Type value needs to be assigned to support this non-GTP node. It costs at least 5 bytes to achieve this function, the Cause IE will be very huge if other IEs are embedded in, for example error mandatory IEs.
Compare with solution 2, solution 1 is simpler, other bits in octet 4 can be reserved for future use. This paper proposes to take solution 1 to ensure the GTP node distinguishing error Nodes and introduces it into GTPv2 specification.
Conclusion

Based on the discussion above, it is proposed to select solution 1with the preference. If this is agreed by CT4, Huawei volunteers to provide the CR to achieve the changing in GTPv2 specification.
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