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Introduction

This Contribution discusses the definition of Comprehension Required field flag. Some particular use cases are illustrated to explain the proposed value.
Discussion
One Contribution (C4-083589) in CT4 #41 Shanghai meeting proposed the solution of CR field flag definition, 7 level CR flag values are listed in order to support most of the use cases that may take place in future. The detailed solution is shown in Figure 1.
	CR
	Behaviour when the Information Element is not comprehended 

	0
	The Information Element was introduced by the time point this specification getting change control, The behaviour when a GTP-C v2 entity receives the Information Element has been well defined in the specification from beginning therefore no explicit indication of Comprehension Required is needed for this kind of IEs. 

	1
	Comprehension of this Information Element is not required. When receiving an unknown or unexpected IE with CR flag set to “1”, an Intermediate Node shall forward the IE to any Receiver Endpoint. When receiving an unknown or unexpected IE with CR flag set to “1”, a Receiver Endpoint can safely ignore it.

	2
	Comprehension of this Information Element is required by the Endpoint Receiver but not by an Intermediate Node. When receiving an unknown or unexpected IE with CR flag set to “2”, An Intermediate Node shall forward the Information Element to the Endpoint Receiver, When receiving an unknown or unexpected IE with CR flag set to “2”, a Receiver Endpoint shall cause the rejection of the GTP message.

	3
	Comprehension of this Information Element is required by the Intermediate node but not by an Endpoint Receiver. When receiving an unknown or unexpected IE with CR flag set to “3”, An Intermediate Node shall cause the rejection of the GTP message. When receiving an unknown or unexpected IE with CR flag set to “3”, a Receiver Endpoint can safely ignore it.

	4
	Comprehension of this Information Element is required by recipient (either Endpoint Receiver or Intermediate Node), When receiving an unknown or unexpected IE with CR flag set to “4”, The recipient shall cause the rejection of the GTP message.

	5
	Comprehension of this Information Element is not required. When receiving an unknown or unexpected IE with CR flag set to “5”, an Intermediate Node shall discard the IE and not forward it to any Receiver Endpoint. When receiving an unknown or unexpected IE with CR flag set to “5”, a Receiver Endpoint can safely ignore it.

	6
	Comprehension of this Information Element is required by both Endpoint Receiver and Intermediate Node, or neither. When receiving an unknown or unexpected IE with CR flag set to “6”, An Intermediate Node shall discard the IE and not forward it to any Receiver Endpoint. When receiving an unknown or unexpected IE with CR flag set to “6”, a Receiver Endpoint shall cause the rejection of the GTP message.          


Figure 1: Definition of Comprehension Required Flag of the Information Element
We fail to reach agreement on this due to lack of meeting time, and in the last CT4 teleconference, some companies need to be convinced that each proposed value is necessary. In the following text, some particular use cases are listed to prove it:
1. Value 0: CR value of Rel-8 IE
Scene: All the IEs that introduced by the time point v 8.0.x (or v 8.1.x) specification shall set the CR value to 0, the GTP nodes shall comprehend these IEs. The behavior of the Intermediate Node when receives an IE with CR value 0 is well defined in the specification from beginning.
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Figure 2: Release 8 Attach Procedure
In the Attach procedure, MME sends Create Session Request message to the SGW, and this message is forwarded to the PGW on S5/S8 interface from the SGW. Some IEs like IMSI, RAT Type, PDN Type , PAA and so on  have been defined in the current specification. The CR values of  these IEs shall be set to 0, which means the IEs are included in the beginning of the specification and the GTP nodes shall comprehend them.

The CR value 0 definition will reduce workload for GTPv2, or the CR value 4 can be used for the original IEs. The same as the definition of CR values in the current specification, comprehension of all the IEs defined in the v8.0.0 specification shall be required. If  the rule of assigning CR values for the original IEs is consistent with the rule of future IEs, for instance, the CR value of PDN Type shall be set to 2, the SGW may not comprehend this IE because of some equipment implementation mistakes. Although the attach procedure will be continued according to the CR value 2 definition, the problem is different with the different release equipments issue, we do not need to provide extendibility for the invalid equipment implementation.
The IEs that included in the after time point v 8.0.x (or v 8.1.x) specification shall set a proper value differs from 0. 
For error handling, if the GTP node receives an unknown type/Instance IE with CR value 0, the procedure shall be aborted.
2. Value 1

Scene: Comprehension of this IE is not required by both Intermediate Node and Endpoint Node; the Intermediate Node shall forward this IE to the Endpoint Node. 

[image: image2.emf]MME SGW PGW

1. Create Session Request 

(IEs with CR value 0, an IE with value 1)

2. Create Session Request 

(All IEs with CR value 0, an IE with value 1 )

3. Create Session Response 

(All IEs with CR value 0)

4. Create Session Response 

(All IEs with CR value 0)

Comprehension is 

not required 

forwarding this IE 

to PGW

Comprehension 

is not required 


Figure 3: UE requested PDN Connectivity
As depicted in Figure3, in UE requested PDN connectivity procedure, after receive the message sending from eNodeB, the Rel-9 MME sends Create Session Request message to SGW including IEs with CR value 0 that defined in Rel-8 specification and an new IE added in Rel-9 specification. 
For instance, the partial node failure feature is introduced in Rel-9 GTPv2 specification, the MME-CSID, SGW-CSID, PGW-CSID IEs is included into the Create Session Request message as a optional IE. The IE condition/comment states: “optionally included by MME on S11, shall be forwarded by SGW on S5/S8, only one value may be present per PDN connection”.
The Rel-8 SGW can only parse the IEs with CR value 0, according to the definition of CR value 1 in CSID IE, the SGW can safely ignores this IE and forwards this IE to the PGW in the Create Session Request message. If the Rel-9 PGW receives this message, and the equipment has been upgraded to support the Partial Node Failure feature, PGW will send back Create Session Response message including PGW-CSID to SGW. The SGW forwards PGW-CSID to MME although this IE is not comprehended. 
Although the SGW does not comprehend this CSID IE, the partial node failure mechanism can be achieved between MME and PGW if the node failure notification mechanism is implemented by the messages introduced in Rel-8. 
3. Value 2

Scene: Comprehension of this IE is required by the Endpoint Node but not by the Intermediate Node, the Intermediate Node shall forward this IE to the Endpoint Node.
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Figure 4: HSS Initiated Subscribed QoS Modification
In HSS Initiated Subscribed QoS Modification procedure, MME sends Modify Bearer Command message to the SGW including a new added IE with CR value 2. Like Protocol Configuration Options (PCO), this new added IE is transparent for SGW. SGW does not need to parse the value of PCO, but just forwards it to PGW.

The legacy SGW ignores this unknown IE and forwards this IE to PGW in Modify Bearer Command message according to the definition of CR value 2. If the PGW does not comprehend this IE, the procedure shall be aborted, the PGW sends back Modify Bearer Failure Indication message including a proper cause value and the embedded unknown IE.

The current CR value definition can not indicate the different comprehension requirement to the Intermedaite Node and Endpoint Node.

4. Value 3

Scene: Comprehension of this IE is required by the Intermediate Node but not by the Endpoint Node. If the Intermediate Node comprehends this IE, the behavior (forwarding or not forwarding this IE to the Endpoint Node) shall follow the statement in the "Condition/Comment" column of the messages definition table, or in the formal text of the message description.
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Figure 5: RAU without SGW relocation Procedure 

In RAU without SGW relocation procedure, the Modify Bearer Request message is sent from SGSN to SGW. A new added IE which requires transmitting on S4 interface and the process on SGW is included in this message with CR flag value 3. The upgraded SGW comprehends this IE and does not forward this IE to PGW according to the statement in the "Condition/Comment" column of the messages definition table, or in the formal text of the message description. 

If the SGW is a legacy GTP node, the procedure will be terminated by sending the Modify Bearer Response message including a proper cause value and the IE needs to be comprehended back to the SGSN.

Take Bearer Contexts to be removed for example, assumption this IE is introduced in Rel-9 GTPv2 to support the scene that several bearers are not accepted by UTRAN. The SGW shall mark the Bearer Contexts that will be removed and does not send Downlink Data Notification message to the SGSN if the user plane packet is received on the marked bearer.
According to the current specification, the Intermediate Node and Endpoint Node shall comprehend the IE synchronously, or neither. The CR value cannot indicate the different comprehension required for the Intermediate Node and Endpoint Node.

5. Value 4

Scene: Comprehension of this IE is required by the both Intermediate Node and Endpoint Node. If the Intermediate Node comprehends this IE, the behavior (forwarding or not forwarding this IE to the Endpoint Node) shall follow the statement in the "Condition/Comment" column of the messages definition table, or in the formal text of the message description.
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Figure 6: Network requested Dedicated Bearer establish

The Network requested Dedicated Bearer establishment Procedure is shown in Figure 6, Rel-9 PGW sends Create Bearer Request message to SGW, and a new added IE is included in this message. The CR field flag value is set to 4, as the IE requires both comprehensions on SGW and MME. According to the statement in the "Condition/Comment" column of the messages definition table, the upgraded SGW forwards the Create Bearer Request message to the MME including this new IE. The Rel-8 MME only know the IEs with CR value 0, the procedure is aborted by sending back the Create Bearer Response message. The unknown IE may be included in the response message as an embedded IE of Cause.

Similar with the S5/S8-U F-TEID, Bearer QoS in Create Bearer Request message, MME and SGW shall comprehend this IEs.

If the new IE is only sent on S5/S8 interface, the SGW shall not forward this IE to the MME.

6. Value 5

Scene: Comprehension of this IE is not required; the Intermediate Node shall not forward this IE to the Endpoint Node.


[image: image6.emf]MME SGW PGW

2. Modify Bearer Request 

(All IEs with CR value 0)

1. Modify Bearer Request 

(All IEs with CR value 0, an IE with CR value 5 )

4. Modify Bearer Request 

(IEs with CR value 0)

3. Modify Bearer Response 

(IEs with CR value 0)

Comprehension 

is  not required 


Figure 7: Service Request Procedure

In the Service Request procedure, MME sends Modify Bearer Request message to the SGW. The upgraded MME includes a new added IE in the message; this IE is only transmitted on S11 interface and as an optional function, it is stated the comprehension is not required by the receiving node. The legacy SGW receives this message and finds an unknown IE in this message, according to the definition of CR value 5, the SGW ignores this IE and sends original Modify Bearer Request message to the PGW.
For Example, the Delay Downlink Packet Notification Request (Delay value) is added in Rel-9 specification. If the SGW is Rel-9 equipment, it shall comprehend this IE and delay sending Downlink data notification message to the MME. Otherwise, the SGW can ignore this IE.
In current specification, the defaulting handling for the Intermediate Node that does not know a new type IE and the comprehension for this IE is not required is forwarding this IE to the Endpoint Node or discarding it. If the new IE requires terminating on Intermediate Node, but it is forwarded to the Endpoint Node, it may initiate errors on Endpoint node.
7. Value 6

Scene: Comprehension of this IE is required by both Intermediate Node and Endpoint Node, or neither. The Intermediate Node shall forward this IE to the Endpoint Node if this IE is comprehensible, and the Endpoint Node shall comprehend this IE.
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Figure 8: UE Requested PDN Connection setup

This CR value covers the use case that the IEs require end-to-end support. In the above figure, SGSN sends Create Session Request message to the SGW, the new IE that needs end-to-end support is included in the message. If the SGW comprehends this IE and allocates resource for this IE related service, this IE is included in the Create Session Request message sending to the PGW. The legacy PGW does not comprehend this IE, the procedure is terminated according to the definition of CR value 6. PGW sends Create Session Response message back to the SGW and the SGW forwards Create Session Response message to the MME, a Cause IE embedding the unknown IE is included in the message.
If the new IE is not comprehended by the SGW, the Create Session Request message without this new IE is sent to the PGW.

This scenario means a new added IE required optional but end-to-end support to all nodes on the signaling path to provide an optional service enhancement, which means this IE is not required to be comprehended mandatorily by the intermediate node. But once the intermediate node comprehends the IE, makes process accordingly (e.g. allocates specific resources, or interacts with 3rd part entity to build connection), then forwards the IE to the endpoint, the endpoint is required to comprehend this IE mandatorily to provide end to end handling. On the other word, whether or not the comprehension is required to the endpoint depends on if the IE has been comprehended by the intermediate node.
Compare with the current CR definition, it is obvious that this solution is efficient for the following scene:

· Comprehension of this IE is not required by both Intermediate Node and Endpoint Node;

· Comprehension of this IE is required by the Endpoint Node but not by the Intermediate Node;

· Comprehension of this IE is required by the Intermediate Node but not by the Endpoint Node;

· Comprehension of this IE is not required, the Intermediate Node shall not forward this IE to the Endpoint Node;

· Comprehension of this IE is required by both Intermediate Node and Endpoint Node, or neither.

With an unknown IE, the intermediate node cannot  judge forwarding this IE to the endpoint node is required or not according to the current CR=0 definition. And the scenes that comprehension is required by one GTP node and not required by another GTP node are not well covered.
As some companies consider the solution is complex, a simpler definition is provided:

	CR
	Behaviour of the Node when the Information Element is not comprehended 

	0
	Comprehension of this Information Element is not required. When receiving an unknown or unexpected IE with CR flag set to “0”, the Intermediate Node shall forward the IE to any Receiver Endpoint. When receiving an unknown or unexpected IE with CR flag set to “1”, a Receiver Endpoint can safely ignore it.

	1
	Comprehension of this Information Element is required by the Endpoint Receiver but not by an Intermediate Node. When receiving an unknown or unexpected IE with CR flag set to “1”, An Intermediate Node shall forward the Information Element to the Endpoint Receiver, When receiving an unknown or unexpected IE with CR flag set to “1”, a Receiver Endpoint shall cause the rejection of the GTP message.

	2
	Comprehension of this Information Element is not required. When receiving an unknown or unexpected IE with CR flag set to “2”, the intermediate Node shall discard the IE and not forward it to any Receiver Endpoint.

	3
	Comprehension of this Information Element is required by the Intermediate node but not by an Endpoint Receiver. When receiving an unknown or unexpected IE with CR flag set to “3”, An Intermediate Node shall cause the rejection of the GTP message. When receiving an unknown or unexpected IE with CR flag set to “3”, a Receiver Endpoint can safely ignore it.

	4
	Comprehension of this Information Element is required. When receiving an unknown or unexpected IE with CR flag set to “3”, the Intermediate Node or End Node shall cause the rejection of the GTP message.


Figure 9: Definition of Comprehension Required Flag of the Information Element
Compare with the above solution, this simpler CR field flag can not support the end-to-end use case, as some companies can  not  judge whether this case will be happened or not, this definition is postponed. If the use case is come true in the future specification, the reserved values can be used. The value 0 for original IEs are removed, the CR values for this IEs shall be set to 4. 
In the above definition, if an unknown or unexpected IE is received, the intermediate node and Endpoint node process it according to the corresponding CR flag value definition. 
Definition of "Forwarding"
In EPC, the GTP signaling path of transmitting session management messages will include 3 nodes,
· for the message initiated from MME side, they are: MME as the sending node, SGW as the intermediate node and PGW as the endpoint node;

· for the message initiated from PGW side, they are: PGW as the sending node, SGW as the intermediate node and MME as the endpoint node.

The "Forwarding" in CR flag definition means an IE sent from the sending node is included in the message transmitted to the endpoint node by the intermediate node. The type of the message that sending node sends to the intermediate node may be same as the message transmitted between intermediate node and endpoint node, e.g. Create Session Request/Response message pair on S4/S11 and S5/S8 interface. They are different in some procedures, for example, Create Session Request/Response message pair on S4/S11 interface and Modify Bearer Request/Response pair on S5/S8 interface.
The messages that do not required forwarding are listed, as most of the procedures are forwarding required:
· Update User Plane Request/Response message pair in X2-based handover without SGW relocation;
· Modify Bearer Request/Response message pair in S1 release procedure;
· Create Indirect Data Forwarding Tunnel Request/Response message pair in Handover procedure;
· Delete Session Request/Response message pair in source system in TAU/RAU/Handover procedures;
· Update Bearer Complete message in MS or SGSN initiated modification procedure;
· Downlink Data Notification message in network triggered Service Request procedure;
· Mobility Management Messages: Forward Relocation Request/Response message pair, Forward Relocation Complete Notification/Acknowledge message pair, Context Request/Response/Acknowledge, Identification Request/Response message pair, Forward SRNS Context Notification/Acknowledge message pair, Detach Notification/Acknowledge message pair, Relocation Cancel Request/Response message pair.
Conclusion

Based on the discussion above, it is proposed to select one of the solutions from CT4 point of view. If this is agreed by CT4, Huawei volunteers to provide the CR to achieve the changing in GTPv2 specification.
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