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* * * First Change * * * 
7.2
Commands

7.2.1
Introduction

This section defines the Command code values and related ABNF for each command described in this specification.
7.2.2
Command-Code values

This section defines Command-Code values for the S6a/S6d interface application and S13/S13' interface application.

Every command is defined by means of the ABNF syntax IETF RFC 2234 [7], according to the rules in IETF RFC 3588 [4]. In the case, the definition and use of an AVP is not specified in this document, the guidelines in IETF RFC 3588 [4] shall apply.

The following Command Codes are defined in this specification:

Table 7.2.2/1: Command-Code values for S6a/S6d
	Command-Name
	Abbreviation
	Code
	Section

	Update-Location-Request
	ULR
	tbd
	7.2.3

	Update-Location-Answer
	ULA
	tbd
	7.2.4

	Authentication-Information-Request
	AIR
	tbd
	7.2.5

	Authentication-Information-Answer
	AIA
	tbd
	7.2.6

	Cancel-Location-Request
	CLR
	tbd
	7.2.7

	Cancel-Location-Answer
	CLA
	tbd
	7.2.8

	Insert-Subscriber-Data-Request
	IDR
	tbd
	7.2.9

	Insert-Subscriber-Data-Answer
	IDA
	tbd
	7.2.10

	Delete-Subscriber-Data-Request
	DSR
	tbd
	7.2.11

	Delete-Subscriber-Data-Answer
	DSA
	tbd
	7.2.12

	Purge-UE-Request
	PUR
	tbd
	7.2.13

	Purge-UE-Answer
	PUA
	tbd
	7.2.14

	Reset-Request
	RSR
	tbd
	7.2.15

	Reset-Answer
	RSA
	tbd
	7.2.16

	Notify-Request
	NOR
	tbd
	7.2.17

	Notify-Answer
	NOA
	tbd
	7.2.18


Editor’s note: the command codes for the S6a/S6d interface application are to be assigned by IANA. 
For these commands, the Application-ID field shall be set to 16777251 (application identifier of the S6a/S6d interface application, allocated by IANA).
Table 7.2.2/2: Command-Code values for S13/S13'
	Command-Name
	Abbreviation
	Code
	Section

	ME-Identity-Check-Request
	ECR
	tbd
	7.2.19

	ME-Identity-Check-Answer
	ECA
	tbd
	7.2.20


Editor’s note: the command codes for the S13/S13' interface application are to be assigned by IANA. 
For these commands, the Application-ID field shall be set to 16777252 (application identifier of the S13/S13' interface application, allocated by IANA).

7.2.3
Update-Location-Request (ULR) Command

The Update-Location-Request (ULR) command, indicated by the Command-Code field set to tbd and the 'R' bit set in the Command Flags field, is sent from MME or SGSN to HSS. 

Message Format

< Update-Location-Request> ::=
< Diameter Header: tbd, REQ, PXY, 16777251 >

< Session-Id >
{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]
{ Destination-Realm }
{ User-Name }

*[ Supported-Features ]

[ Terminal-Information ]

{ RAT-Type }
{ ULR-Flags }

{ Visited-PLMN-Id }

*[ AVP ]


*[ Proxy-Info ]

*[ Route-Record ]

7.2.4
Update-Location-Answer (ULA) Command

The Update-Location-Answer (ULA) command, indicated by the Command-Code field set to tbd and the 'R' bit cleared in the Command Flags field, is sent from HSS to MME or SGSN. 

Message Format

< Update-Location-Answer> ::=
< Diameter Header: tbd, PXY, 16777251 >


< Session-Id >


[ Result-Code ]

[ Experimental-Result ] 
{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }
*[ Supported-Features ]
[  ULA-Flags ]
[ Subscription-Data ]
*[ AVP ]

*[ Failed-AVP ]


*[ Proxy-Info ]

*[ Route-Record ]

7.2.5
Authentication-Information-Request (AIR) Command

The Authentication-Information-Request (AIR) command, indicated by the Command-Code field set to tbd and the 'R' bit set in the Command Flags field, is sent from MME or SGSN to HSS. 

Message Format

< Authentication-Information-Request> ::=
< Diameter Header: tbd, REQ, PXY, 16777251 >

< Session-Id >
{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]

{ Destination-Realm }

{ User-Name }

*[Supported-Features]

[ Requested-EUTRAN-Authentication-Info ]
[ Requested-UTRAN-GERAN-Authentication-Info ]
{ Visited-PLMN-Id }

{ Requesting-Node-Type }

*[ AVP ]

*[ Proxy-Info ]

*[ Route-Record ]
7.2.6
Authentication-Information-Answer (AIA) Command

The Authentication-Information-Answer (AIA) command, indicated by the Command-Code field set to tbd and the 'R' bit cleared in the Command Flags field, is sent from HSS to MME or SGSN. 

Message Format

< Authentication-Information-Answer> ::=
< Diameter Header: tbd, PXY, 16777251 >

< Session-Id >

[ Result-Code ]

[ Experimental-Result ] 
{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }

* [Supported-Features] 

[ Authentication-Info ]

*[ AVP ]
*[ Failed-AVP ]
*[ Proxy-Info ]

*[ Route-Record ]
7.2.7
Cancel-Location-Request (CLR) Command

The Cancel-Location-Request (CLR) command, indicated by the Command-Code field set to tbd and the 'R' bit set in the Command Flags field, is sent from HSS to MME or SGSN. 

Message Format

< Cancel-Location-Request> ::=
< Diameter Header: tbd, REQ, PXY, 16777251 >

< Session-Id >
{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }
{ Destination-Host }
{ Destination-Realm }

{ User-Name }

*[Supported-Features ]

{ Cancellation-Type }

*[ AVP ]

*[ Proxy-Info ]

*[ Route-Record ]
7.2.8
Cancel-Location-Answer (CLA) Command

The Cancel-Location-Answer (CLA) command, indicated by the Command-Code field set to tbd and the 'R' bit cleared in the Command Flags field, is sent from MME or SGSN to HSS. 

Message Format

< Cancel-Location-Answer> ::=
< Diameter Header: tbd, PXY, 16777251 >

< Session-Id >

*[ Supported-Features ]

[ Result-Code ]

[ Experimental-Result ] 
{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }

*[ AVP ]
*[ Failed-AVP ]
*[ Proxy-Info ]

*[ Route-Record ]
7.2.9
Insert-Subscriber-Data-Request (IDR) Command

The Insert-Subscriber-Data-Request (IDR) command, indicated by the Command-Code field set to tbd and the 'R' bit set in the Command Flags field, is sent from HSS to MME or SGSN. 

Message Format

< Insert-Subscriber-Data-Request> ::=

< Diameter Header: tbd, REQ, PXY, 16777251 >

< Session-Id >
{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }

{ Destination-Host }
{ Destination-Realm }

{ User Name }

*[ Supported-Features]

{ Subscription Data}

*[ AVP ]

*[ Proxy-Info ]

*[ Route-Record ]

7.2.10
Insert-Subscriber-Data-Answer (IDA) Command

The Insert-Subscriber-Data-Answer (IDA) command, indicated by the Command-Code field set to tbd and the 'R' bit cleared in the Command Flags field, is sent from MME or SGSN to HSS. 

Message Format

< Insert-Subscriber-Data-Answer> ::=

< Diameter Header: tbd, PXY, 16777251 >

< Session-Id >

*[ Supported-Features ]
[ Result-Code ]

[ Experimental-Result ] 
{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }

[ IDA-Flags ]
*[ AVP ]

*[ Failed-AVP ]

*[ Proxy-Info ]

*[ Route-Record ]

7.2.11
Delete-Subscriber-Data-Request (DSR) Command

The Delete-SubscriberData-Request (DSR) command, indicated by the Command-Code field set to tbd and the 'R' bit set in the Command Flags field, is sent from HSS to MME or SGSN. 

Message Format

< Delete-Subscriber-Data-Request > ::=
< Diameter Header: tbd, REQ, PXY, 16777251 >


< Session-Id >
{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

{ Destination-Host }

{ Destination-Realm }

{ User-Name }
*[ Supported-Features ]
{ DSR-Flags }

*[ Context-Identifier ]

*[ AVP ]


*[ Proxy-Info ]

*[ Route-Record ]

7.2.12
Delete-Subscriber-Data-Answer (DSA) Command

The Delete-SubscriberData-Answer (DSA) command, indicated by the Command-Code field set to tbd and the 'R' bit cleared in the Command Flags field, is sent from MME or SGSN to HSS. 

Message Format

< Delete-Subscriber-Data-Answer> ::=
< Diameter Header: tbd, PXY, 16777251 >


< Session-Id >

*[ Supported-Features ]
[ Result-Code ]

[ Experimental-Result ] 
{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }
[ DSA-Flags ]
*[ AVP ]
*[ Failed-AVP ]

*[ Proxy-Info ]

*[ Route-Record ]

7.2.13
Purge-UE-Request (PUR) Command

The Purge-UE-Request (PUR) command, indicated by the Command-Code field set to tbd and the 'R' bit set in the Command Flags field, is sent from MME or SGSN to HSS. 

Message Format

< Purge-UE-Request> ::=
< Diameter Header: tbd, REQ, PXY, 16777251 >

< Session-Id >
{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]

{ Destination-Realm }

{ User-Name }

*[ Supported-Features ]

*[ AVP ]

*[ Proxy-Info ]

*[ Route-Record ]

7.2.14
Purge-UE-Answer (PUA) Command

The Purge-UE-Answer (PUA) command, indicated by the Command-Code field set to tbd and the 'R' bit cleared in the Command Flags field, is sent from HSS to MME or SGSN. 

Message Format

< Purge-UE-Answer> ::=
< Diameter Header: tbd, PXY, 16777251 >

< Session-Id >

*[ Supported-Features ]

[ Result-Code ]

[ Experimental-Result ] 
{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }

[ PUA-Flags ]
*[ AVP ]
*[ Failed-AVP ]
*[ Proxy-Info ]

*[ Route-Record ]

7.2.15
Reset-Request (RSR) Command

The Reset-Request (RSR) command, indicated by the Command-Code field set to tbd and the 'R' bit set in the Command Flags field, is sent from HSS to MME or SGSN. 

Message Format

< Reset-Request> ::=

< Diameter Header: tbd, REQ, PXY, 16777251 >

< Session-Id >
{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

{ Destination-Host }
{ Destination-Realm }
[ Supported-Features ]

*[ User-Id ]

*[ AVP ]

*[ Proxy-Info ]

*[ Route-Record ]

7.2.16
Reset-Answer (RSA) Command

The Authentication-Information-Answer (RSA) command, indicated by the Command-Code field set to tbd and the 'R' bit cleared in the Command Flags field, is sent from MME or SGSN to HSS. 

Message Format

< Reset-Answer> ::=

< Diameter Header: tbd, PXY, 16777251 >

< Session-Id >

[ Supported-Features ]

[ Result-Code ]

[ Experimental-Result ] 
{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }

*[ AVP ]
*[ Failed-AVP ]
*[ Proxy-Info ]

*[ Route-Record ]

7.2.17
Notify-Request (NOR) Command

The Notify-Request (NOR) command, indicated by the Command-Code field set to tbd and the 'R' bit set in the Command Flags field, is sent from MME or SGSN to HSS. 

Message Format

< Notify-Request> ::=
< Diameter Header: tbd, REQ, PXY, 16777251 >

< Session-Id >
{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]

{ Destination-Realm }

{ User-Name }

* [ Supported-Features ]

[ Terminal-Information ]

[ PDN-GW-Identity ]

[Service-Selection]

[ NOR-Flags ]

*[ AVP ]

*[ Proxy-Info ]

*[ Route-Record ]
7.2.18
Notify-Answer (NOA) Command

The Notify-Answer (NOA) command, indicated by the Command-Code field set to tbd and the 'R' bit cleared in the Command Flags field, is sent from HSS to MME or SGSN. 

Message Format

< Notify-Answer> ::=
< Diameter Header: tbd, PXY, 16777251 >

< Session-Id >

[ Result-Code ]

[ Experimental-Result ] 
{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }
*[ Supported-Features ]
*[ AVP ]
*[ Failed-AVP ]
*[ Proxy-Info ]

*[ Route-Record ]
7.2.19
ME-Identity-Check-Request (ECR) Command

The ME-Identity-Check-Request (ECR) command, indicated by the Command-Code field set to tbd and the 'R' bit set in the Command Flags field, is sent from MME or SGSN to EIR. 

Message Format

< ME-Identity-Check-Request > ::=
< Diameter Header: tbd, REQ, PXY, 16777252 >


< Session-Id >
{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]

{ Destination-Realm }

{ Terminal-Information }

[ User-Name ]

*[ AVP ]


*[ Proxy-Info ]

*[ Route-Record ]
7.2.20
ME-Identity-Check-Answer (ECA) Command

The ME-Identity-Check-Answer (ECA) command, indicated by the Command-Code field set to tbd and the 'R' bit cleared in the Command Flags field, is sent from EIR to MME or SGSN.

Message Format

< ME-Identity-Check-Answer> ::=

< Diameter Header: tbd, PXY, 16777252 >


< Session-Id >


[ Result-Code ]

[ Experimental-Result ] 
{ Auth-Session-State }
{ Origin-Host }

{ Origin-Realm }

[ Equipment-Status ]
*[ AVP ]
*[ Failed-AVP ]

*[ Proxy-Info ]

*[ Route-Record ]
7.3
Information Elements

7.3.1
General
The following table specifies the Diameter AVPs defined for the S6a/S6d interface protocol and S13/S13' interface protocol, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-ID header of all AVPs defined in this specification shall be set to 3GPP (10415).

Table 7.3.1/1: S6a/S6d and S13/S13' specific Diameter AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	Subscription-Data
	1400
	7.3.2
	Grouped
	M, V
	
	
	
	

	Terminal-Information
	1401
	7.3.3
	Grouped
	M, V
	
	
	
	No

	IMEI
	1402
	7.3.4
	UTF8String
	M, V
	
	
	
	No

	Software-Version
	1403
	7.3.5
	UTF8String
	M, V
	
	
	
	No

	QoS-Subscribed
	1404
	7.3.77
	OctetString
	M, V
	
	
	
	No

	ULR-Flags
	1405
	7.3.7
	Unsigned32
	M, V
	
	
	
	No

	ULA-Flags
	1406
	7.3.8
	Unsigned32
	M, V
	
	
	
	No

	Visited PLMN Id
	1407
	7.3.9
	OctetString
	M, V
	
	
	
	No

	Requested-EUTRAN-Authentication-Info
	1408
	7.3.11
	Grouped
	M, V
	
	
	
	No

	Requested-UTRAN-GERAN-Authentication-Info
	1409
	7.3.12
	Grouped
	M, V
	
	
	
	No

	Number-Of-Requested-Vectors
	1410
	7.3.14
	Unsigned32
	M, V
	
	
	
	No

	Re-Synchronization-Info
	1411
	7.3.15
	OctetString
	M, V
	
	
	
	No

	Immediate-Response-Preferred
	1412
	7.3.16
	Unsigned32
	M, V
	
	
	
	No

	Authentication-Info
	1413
	7.3.17
	Grouped
	M, V
	
	
	
	No

	E-UTRAN-Vector
	1414
	7.3.18
	Grouped
	M, V
	
	
	
	No

	UTRAN-Vector
	1415
	7.3.19
	Grouped
	M, V
	
	
	
	No

	GERAN-Vector
	1416
	7.3.20
	Grouped
	M, V
	
	
	
	No

	Network-Access-Mode
	1417
	7.3.21
	Enumerated
	M, V
	
	
	
	No

	HPLMN-ODB
	1418
	7.3.22
	Enumerated
	M, V
	
	
	
	No

	Item-Number
	1419
	7.3.23
	Unsigned32
	M, V
	
	
	
	No

	Cancellation-Type
	1420
	7.3.24
	Enumerated
	M, V
	
	
	
	No

	DSR-Flags
	1421
	7.3.25
	Unsigned32
	M, V
	
	
	
	No

	DSA-Flags
	1422
	7.3.26
	Unsigned32
	M, V
	
	
	
	No

	Context-Identifier
	1423
	7.3.27
	Unsigned32
	M, V
	
	
	
	No

	Subscriber-Status
	1424
	7.3.29
	Enumerated
	M, V
	
	
	
	No

	Operator-Determined-Barring
	1425
	7.3.30
	Unsigned32
	M, V
	
	
	
	No

	Access-Restriction-Data
	1426
	7.3.31
	Unsigned32
	M, V
	
	
	
	No

	APN-OI-Replacement
	1427
	7.3.32
	UTF8String
	M, V
	
	
	
	No

	All-APN-Configurations-Included-Indicator
	1428
	7.3.33
	Enumerated
	M, V
	
	
	
	No

	APN-Configuration-Profile
	1429
	7.3.34
	Grouped
	M, V
	
	
	
	No

	APN-Configuration
	1430
	7.3.35
	Grouped
	M, V
	
	
	
	No

	EPS-Subscribed-QoS-Profile
	1431
	7.3.37
	Grouped
	M, V
	
	
	
	No

	VPLMN-Dynamic-Address-Allowed
	1432
	7.3.38
	Enumerated
	M, V
	
	
	
	No

	STN-SR
	1433
	7.3.39
	OctetString
	M, V
	
	
	
	No

	ARP
	1434
	7.3.40
	Unsigned32
	M, V
	
	
	
	No

	AMBR
	1435
	7.3.41
	Grouped
	M, V
	
	
	
	No

	CSG-Subscription-Data
	1436
	7.3.78
	Grouped
	M. V
	
	
	
	No

	CSG-Id
	1437
	7.3.79
	Unsigned32
	M, V
	
	
	
	No

	PDN-GW-Allocation-Type
	1438
	7.3.44
	Enumerated
	M, V
	
	
	
	No

	Expiration-Date
	1439
	7.3.80
	Time
	M, V
	
	
	
	No

	RAT-Frequency-Selection-Priority-ID
	1440
	7.3.46
	Unsigned32
	M, V
	
	
	
	No

	IDA-Flags
	1441
	7.3.47
	Unsigned32
	M, V
	
	
	
	No

	PUA-Flags
	1442
	7.3.48
	Unsigned32
	M, V
	
	
	
	No

	NOR-Flags
	1443
	7.3.49
	Unsigned32
	M, V
	
	
	
	No

	User-Id
	1444
	7.3.50
	OctetString
	V
	
	
	M
	No

	Equipment-Status
	1445
	7.3.51
	Enumerated
	M, V
	
	
	
	No

	Regional-Subscription-Zone-Code
	1446
	7.3.52
	OctetString
	M, V
	
	
	
	No

	RAND
	1447
	7.3.53
	OctetString
	M, V
	
	
	
	No

	XRES
	1448
	7.3.54
	OctetString
	M, V
	
	
	
	No

	AUTN
	1449
	7.3.55
	OctetString
	M, V
	
	
	
	No

	KASME
	1450
	7.3.56
	OctetString
	M, V
	
	
	
	No

	CK
	1451
	7.3.57
	OctetString
	M, V
	
	
	
	No

	IK
	1452
	7.3.58
	OctetString
	M, V
	
	
	
	No

	Kc
	1453
	7.3.59
	OctetString
	M, V
	
	
	
	No

	SRES
	1454
	7.3.60
	OctetString
	M, V
	
	
	
	No

	Requesting-Node-Type
	1455
	7.3.61
	Enumerated
	M, V
	
	
	
	No

	PDN-Type
	1456
	7.3.62
	Enumerated
	M, V
	
	
	
	No

	Roaming-Restricted-Due-To-Unsupported-Feature
	1457
	7.3.81
	Enumerated
	M, V
	
	
	
	No

	Trace-Data
	1458
	7.3.63
	Grouped
	M, V
	
	
	
	No

	Trace-Reference
	1459
	7.3.64
	OctetString
	M, V
	
	
	
	No

	Trace-Depth-List
	1460
	7.3.65
	Grouped
	M, V
	
	
	
	No

	Network-Element-Type
	1461
	7.3.66
	Enumerated
	M, V
	
	
	
	No

	Trace-Depth
	1462
	7.3.67
	Enumerated
	M, V
	
	
	
	No

	Trace-NE-Type-List
	1463
	7.3.68
	OctetString
	M, V
	
	
	
	No

	Trace-Interface-List
	1464
	7.3.69
	OctetString
	M, V
	
	
	
	No

	Trace-Event-List
	1465
	7.3.70
	OctetString
	M, V
	
	
	
	No

	OMC-Id
	1466
	7.3.71
	OctetString
	M, V
	
	
	
	No

	GPRS-Subscription-Data
	1467
	7.3.72
	Grouped
	M, V
	
	
	
	No

	Complete-Data-List-Included-Indicator
	1468
	7.3.73
	Enumerated
	M, V
	
	
	
	No

	PDP-Context
	1469
	7.3.74
	Grouped
	M, V
	
	
	
	No

	PDP-Type
	1470
	7.3.75
	OctetString
	M, V
	
	
	
	No

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	3GPP2-MEID
	1471
	7.3.6
	OctetString
	M, V
	
	
	
	No

	NOTE 1:
The AVP header bit denoted as ‘M’, indicates whether support of the AVP is required. The AVP header bit denoted as ‘V’, indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [4].


The following table specifies the Diameter AVPs re-used by the S6a/S6d interface protocol from existing Diameter Applications, including a reference to their respective specifications and when needed, a short description of their use within S6a and S6d. 
Any other AVPs from existing Diameter Applications, except for the AVPs from Diameter Base Protocol, do not need to be supported. The AVPs from Diameter Base Protocol are not included in table 7.3.1/2, but they may be re-used for the S6a/S6d protocol and the S13/S13' protocol.
Table 7.3.1/2: S6a/S6d and S13/S13' re-used Diameter AVPs

	Attribute Name
	Reference
	Comments

	Service-Selection
	IETF Darft draft-ietf-dime-mip6-split-12 [20]
	See section 7.3.36

	3GPP-Charging-Characteristics
	3GPP TS 32.299 [8]
	See 3GPP TS 29.061 [21], 3GPP TS 23.060 [12] Table 5 and 3GPP TS 32.298 [22] section 5.1.2.2.7

	Supported-Features
	3GPP TS 29.229 [9]
	

	Feature-List-ID
	3GPP TS 29.229 [9]
	

	Feature-List
	3GPP TS 29.229 [9]
	See section 7.3.10

	Served-Party-IP-Address
	3GPP TS 32.299 [8]
	holds the PDN IP Address of the user

	QoS-Class-Identifier
	3GPP TS 29.212 [10]
	

	Max-Requested-Bandwidth-DL
	3GPP TS 29.214 [11]
	

	Max-Requested-Bandwidth-UL
	3GPP TS 29.214 [11]
	

	RAT-Type
	3GPP TS 29.212 [10]
	See section 7.3.13

	MSISDN
	3GPP TS 29.329 [25]
	

	MIP6-Agent-Info
	IETF Draft draft-ietf-dime-mip6-integrated [26]
	

	MIP-Home-Agent-Address
	IETF RFC 4004 [27]
	

	MIP-Home-Agent-Host
	IETF RFC 4004 [27]
	

	PDP-Address
	3GPP TS 32.299 [8]
	


7.3.2
Subscription-Data

The Subscription-Data AVP is of type Grouped. It shall contain the information related to the user profile relevant for EPS and GERAN/UTRAN.

AVP format:

Subscription-Data  ::= <AVP header: 1400 10415>

[ Subscriber-Status ]

[ MSISDN ] 

[ STN-SR ] 

[ Network-Access-Mode ]

[ Operator-Determined-Barring ]

[ HPLMN-ODB ]

*[ Regional-Subscription-Zone-Code]

[ Access-Restriction-Data ]
[ APN-OI-Replacement ]

[ 3GPP-Charging-Characteristics ] 
[ AMBR ]

[ APN-Configuration-Profile ]

[ RAT-Frequency-Selection-Priority-ID ]
[ Trace-Data]
[ GPRS-Subscription Data ]

*[ CSG-Subscription-Data ] 
[ Roaming-Restricted-Due-To-Unsupported-Feature ]

*[ AVP ]

The AMBR included in this grouped AVP shall include the AMBR associated to the user’s subscription (UE-AMBR).

7.3.3
Terminal-Information

The Terminal-Information AVP is of type Grouped. This AVP shall contain the information about the user’s terminal.

AVP format

Terminal Information ::= <AVP header: 1401 10415>

[IMEI] 
[3GPP2-MEID]
[Software-Version]

*[AVP]
7.3.4
IMEI 
The IMEI AVP is of type UTF8String. This AVP shall contain the International Mobile Equipment Identity. See 3GPP TS 23.003 [3]
7.3.5
Software-Version 
The Software-Version AVP is of type UTF8String. This AVP contains the Software Version of the International Mobile Equipment Identity. See 3GPP TS 23.003 [3]
7.3.6
3GPP2-MEID
This AVP is of type OctetString. This AVP contains the Mobile Equipment Identifier of the user's terminal. For further details on the encoding of this AVP, refer to 3GPP2 A.S0022 [28].
7.3.7
ULR-Flags 

The ULR-Flags AVP is of type Unsigned32 and it shall contain a bit mask. The meaning of the bits shall be as defined in table 7.3.7/1:
Table 7.3.7/1: ULR-Flags

	Bit
	Name
	Description

	0
	Single-Registration-Indication
	This bit, when set, indicates that the HSS shall send Cancel Location to the SGSN. An SGSN shall not set this bit when sending ULR.

	1
	S6a/S6d-Indicator
	This bit, when set, indicates that the ULR message is sent on the S6a interface, i.e. the source node is an MME (or a combined MME/SGSN to which the UE is attached via E-UTRAN).

This bit, when cleared, indicates that the ULR message is sent on the S6d interface, i.e. the source node is an SGSN (or a combined MME/SGSN to which the UE is attached via UTRAN or GERAN).

	2
	Skip Subscriber Data
	This bit, when set, indicates that the HSS may skip subscription data in ULA.

	Bits not defined in this table shall be cleared by the sending MME or SGSN and discarded by the receiving HSS.


7.3.8
ULA-Flags

The ULA-Flags AVP is of type Unsigned32 and it shall contain a bit mask. The meaning of the bits shall be as defined in table 7.3.8/1:

Table 7.3.8/1: ULA-Flags

	Bit
	Name
	Description

	0
	Separation Indication
	This bit, when set, indicates that the HSS stores SGSN number and MME number in separate memory. A Rel-8 HSS shall set the bit. An IWF interworking with a pre Rel-8 HSS/HLR shall clear the bit.

	Bits not defined in this table shall be cleared by the sending HSS and discarded by the receiving MME or SGSN.


7.3.9
Visited-PLMN-Id
The Visited-PLMN-Id AVP is of type OctetString. This AVP shall contain the concatenation of MCC and MNC. See 3GPP TS 23.003 [3]. The content of this AVP shall be encoded as an octet string according to table 7.3.9-1. Bits 1111 shall be used as filler when MCC or MNC have less than 3 digits.

Table 7.3.9/1: Encoding format for Visited-PLMN-Id AVP
	8
	7
	6
	5
	4
	3
	2
	1
	

	MCC digit 2
	MCC digit 1
	octet 1

	MNC digit 3
	MCC digit 3
	octet 2

	MNC digit 2
	MNC digit 1
	octet 3


7.3.10
Feature-List AVP

The syntax of this AVP is defined in 3GPP TS 29.229 [9]. For the S6a/S6d application, the meaning of the bits shall be as defined in table 7.3.10/1. 
Table 7.3.10/1: Features of Feature-List-ID 1 used in S6a/S6d
	Feature bit
	Feature
	M/O
	Description

	0
	ODB-all
	O
	Operator Determined Barring of all Packet Oriented Services
This feature is applicable for the ULR and IDA commands.

If the MME or SGSN does not support this feature, the HSS shall not send this ODB barring category to the MME or SGSN within ULA. Instead the HSS may reject location update. 

If the MME or SGSN does not indicate support of this feature in IDA and the HSS has sent this ODB category within IDR, the HSS may apply barring of roaming and send CLR. 

	1
	ODB-HPLMN-APN
	O
	Operator Determined Barring of Packet Oriented Services from access points that are within the HPLMN whilst the subscriber is roaming in a VPLMN
This feature is applicable for the ULR and IDA commands.

If the MME or SGSN does not support this feature, the HSS shall not send this ODB barring category to the MME or SGSN within ULA. Instead the HSS may reject location update. 

If the MME or SGSN does not indicate support of this feature in IDA and the HSS has sent this ODB category within IDR, the HSS may apply barring of roaming and send CLR.

	2
	ODB-VPLMN-APN
	O
	Operator Determined Barring of Packet Oriented Services from access points that are within the roamed to VPLMN
This feature is applicable for the ULR and IDA commands.

If the MME or SGSN does not support this feature, the HSS shall not send this ODB barring category to the MME or SGSN within ULA. Instead the HSS may reject location update. 

If the MME or SGSN does not indicate support of this feature in IDA and the HSS has sent this ODB category within IDR, the HSS may apply barring of roaming and send CLR.

	3
	RegSub
	O
	Regional Subscription
This feature is applicable for the ULR, IDA and DSA commands.

If the MME or SGSN does not support this feature, the HSS shall not send Regional Subscription Zone Codes to the MME or SGSN within ULA. Instead the HSS may reject location update. 

If the MME or SGSN does not indicate support of this feature in IDA and the HSS has sent Regional Subscription Zone Codes within IDR, the HSS may apply barring of roaming and send CLR.

	4
	Trace
	O
	Trace Function

This feature is applicable for the ULR, IDA and DSA commands.

If the MME or SGSN does not indicate support of this feature in ULR, the HSS shall not send Trace Data to the MME or SGSN within ULA.
If the MME or SGSN does not indicate support of this feature in IDA, and the HSS has sent Trace Data within IDR, the HSS may store this indication, and not send any further Trace Data to that MME or SGSN.
If the MME or SGSN does not indicate support of this feature in DSA, and the HSS has sent Trace Data within DSR, the HSS may store this indication, and not send any further Trace Data to that MME or SGSN

	Feature bit: The order number of the bit within the Supported-Features AVP, e.g. ’1’.

Feature: A short name that can be used to refer to the bit and to the feature, e.g. "ODB-HPLMN-APN".

M/O: Defines if the implementation of the feature is mandatory (’M’) or optional (’O’). 

Description: A clear textual description of the feature.


7.3.11
Requested-EUTRAN-Authentication-Info
The Requested-EUTRAN-Authentication-Info is of type Grouped. It shall contain the information related to the authentication requests for E-UTRAN.

AVP format

Requested- EUTRAN-Authentication-Info ::= <AVP header: 1408 10415>

[ Number-Of-Requested-Vectors]

[ Immediate-Response-Preferred ]

[ Re-synchronization-Info ]
*[AVP]
7.3.12
Requested-UTRAN- GERAN-Authentication-Info
The Requested-UTRAN-GERAN-Authentication-Info is of type Grouped. It shall contain the information related to the to authentication requests for UTRAN or GERAN.

AVP format

Requested-UTRAN-GERAN-Authentication-Info ::= <AVP header: 1409 10415>

[ Number-Of-Requested-Vectors]

[ Immediate-Response-Preferred ]

[ Re-synchronization-Info ]
*[AVP]
7.3.13
RAT-Type

The RAT-Type AVP is of type Enumerated and is used to identify the radio access technology that is serving the UE. See 3GPP TS 29.212 [10] for the defined values.
7.3.14
Number-Of-Requested-Vectors

The Number-Of-Requested-Vectors AVP is of type Unsigned32. This AVP shall contain the number of AVs the MME or SGSN is prepared to receive.

7.3.15
Re-Synchronization-Info

The Re-Synchronization-Info AVP is of type OctetString. It shall contain the concatenation of RAND and AUTS.

7.3.16
Immediate-Response-Preferred

The Immediate-Response-Preferred AVP is of type Unsigned32. When EUTRAN-AVs and UTRAN-AVs or GERAN AVs are requested, this parameter shall indicate which type of AV is requested for immediate use in the MME/SGSN. It may be used by the HSS to determine the number of vectors to be obtained from the AuC and the number of vectors downloaded to the MME or SGSN.
7.3.17
Authentication-Info

The Authentication-Info AVP is of type Grouped. This AVP contains Authentication Vectors.

AVP format:
Authentication-Info ::= <AVP header: 1413 10415>

*[ E-UTRAN-Vector ] 

*[UTRAN-Vector]

*[GERAN-Vector]

*[AVP]

7.3.18
E-UTRAN-Vector

The E-UTRAN-Vector AVP is of type Grouped. This AVP shall contain an E-UTRAN Vector.

AVP format:
E-UTRAN-Vector ::= <AVP header: 1414 10415>

[ Item-Number ]

{ RAND }

{ XRES }

{ AUTN }

{ KASME }
*[AVP]

7.3.19
UTRAN-Vector

The UTRAN-Vector AVP is of type Grouped. This AVP shall contain an UTRAN Vector.

AVP format:
UTRAN-Vector ::= <AVP header: 1415 10415>

[ Item-Number ]

{ RAND }
{ XRES }

{ AUTN }

{ Confidentiality-Key }

{ Integrity-Key }
*[AVP]

7.3.20
GERAN-Vector

The GERAN-Vector AVP is of type Grouped. This AVP shall contain a GERAN Vector.

AVP format:

GERAN-Vector ::= <AVP header: 1416 10415>

[ Item-Number ]

{ RAND }

{ SRES }

{ Kc }

*[AVP]
7.3.21
Network-Access-Mode
The Network-Access-Mode AVP is of type Enumerated. The following values are defined:

PACKET_AND_CIRCUIT (0)

ONLY_CIRCUIT (1)

ONLY_PACKET (2)

7.3.22
HPLMN-ODB
The HPLMN-ODB AVP is of type Unsigned32 and it shall contain a bit mask indicating the HPLMN specific services of a subscriber that are barred by the operator. The meaning of the bits is HPLMN specific:

Table 7.3.22/1: HPLMN-ODB

	Bit
	Description

	0
	HPLMN specific barring type 1

	1
	HPLMN specific barring type 2

	2
	HPLMN specific barring type 3

	3
	HPLMN specific barring type 4


If this AVP is present within the Subscription-Data AVP, then the Subscriber-Status AVP shall also be present and set to OPERATORDETERMINEDBARRING.

Upon receiving this AVP, the MME or SGSN shall replace stored HPLMN-ODB data (if any) with the received information rather than add the received information to the stored information. Unsupported Barring categories need not be stored.
7.3.23
Item-Number

The Item-Number AVP is of type Unsigned32. If more than one EPS or UTRAN or GERAN Vector is included within one Authentication-Info AVP, the Item-Number AVP shall be present within each Vector. Vectors with lower Item Number should be used before Vectors with higher Item Number are used in the MME or SGSN. The Item Number is used to order Vectors received within one request. For Vectors received within different requests those received by the earlier request should be used before those received by the later request.

7.3.24
Cancellation-Type

The Cancellation-Type AVP is of type Enumerated and indicates the type of cancellation. The following values are defined:


MME_UPDATE_PROCEDURE (0)

This value is used when the Cancel Location is sent to the previous MME due to a received Update Location message from a new MME.

SGSN_UPDATE_PROCEDURE (1)

This value is used when the Cancel Location is sent to the previous SGSN due to a received Update Location message from a new SGSN.


SUBSCRIPTION_WITHDRAWAL (2)

This value is used when the Cancel Location is sent to the current MME or SGSN due to withdrawal of the user’s subscription by the HSS operator.


UPDATE_PROCEDURE_IWF (3)

This value is used by an IWF when interworking with a pre-Rel-8 HSS.

7.3.25
DSR-Flags

The DSR-Flags AVP is of type Unsigned32 and it shall contain a bit mask. The meaning of the bits is defined in table 7.3.25/1:

Table 7.3.25/1: DSR-Flags

	Bit
	Name
	Description

	0
	Regional Subscription Withdrawal
	This bit, when set, indicates that Regional Subscription shall be deleted from the subscriber data.

	1
	Complete APN Configuration Profile Withdrawal
	This bit, when set, indicates that all EPS APN configuration data for the subscriber shall be deleted from the subscriber data.

	2
	Subscribed Charging Characteristics Withdrawal
	This bit, when set, indicates that the Subscribed Charging Characteristics shall be replaced with a local default value or deleted in the MME or SGSN.

	3
	PDN subscription contexts Withdrawal
	This bit, when set, indicates that the PDN subscription contexts whose identifier is included in the Context-Identifier AVP shall be deleted. 

(Note 1)

	4
	STN-SR
	This bit, when set, indicates that the Session Transfer Number for SRVCC shall be deleted from the subscriber data.

	5
	Complete PDP context list Withdrawal
	This bit, when set, indicates that all PDP contexts for the subscriber shall be deleted from the subscriber data.

	6
	PDP contexts Withdrawal
	This bit, when set, indicates that the PDP contexts whose identifier is included in the Context-Identifier AVP shall be deleted. 

(Note 2)

	7
	Roaming Restricted in MME or SGSN due to unsupported feature
	This bit, when set, indicates that the roaming restriction shall be deleted from the subscriber data.

	8
	Trace Data Withdrawal
	This bit, when set, indicates that the Trace Data shall be deleted from the subscriber data.

	9
	CSG Deleted
	This bit, when set, indicates that the CSG-Subscription-Data shall be deleted from the MME or SGSN.

	10
	APN-OI-Replacement
	This bit, when set, indicates that the APN-OI-Replacement shall be deleted from the subscriber data.

	11
	Roaming Restricted due to unsupported feature
	This bit, when set, indicates that Roaming is no longer restricted.

	Note 1: If the Complete APN Configuration Profile Withdrawal bit is set, this bit should not be set.
Note 2: If the Complete PDP context list Withdrawal bit is set, this bit should not be set.
Note 3: Bits not defined in this table shall be cleared by the sending HSS and discarded by the receiving MME or SGSN.
Note 4: Bits 3 and 6 are excluding alternatives and shall not both be set.


7.3.26
DSA-Flags

The DSA-Flags AVP is of type Unsigned32 and it shall contain a bit mask. The meaning of the bits is defined in table 7.3.26/1:

Table 7.3.26/1: DSA-Flags

	Bit
	Name
	Description

	0
	Network Node area restricted
	This bit, when set, shall indicate that the complete Network Node area (SGSN area) is restricted due to regional subscription.

	Note: Bits not defined in this table shall be cleared by the sending SGSN and discarded by the receiving HSS.


7.3.27
Context-Identifier
The Context-Identifier AVP is of type Unsigned32.
7.3.28
Void
7.3.29
Subscriber-Status

The 3GPP Subscriber Status AVP is of type Enumerated. It shall indicate if the service is barred or granted. The following values are defined:

SERVICE_GRANTED (0)

OPERATOR_DETERMINED_BARRING (1) 
This AVP shall be present in the Subscription-Data AVP when sent within a ULA. 

It shall also be present in the Subscription-Data AVP, sent within IDR, if the current value in the MME or SGSN needs to be changed.

If the value "OPERATOR_DETERMINED_BARRING" is sent, the Operator-Determined-Barring AVP shall also be present in the Subscription-Data AVP.

To remove all Operator Determined Barring Categories the Subscriber-Status shall be set to "SERVICE_GRANTED".

7.3.30
Operator-Determined-Barring

The Operator-Determined-Barring AVP is of type Unsigned32 and it shall contain a bit mask indicating the services of a subscriber that are barred by the operator. The meaning of the bits is the following:

Table 7.3.30/1: Operator-Determined-Barring
	Bit
	Description

	0
	All Packet Oriented Services Barred

	1
	Roamer Access HPLMN-AP Barred

	2
	Roamer Access to VPLMN-AP Barred


If this AVP is present within the Subscription-Data AVP, then the Subscriber-Status AVP shall also be present and set to OPERATORDETERMINEDBARRING.

When receiving this AVP the MME or SGSN shall replace stored ODB subscription information (if any) with the received information rather than add the received information to the stored information. Unsupported Barring categories need not be stored.

7.3.31
Access-Restriction-Data

The Access-Restriction-Data AVP is of type Unsigned32 and it shall contain a bit mask where each bit when set to 1 indicates a restriction.. The meaning of the bits is the following:

Table 7.3.31/1: Access-Restriction-Data

	Bit
	Description

	0
	UTRAN Not Allowed

	1
	GERAN Not Allowed

	2
	GAN Not Allowed

	3
	I-HSPA-Evolution Not Allowed

	4
	E-UTRAN Not Allowed

	5
	HO-To-Non-3GPP-Access Not Allowed


This AVP shall be present within the Subscription-Data AVP sent within a ULA if at least one of the defined restrictions applies.

This AVP shall be present within the Subscription-Data AVP send within an IDR if the information stored in the MME or SGSN needs to be modified. 

When receiving this AVP within the Subscription-Data AVP the MME or SGSN shall replace stored information (if any) with received information rather than add received information to stored information
7.3.32
APN-OI-Replacement

The APN-OI-Replacement AVP is of type UTF8String. This AVP shall indicate the domain name to replace the APN OI when constructing the PDN GW FQDN upon which to perform a DNS resolution. See 3GPP TS 23.003 [3]. 
This AVP may be present in the Subscription-Data AVP sent within a ULA.

This AVP shall be present in the Subscription-Data AVP sent within an IDR, if the APN-OI-Replacement has been added or modified in the HSS.

When receiving this AVP, the MME or SGSN shall replace the stored information (if any) with the received information.

7.3.33
All-APN-Configurations-Included-Indicator
The All-APN-Configurations-Included-Indicator AVP is of type Enumerated.  The following values are defined:

All_APN_CONFIGURATIONS_INCLUDED (0)

MODIFIED/ADDED_APN_CONFIGURATIONS_INCLUDED (1)

7.3.34
APN-Configuration-Profile

The APN-Configuration AVP is of type Grouped. It shall contain the information related to the user's subscribed APN configurations for EPS. It shall also contain a Context-Identifier AVP that identifies the per subscriber’s default APN configuration.

The AVP format shall conform to:



APN-Configuration-Profile ::= <AVP header: 1429 10415>

{ Context-Identifier }

{ All-APN-Configurations-Included-Indicator }

1*{APN-Configuration}

*[AVP]

This AVP shall be present in the Subscription-Data AVP sent within a ULA.

This AVP shall be present in the Subscription-Data AVP sent within an IDR if at least one APN-Configuration is added or modified by the HSS.

The Subscription-Data AVP associated with an IMSI contains one APN-Configuration-Profile AVP.
Each APN-Configuration-Profile AVP contains one or more APN-Configuration AVPs. 

Each APN-Configuration AVP describes the configuration for a single APN.
Therefore, the cardinality of the relationship between IMSI and APN is one-to-many.
When receiving this AVP, the MME or SGSN shall check the ALL-APN-Configurations-Included-Indicator value. If it indicates "All_APN_CONFIGURATIONS_INCLUDED", the MME or SGSN shall delete all stored APN-Configurations and then store all received APN-Configurations. Otherwise, the MME or SGSN shall check the Context-Identifier value of each received APN-Configuration. If the Context-Identifier of a received APN-Configuration matches a Context-Identifier of a stored APN-Configuration, the MME or SGSN shall replace the stored APN-Configuration with the received APN-Configuration. If the Context-Identifier of a received APN-Configuration does not match a Context-Identifier of a stored APN-Configuration, the MME or SGSN shall add the received APN-Configuration to the stored APN-Configurations.

7.3.35
APN-Configuration

The APN-Configuration AVP is of type Grouped. It shall contain the information related to the user’s subscribed APN configurations. The Context-Identifier in the APN-Configuration AVP shall identify that APN configuration. Furthermore, the Context-Identifier in the APN-Configuration AVP shall uniquely identify the EPS APN configuration per subscription.

The AVP format shall conform to:



APN-Configuration::= <AVP header: 1430 10415>

{ Context-Identifier } 

* 2 [ Served-Party-IP-Address ]

{ PDN-Type }
{ Service-Selection}

[ EPS-Subscribed-QoS Profile ]

[ VPLMN-Dynamic-Address-Allowed ]

[MIP6-Agent-Info ]

[ PDN-GW-Allocation-Type ]

[ 3GPP-Charging-Characteristics ]

[ AMBR ]

*[ AVP ]

The AMBR included in this grouped AVP shall include the AMBR associated to this specific APN configuration (APN-AMBR).

The Served-Party-IP-Address AVP may be present 0, 1 or 2 times. The AVP shall contain the IPv4 address, IPv6 address and/or the IPv6 prefix of the user, if static IP address allocation is used. For the IPv6 prefix, the lower 64 bits of the address shall be set to zero.
7.3.36
Service-Selection
The Service-Selection AVP is of type of UTF8String. This AVP shall contain an APN, formatted according to 3GPP TS 23.003 [3]. See IETF RFC Draft draft-ietf-dime-mip6-split [20] for the definition of Service-Selection.

7.3.37
EPS-Subscribed-QoS-Profile

The EPS-Subscribed-QoS-Profile AVP is of type Grouped. It shall contain the information related to the user profile relevant for EPS.

AVP format

EPS-Subscribed-QoS-Profile::= <AVP header: 1431 10415>

{ QoS-Class-Identifier }

{ ARP }

*[AVP]

7.3.38
VPLMN-Dynamic-Address-Allowed

The VPLMN Dynamic Address Allowed AVP is of type Enumerated. It shall indicate whether for this APN, the UE is allowed to use the PDN GW in the domain of the HPLMN only, or additionally, the PDN GW in the domain of the VPLMN.. If this AVP is not present, this means that the UE is not allowed to use PDN GWs in the domain of the VPLMN. The following values are defined:

NOTALLOWED (0)

ALLOWED (1)

7.3.39
STN-SR
The STN-SR AVP is of type OctetString and shall contain the Session Transfer Number for SRVCC. See 3GPP TS 23.003 [3] for the structure of STN-SR.

7.3.40
ARP

The ARP AVP is of type Unsigned32. It shall indicate the Priority of Allocation and Retention for the corresponding APN configuration.

7.3.41
AMBR

The AMBR AVP is of type Grouped.

AVP format

 AMBR::= <AVP header: 1435 10415>

{ Max-Requested-Bandwidth-UL }

{ Max-Requested-Bandwidth-DL }

*[AVP] 

7.3.42
MIP-Home-Agent-Address

The MIP-Home-Agent-Address AVP is of type Address and is defined in IETF RFC 4004 [27]. This AVP shall contain either  IPv4 or IPv6 address of the PDN-GW and this IP address shall be used as the PDN-GW IP address.

7.3.43
MIP-Home-Agent-Host

The MIP-Home-Agent-Host is of type Grouped and is defined in IETF RFC 4004 [27]. This AVP shall contain a FQDN of the PDN-GW which shall be used to resolve the PDN-GW IP address using the Domain Name Service function.

7.3.44
PDN-GW-Allocation-Type

The PDN-GW-Allocation-Type AVP is of type Enumerated. It shall indicate whether the PDN GW address is statically allocated or dynamically selected by other nodes. If this AVP is not present, this means that the address is statically allocated. The following values are defined:

STATIC (0)

DYNAMIC (1)

7.3.45
MIP6-Agent-Info

The MIP6-Agent-InfoAVP is of type Grouped and is defined in IETF Draft draft-ietf-dime-mip6-integrated [26]. This AVP shall contain the identity of the PDN-GW.

AVP format
MIP6-Agent-Info ::=
 < AVP Header: 486 >

*2[ MIP-Home-Agent-Address ]

[ MIP-Home-Agent-Host ]

*[ AVP ]
7.3.46
RAT-Frequency-Selection-Priority-ID

The RAT-Frequency-Selection-Priority-ID AVP is of type Unsigned32 and shall contain the Subscriber Profile ID for RAT/Frequency Priority. For details, see 3GPP TS 23.401 [2] and 3GPP TS 36.413 [19].
7.3.47
IDA-Flags

The IDA-Flags AVP is of type Unsigned32 and it shall contain a bit mask. The meanings of the bits are defined in table 7.3.47/1:

Table 7.3.47/1: IDA-Flags

	Bit
	Name
	Description

	0
	Network Node area restricted
	This bit, when set, shall indicate that the complete Network Node area (SGSN area) is restricted due to regional subscription.

	Note: Bits not defined in this table shall be cleared by the sending SGSN and discarded by the receiving HSS.


7.3.48
PUA-Flags

The PUA-Flags AVP is of type Unsigned32 and it shall contain a bit mask. The meanings of the bits are defined in table 7.3.48/1:

Table 7.3.48/1: PUA-Flags
	bit
	name
	Description

	0
	Freeze M-TMSI
	This bit, when set, shall indicate to the MME that the M-TMSI needs to be frozen, i.e. shall not be immediately re-used.

	1
	Freeze P-TMSI
	This bit, when set, shall indicate to the SGSN that the P-TMSI needs to be frozen, i.e. shall not be immediately re-used.

	Note: Bits not defined in this table shall be cleared by the sending HSS and discarded by the receiving MME or SGSN.


7.3.49
NOR-Flags

The NOR-Flags AVP is of type Unsigned32 and it contains a bit mask. The meaning of the bits is defined in table 7.3.49/1:

Table 7.3.49/1: NOR-Flags
	bit
	name
	Description

	0
	Single-Registration-Indication
	This bit, when set, shall indicate that the HSS shall send a Cancel Location message to the current SGSN due to ISR. An SGSN shall not set this bit when sending NOR.

	1
	SGSN area restricted
	This bit, when set, shall indicate that the complete SGSN area is restricted due to regional subscription.

	Note: Bits not defined in this table shall be cleared by the sending MME or SGSN and discarded by the receiving HSS.


7.3.50
User-Id

The leading digits of a User Name (i.e. MCC, MNC, leading digits of MSIN, see 3GPP TS 23.003 [3]). Within a HSS, a User-Id identifies a set of subscribers, each with identical leading User Name digits.

7.3.51
Equipment-Status
The Equipment-Status AVP is of type Enumerated, and shall contain the status of the mobile equipment. The following values are defined:

WHITELISTED (0)

BLACKLISTED (1)
GREYLISTED (2)
7.3.52
Regional-Subscription-Zone-Code

The Regional-Subscription-Zone-Code AVP is of type OctetString. Up to 10 zone codes may be defined of the tracking or routing areas into which the subscriber is allowed or not allowed to roam. See 3GPP TS 23.003 [3].

When receiving these AVPs within the Subscription-Data AVP the MME or SGSN shall replace stored Zone Codes (if any) with the received information rather than add the received information to the stored information. MMEs and SGSNs that do not support regional subscription need not store zone codes.
7.3.53
RAND

The RAND AVP is of type OctetString. This AVP shall contain the RAND. See 3GPP TS 33.401 [5].

7.3.54
XRES

The XRES AVP is of type OctetString. This AVP shall contain the XRES. See 3GPP TS 33.401 [5].

7.3.55
AUTN

The AUTN AVP is of type OctetString. This AVP shall contain the AUTN. See 3GPP TS 33.401 [5].

7.3.56
KASME

The KASME AVP is of type OctetString. This AVP shall contain the K_ASME. See 3GPP TS 33.401 [5].

7.3.57
Confidentiality-Key AVP

The Confidentiality-Key is of type OctetString, and shall contain the Confidentiality Key (CK).

7.3.58
Integrity-Key AVP

The Integrity-Key is of type OctetString, and shall contain the Integrity Key (IK).
7.3.59
Kc AVP

The Kc-Key is of type OctetString, and shall contain the Ciphering Key (Kc).
7.3.60
SRES

The SRES AVP is of type OctetString. This AVP shall contain the SRES. See 3GPP TS 33.102 [18].
7.3.61
Requesting-Node-Type AVP

The Requesting-Node-Type AVP is of type Enumerated and it shall contain the type of the node requesting for authentication vectors. The following values are defined:
MME (0)

SGSN (1)
MME/SGSN (2)

7.3.62
PDN-Type

The PDN-Type AVP is of type Enumerated and indicates the address type of PDN. The following values are defined:
IPv4 (0)

IPv6 (1)

IPv4v6 (2)

7.3.63
Trace-Data AVP

The Trace-Data AVP is of type Grouped. This AVP shall contain the information related to trace function.
AVP format

Trace-Data ::= <AVP header: 1458 10415>

{Trace-Reference}
{Trace-Depth-List}

{Trace-NE-Type-List}

[Trace-Interface-List]

{Trace-Event-List}

[OMC-Id]

*[AVP]
7.3.64
Trace-Reference AVP

The Trace-Reference AVP is of type OctetString. This AVP shall contain the concatenation of MCC, MNC and Trace ID, where the Trace ID is a 2 byte Octet String. See 3GPP TS 32.422 [23]. The content of this AVP shall be encoded as octet strings according to table 7.3.64-1. Bits 1111 shall be used as filler when MCC or MNC have less than 3 digits.

Table 7.3.64/1: Encoding format for Trace-Reference AVP
	8
	7
	6
	5
	4
	3
	2
	1
	

	MCC digit 2
	MCC digit 1
	octet 1

	MNC digit 3
	MCC digit 3
	octet 2

	MNC digit 2
	MNC digit 1
	octet 3

	Trace ID
	octet 4

	
	octet 5 


7.3.65
Trace-Depth-List AVP

The Trace-Depth-List AVP is of type Grouped. It shall contain the list of depths of trace per network element.
AVP format

Trace-Depth-List ::= <AVP header: 1460 10415>

[Network-Element-Type]

[Trace-Depth]
*[AVP]
7.3.66
Network-Element-Type AVP

The Network-Element-Type AVP is of type Enumerated. It shall contain the type of the network element. The following values are defined:
MME (0)

SGSN (1)
Serving GW (2)
PDN GW (3)

eNodeB (4)
RNC (5)
7.3.67
Trace-Depth AVP

The Trace-Depth AVP is of type Enumerated. The possible values are those defined in 3GPP TS 32.422 [23] for Trace Depth.
7.3.68
Trace-NE-Type-List AVP

The Trace-NE-Type-List AVP is of type OctetString. Octets are coded according to 3GPP TS 32.422 [23].
7.3.69
Trace-Interface-List AVP

The Trace-Interface-List AVP is of type OctetString. Octets are coded according to 3GPP TS 32.422 [23].
7.3.70
Trace-Event-List AVP

The Trace-NE-Type-List AVP is of type OctetString. Octets are coded according to 3GPP TS 32.422 [23].
7.3.71
OMC-Id AVP

The OMC-Id AVP is of type OctetString. Octets are coded according to 3GPP TS 29.002 [24].
7.3.72
GPRS-Subscription-Data

The GPRS-Subscription-Data AVP is of type Grouped. It shall contain the information related to the user profile relevant for GPRS.

AVP format:

GPRS-Subscription-Data  ::= <AVP header: 1467 10415>

{ Complete-Data-List-Included-Indicator }

*{PDP-Context}

*[AVP]

7.3.73
Complete-Data-List-Included-Indicator
The Complete-Data-List-Included-Indicator AVP is of type Enumerated. The following values are defined:

All_PDP_CONTEXTS_INCLUDED (0)

MODIFIED/ADDED_PDP CONTEXTS_INCLUDED (1)

7.3.74
PDP-Context
The PDP-Context AVP is of type Grouped. 

AVP format



PDP-Context::= <AVP header: 1469 10415>

{ Context-Identifier } 

{ PDP-Type }
[ PDP-Address ]

{ QoS-Subscribed }

[ VPLMN-Dynamic-Address-Allowed ]

{ Service-Selection }

[3GPP-Charging-Characteristics]

*[AVP]

7.3.75
PDP-Type
The PDP-Type AVP is of type OctetString. Octets are coded according to 3GPP TS 29.002 [24].
7.3.76
Void

7.3.77
QoS-Subscribed
The QoS-Subscribed AVP is of type OctetString. Octets are coded according to 3GPP TS 29.002 [24] (octets of QoS-Subscribed, Ext-QoS-Subscribed, Ext2-QoS-Subscribed and Ext3-QoS-Subscribed values are concatenated).
7.3.78
CSG-Subscription-Data

The CSG-Subscription-Data AVP is of type Grouped. This AVP shall contain the CSG-Id and optionally an associated expiration date.

AVP format

CSG-Subscription-Data ::= <AVP header: 1436 10415>

{ CSG-Id }
[ Expiration-Date ]

*[AVP]

7.3.79
CSG-Id

The CSG-Id-Data AVP is of type Unsigned32. Values are coded according to 3GPP TS 23.003 [3]. Unused bits (least significant) shall be padded with zeros.

7.3.80
Expiration-Date

The Expiration-Date AVP is of type Time (see IETF RFC 3588 [4]) and contains the point in time when subscription to the CSG-Id expires.
7.3.81
Roaming-Restricted-Due-To-Unsupported-Feature
The Roaming-Restricted-Due-To-Unsupported-Feature AVP is of type Enumerated and indicates that roaming is restricted due to unsupported feature. The following value is defined:
Roaming-Restricted-Due-To-Unsupported-Feature (0)

* * * End of Change * * *
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