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1. Introduction
<Introduction part (optional)>

2. Reason for Change
Empty sections for procedures and commands for S6b MIPv4 FACoA procedures and commands need to be completed.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.273 v1.1.0.
* * * First Change * * * *

9.1.2.6
Authorization Procedures when using MIPv4 FACoA







9.1.2.6.1
General

The following authorization procedures take place upon a reception of a RRQ at the PDN GW from the FA.

The PDN GW shall update its address information to the 3GPP AAA Server and HSS. Static QoS profile information may also be downloaded at the same time.

The procedures are based on the reuse of NASREQ IETF RFC 4005 [4] AAR and AAA commands.

9.1.2.6.2
PDN GW Detailed Behaviour

Upon receipt of a RRQ message from the MAG, the PDN GW shall initiate an authorization procedure, by sending an Authorization Request message to the 3GPP AAA server or to the 3GPP AAA Proxy, with the Auth-Request-Type set to AUTHORIZE_ONLY, in order to update the PGW Address for the APN, as well as to download any UE specific APN profile information such as IP address allocation information, QoS Information, Session timeouts, Session Idle timeouts etc.

The PDN GW shall include in the request the APN where the user shall be connected to.

The PDN GW Identity shall only be included in the initial request to the 3GPP AAA server; subsequent authorization messages (due to a handover to a different MAG, for instance) shall not include it again. 

After successful reception of the Authorization Request message, the PDN GW shall check that the Result-Code is set to DIAMETER_SUCCESS and, if so, it shall proceed to connect the user to the specified APN, and will send the PBA message to the MAG.

9.1.2.6.3
3GPP AAA Server Detailed Behaviour

Upon receipt of the Authorization Request message from the PDN GW, the 3GPP AAA Server shall update the PDN GW information for the APN for the UE on the HSS. Optionally, it may retrieve user data for the subscriber for the APN and shall return it in the AAA response to the PDN GW.
The 3GPP AAA Server must check that the user exists. If not, the 3GPP AAA Server shall use the procedures defined for the SWx interface to retrieve the user profile, including the list of authorized APNs for that user.

If the HSS returns DIAMETER_SUCCESS, and the APN requested by the PDN GW is included in the list of authorized APNs, then the same status code shall be returned to the PDN GW to indicate successful authorization.

If the HSS returns DIAMETER_SUCCESS, but the APN requested by the PDN GW is not included in the list of authorized APNs, then the status code DIAMETER_AUTHORIZATION_REJECTED shall be returned to the PDN GW to indicate an unsuccessful authorization.

If the HSS returns DIAMETER_ERROR_USER_UNKNOWN, the 3GPP AAA Server shall return the same error to the PDN GW.
9.1.2.6.4
3GPP AAA Proxy Detailed Behaviour

The 3GPP AAA Proxy is required to handle roaming cases in which the PDN GW is located in the VPLMN. The 3GPP AAA Proxy shall act as a stateful proxy.

On receipt of the authorization answer, the 3GPP AAA Proxy

-
shall check locally configured information for the maximum allowed static QoS parameters valid for visitors from the given HPLMN and modify the QoS parameters received from the 3GPP AAA Server, to enforce the policy limitations.

-
shall record the state of the connection (i.e. Authorization Successful).

9.1.2.x
MIPv4 PDN GW Initiated Session Termination Procedures

9.1.2.X.1
General

The S6b reference point allows the PDN GW to inform the 3GPP AAA server that the UE disconnected a PDN connection associated to an APN, and therefore the mobility session established for this PDN connection is to be removed. 

The procedure shall be initiated by the PDN GW and removes PDN GW information from the 3GPP AAA server. These procedures are based on the reuse of Diameter Base IETF RFC 3588 [7] STR and STA commands.

Each PDN connection shall be identified by the Diameter Session-Id parameter.

9.1.2.x.2
PDN GW Detailed Behaviour

Upon receipt of the Session Termination Answer message from the 3GPP AAA Server or from the 3GPP AAA Proxy, the PDN GW shall check the Result Code AVP, and in case of a DIAMETER_SUCCESS code, it shall release the context associated to the active session identified by the Session-Id parameter used in the initial authorization exchange.

9.1.2.x.3
3GPP AAA Server Detailed Behaviour

Upon receipt of the Session Termination Request message from the PDN GW or from the 3GPP AAA Proxy, the 3GPP AAA Server shall check that there is an ongoing session associated to any of the parameters received in the message (Session-Id and User Name).

If an active session is found, the 3GPP AAA Server shall release the session context associated to the specified session, and a Session Termination Answer message shall be sent to the PDN GW or 3GPP AAA Proxy, indicating DIAMETER_SUCCESS.

If the Session-Id included in the request does not correspond with any active session, or if an active session is found but it does not belong to the user identified by the User Name parameter, then a Session Termination Answer message shall be sent to the PDN GW or 3GPP AAA Proxy, indicating DIAMETER_UNKNOWN_SESSION_ID.

9.1.2.x.4
3GPP AAA Proxy Detailed Behaviour

The 3GPP AAA Proxy is required to handle roaming cases in which the PDN GW is located in the VPLMN. The 3GPP AAA Proxy shall act as a stateful proxy.

On receipt of the Session Termination Request message from the PDN GW, the 3GPP AAA Proxy shall route the message to the 3GPP AAA Server.

On receipt of the Session Termination Answer message from the 3GPP AAA Server, the 3GPP AAA Proxy shall route the message to the PDN GW, and it shall release any local resources associated to the specified sessions only if the result code is set to DIAMETER_SUCCESS.

9.1.2.y
MIPv4 3GPP-AAA Initiated Session Termination Procedures

9.1.2.y.1
General

The S6b reference point allows the 3GPP AAA server to order a PDN GW to remove one or several PDN connections previously activated by the UE.

This procedure shall be initiated by the 3GPP AAA server. This indicates to the PDN GW to remove a set of existing PDN connections. This procedure is based on the reuse of NASREQ IETF RFC 4005 [4] ASR and ASA commands.    

9.1.2.y.2
PDN GW Detailed Behaviour

Upon receipt of the Abort Session Request message from the 3GPP AAA Server or from the 3GPP AAA Proxy, the PDN GW shall check that there is an ongoing session associated to any of the parameters received in the message (Session-Id and User Name).

If an active session is found, the PDN GW shall initiate a termination procedure for the associated PDN connection, and shall release any resource allocated to it.

If the termination procedure is successful for the identified session, an Abort Session Answer message shall be sent to the 3GPP AAA Server or 3GPP AAA Proxy, indicating DIAMETER_SUCCESS.

If the Session-Id included in the request does not correspond with any active session, or if an active session is found but it does not belong to the user identified by the User Name parameter, then an Abort Session Answer message shall be sent to the 3GPP AAA Server or 3GPP AAA Proxy, indicating DIAMETER_UNKNOWN_SESSION_ID.

If the termination procedure for the identified session cannot be completed successfully, an Abort Session Answer message shall be sent to the 3GPP AAA Server or 3GPP AAA Proxy, indicating DIAMETER_UNABLE_TO_COMPLY.

9.1.2.y.3
3GPP AAA Server Detailed Behaviour

Upon receipt of the Abort Session Answer message from the PDN GW or from the 3GPP AAA Proxy, the 3GPP AAA Server shall check the Result Code AVP, and in case of a DIAMETER_SUCCESS code, it shall release the context associated to the active session identified by the Session-Id parameter.

In case of the error code DIAMETER_UNABLE_TO_COMPLY is received in the Result Code AVP, the 3GPP AAA Server shall not release the context for the identified session.

9.1.2.y.4
3GPP AAA Proxy Detailed Behaviour

The 3GPP AAA Proxy is required to handle roaming cases in which the PDN GW is located in the VPLMN. The 3GPP AAA Proxy shall act as a stateful proxy.

On receipt of the Abort Session Request message from the 3GPP AAA Server, the 3GPP AAA Proxy shall route the message to the PDN GW.

On receipt of the Abort Session Answer message from the PDN GW, the 3GPP AAA Proxy shall route the message to the 3GPP AAA Server, and it shall release any local resources associated to the specified session only if the result code is set to DIAMETER_SUCCESS.

9.1.2.z
MIPv4 Service Authorization Information Update Procedures

9.1.2.z.1
General

The S6b reference point allows the 3GPP AAA server to modify the authorization information previously provided to the PDN GW, i.e. during Service Authorization using MIPV4 or a previous Service Authorization update. This procedure is triggered by the modification of the non-3GPP profile of the UE in the HSS.

The Service Authorization Information Update procedure is performed in two steps:

1.
The 3GPP AAA server issues an unsolicited re-authentication and/or re-authorization request towards the PDN GW. Upon receipt of this request, the PDN GW responds to the request and indicates the disposition of the request. This procedure is based on the reuse of Diameter Base IETF RFC 3588 [7] RAR and RAA commands.
2.
After receiving the re-authorization request, the PDN GW invokes for the indicated APN, the authorization procedure as described in the section 9.1.2.6 (Service Authorization).
9.1.2.z.2
Detailed Behaviour
The 3GPP AAA server shall make use of this procedure in two steps to indicate and update relevant service authorization information in the PDN GW.
The PDN GW upon reception an unsolicited re-authentication and/or re-authorization request shall perform the following check and if there is an error detected, the PDN GW shall stop processing and return the corresponding error code.
Check the Re-Auth-Request-Type AVP:

1.
If it indicates AUTHENTICATE_ONLY, Result-Code shall be set to DIAMETER_INVALID_AVP_VALUE.
2.
If it indicates AUTHORIZE_ONLY, the PDN GW shall just perform an authorization procedure as described in section 9.1.2.2.

3.
If it indicates AUTHORIZE_AUTHENTICATE, Result-Code shall be set to DIAMETER_INVALID_AVP_VALUE.
After successful authorization procedure (as described in chapter 9.1.2.6), the PDN GW shall overwrite, for the subscriber identity indicated in the request, with the information received from the 3GPP AAA server. A session termination shall be initiated if the subscriber is no longer authorized to use the activated APNs or the mobility service.
* * * Next Change * * * *

9.2.2.5
Commands for S6b MIPv4 FACoA Procedures


9.2.2.5.1
MIPv4 Commands for Authorization Procedures
9.2.2.5.1.1
AA-Request (AAR) Command
The ABNFs definition for the PMIP mobility protocol in clause 9.2.2.2.1 applies.

9.2.2.5.1.2
AA-Answer (AAA) Command
The ABNFs definition for the PMIP mobility protocol in clause 9.2.2.2.2 applies.

9.2.2.5.2
MIPV4 Commands for PDN GW Initiated Session Termination

9.2.2.5.2.1
Session-Termination-Request (STR) Command

The ABNFs definition for the PMIP mobility protocol in clause 9.2.2.3.1 applies.

9.2.2.5.2.2
Session-Termination-Answer (STA) Command
The ABNFs definition for the PMIP mobility protocol in clause 9.2.2.3.2 applies.
9.2.2.5.3
MIPv4 Commands for 3GPP-AAA Server Initiated Session Termination

9.2.2.5.3.1
Abort-Session-Request (ASR) Command
The ABNFs definition for the PMIP mobility protocol in clause  9.2.2.4.1 applies.
9.2.2.5.3.2
Abort-Session-Answer (ASA) Command
The ABNFs definition for the PMIP mobility protocol in clause  9.2.2.4.2 applies.
* * * Next Change * * * *



* * * End Changes * * * *

