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1. Introduction
<Introduction part (optional)>

2. Reason for Change
Identification Response as defined will not work if “Attach Request” is integrity protected. Retrieving just the keys will not convey the algorithm information so that the target MME can respond back to the UE. This is feasible scenarios as per 3GPP TS 23.401.
The following modifications to Identification Response message are proposed:
1) Delete Authentication Quadruplet & Authentication Quintuplet IEs
2) Add the MME/SGSN UE MM Context IE. This IE includes the Authentication Quadruplet, Authentication Quintuplet IEs and the type of IK .
Also it is proposed to add "User Authentication failure" as possible cause failure to Context Response and Identification Response. It is the most appropriate value for the old MME to send to the new MME in the Identification Response /Context Response when the integrity check of the "Complete Attach /TAU Request" message fails at the old MME.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.274 v1.3.2
* * * First Change * * * *

7.3.6
Context Response

A Context Response message shall be sent as a response to a previous Context Request message during TAU/RAU procedure. 

Possible Cause values are:

-
'Request Accepted'.

-
'IMSI not known'.

-
'System failure'.

-
'Mandatory IE incorrect'.

-
'Mandatory IE missing'.

-
'Optional IE incorrect'.

-
'Invalid message format'.

-
'P-TMSI Signature mismatch'

-
'User authentication failed’.
Editor's note: Other potential Cause values are FFS.
Table 7.3.6-1 specifies the presence requirements and conditions of the IEs in the message.
Table 7.3.6-1: Information Elements in a Context Response

	Information elements
	P
	Condition / Comment
	CR
	IE Type
	Ins.

	Cause
	M
	None
	1
	Cause
	0

	IMSI
	C
	None
	1
	IMSI
	0

	MME/SGSN UE MM Context
	C
	None
	1
	MM Context
	0

	MME/SGSN UE ESP bearer Contexts
	C
	None
	1
	PDN Connection List
	0

	S3/S16/S10 Address and TEID for Control Plane
	C
	This IE specifies the address and the tunnel for control plane message which is chosen by the old MME/SGSN.
	1
	F-TEID
	0

	ISRSI
	C
	This IE shall be included if the Cause IE value indicates "Request accepted" and the old system has the ISR capability.
	1
	Indication
	0

	EPS Bearer Contexts Prioritization
	O
	When the EPS Bearer Context Prioritization IE is included, it informs the new MME/SGSN that the EPS bearer Contexts are sent prioritized.
	1
	Contexts Prioritization
	0

	Private Extension
	O
	None
	1
	Private Extension
	VS


7.3.9
Identification Response

The old SGSN/MME shall send an Identification Response message to the new MME/SGSN as a response to a previous Identification Request message over S3/S10/S16 interface.

Table 7.3.9-1 specifies the presence requirements and conditions of the IEs in the message.
For Intra Domain Connection of RAN Nodes to Multiple CN Nodes, if an old SGSN within an SGSN pool receives an Identification Request message that contains the optional parameter Address for Control Plane, the old SGSN shall use this address as destination IP address of the Identification Response message.

Possible Cause values are:

· ‘Request accepted’.

· ‘IMSI not known’.

· ‘System failure’.

· ‘Mandatory IE incorrect’.

· ‘Mandatory IE missing’.

· ‘Optional IE incorrect’.

· ‘Invalid Message format’

· ‘P-TMSI Signature mismatch’.
· ‘User authentication failed’
Editor's note: Other potential Cause values are FFS.
.

One or several Authentication Quadruplet information elements, Authentication Quintuplet information elements may be included in the message if the Cause contains the value ‘Request accepted’.

Table 7.3.9-1: Information Elements in an Identification Response

	Information elements
	P
	Condition / Comment
	CR
	IE Type
	Ins.

	Cause
	M
	None
	  1
	Cause
	0

	IMSI
	C
	This IE is mandatory if the Cause contains the value ‘Request accepted’.
	1
	IMSI
	0

	
	
	
	
	
	

	
	
	
	
	
	

	MME/SGSN UE MM Context
	C
	This IE shall be included if attach request is integrity protected
	1
	MM Context
	0

	Private Extension
	O
	None
	1
	Private Extension
	VS


Editor’s note: It is FFS whether there is more Information Element for this message.

* * * End of Changes * * * *


