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1. Introduction
This CR clarifies how IP fragmentation should be handled for GTPv1-U at the inner and outer packet layer that carries the GTPv1-U message.   IPv4 and IPv6 IETF RFC references are included.
2. Reason for Change
Currently TS 29.281 does not have IP fragmentation details not even those in 29.060. It also requires updates since GGSN and SGSN are not the only core nodes. Furthermore IP fragmentation is handled quite differently in IPv4 and IPv6 so references to the relevant IETF RFC are included.. 

GTPv1-U is an IP tunnel which carries IP packets over IP.  IP fragmentation can occur on any IP link including a tunnel. Fragmentation can happen at the inner IP layer or the other IP layer or both layers. 

3. Conclusions

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.281 v1.0.1
* * * First Change * * * *
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* * * Next Change * * * *

4.2
GTP-U Tunnels
4.2.1
GTP-U Tunnel description
GTP-U Tunnels are used to carry encapsulated T-PDUs and signalling messages between a given pair of GTP-U Tunnel Endpoints. The Tunnel Endpoint ID (TEID) which is present in the GTP header shall indicate which tunnel a particular T-PDU belongs to. In this manner, packets are multiplexed and de-multiplexed by GTP-U between a given pair of Tunnel Endpoints. The TEID value to be used in the TEID field shall be negotiated using a control plane protocol like GTPv1-C, GTPv2-C, RANAP or S1-AP.
In what follows we refer to the outer GTPv1-U IP packet as the IP packet that carries a GTPv1-U packet. The inner IP packet in a GTPv1-U packet (T-PDU) is either

-
An IP packet sent to the UE/MS in the downlink direction over one or more tunnels from the external network identified by the APN. 

-
An IP packet sent from a UE/MS in the uplink direction over one or more tunnels to the external network identified by the APN.

NOTE 1:
Not all tunnels in 3GPP networks will necessarily be GTPv1-U,

NOTE 2:
The inner MTU size of the GTPv1-U tunnel is typically not the same as the outer MTU size of the IP path carrying the outer IP packets. 
The maximum size of a T-PDU that may be transmitted without fragmentation by GGSN/PGW or the MS/UE is defined in 3GPP TS 23.060 [4].
4.2.2
IP transport
According to IETF RFC 791 [10], any IPv4 router in the backbone may fragment the outer IPv4 GTPv1-U packet with a flag of DF=0.
Unnecessary fragmentation should be avoided when possible due to the following;
-
Fragmentation is bandwidth inefficient, since the complete IP header is duplicated in each fragment.

-
Fragmentation is CPU intensive since more fragments require more processing at both GTPv1-U endpoints and IP routers. It also requires additional memory at the receiver.
-
If one fragment is lost, the complete packet has to be discarded. The reason is there is no selective retransmission of IP fragments provided in IPv4 or IPv6.
To avoid unnecessary fragmenting the outer IP packets backbone links between GTP peers should, when possible, have outer MTU values that exceed the sum of the maximum value of the inner MTU size plus the size of the tunnel headers (outer IP header, outer UDP header, and GTP header, including any possible GTP extension headers) in order to avoid unnecessary IP fragmentation in the backbone.
To avoid unnecessary fragmenting the inner IP packets the UE/MS, or a server in an external network, may find out the inner MTU by path MTU discovery and hence fragment correctly at the source.
4.2.3
GTP-U Tunnel IP transport
Functionality for IP transport and IP fragmentation at a RAN node on the Iu interface or S12 is defined in 3GPP TS 25.414 [x2].
Functionality for IP transport and IP fragmentation at an eNodeB on the S1-U and X2 interface is defined in 3GPP TS 36.300 [x3].
Editor's Note: It assumed above that S12 will use the Iu specification on the RAN side otherwise a different 3GPP RAN reference should be used. 
The following text as well as sub-clauses 4.2.4 and 4.2.5 apply only to core network GTPv1-U endpoints.
The IPv4 (IETF RFC 791 [10]) protocol shall be supported at the outer GTPv1-U packet layer, IPv6 (IETF RFC 2460 [x1]) support is optional at the outer GTPv1-U packet layer.
GTPv1-U tunnel endpoints do not need to change the hopcount/TTL or to perform any IP routing functions in respect to inner IP packet other than the functions explicitly stated here. However, other co-located functions may do so. For example, the GGSN/PGW may change the hopcount/TTL as the IP datagram enters/leaves the Gi/SGi interface from/to the GTPv1-U tunnel interface and IP packets may be discarded or rejected at any point by a co-located function due to local policy and/or QoS (the policy enforcement point).
4.2.4
Ingress GTP tunnel (GTPv1-U sending endpoint)
An inner IP packet shall be encapsulated at the GTPv1-U sender with a GTP header, UDP and IP header. If the resulting outer IP packet is larger than the MTU of the first link towards the destination GTPv1-U endpoint, fragmentation of the IP packet shall be performed by the sender as per IETF RFC 791 [10] for an  outer  layer of IPv4 and IETF RFC 2460 [x1] for an outer layer of IPv6. The GTPv1-U sender should preferably fragment the IP packet to the smallest MTU of any link between GTPv1-U sender and GTPv1-U receiver.

Fragmentation policy of the inner datagram is implementation dependent but shall interwork with IETF RFC 791 [10] for inner IPv4 datagrams and IETF RFC 2460 [x1] for inner IPv6 packets.
4.2.5
Egress GTP tunnel (GTPv1-U receiving endpoint)
The GTPv1-U receiving endpoint packets shall reassemble any IP fragments in datagrams received from the GTPv1-U sending endpoint as per IETF RFC 791 [10] for outer IPv4 datagrams and as per IETF RFC 2460 [x1] for outer IPv6 datagrams. The IP reassembly buffer in the receiving endpoint shall be at least the inner MTU size plus the size of the tunnel headers (outer IP header, outer UDP header, and GTP header, including any GTP extension headers).
The completely reassembled IP packet shall then be passed to the IP/UDP/GTPv1-U layers to extract the inner IP packet which is then processed further according to the receiving node's functionality.
