
3GPP TSG CT WG4 Meeting #41
C4-083820
Shanghai, People's Republic of China, 9th – 14th November 2008
Source:
Starent Networks, Ericsson, Nokia Siemens Networks, Alcatel-Lucent
Title:
Pseudo-CR on Partial Failure Handling
Spec:
3GPP TS 29.274 v1.3.1
Agenda item:
6.1.2
Document for:
Discussion/Decision

1. Introduction
At CT#40bis meeting in Phoenix, it was agreed to introduce Partial Failure Handling as a part of Release-8 procedures. The proposals outlined in C4-082602, C4-082603 (from Ericsson), C4-082790 (from Starent) and C4-082962 (from NSN) were discussed. In this document, we propose a mechanism to provide Partial Failure Handling, introducing a PDN Connection Set Identifier (CSID) as an opaque parameter which represents a subset of PDN connections affected as a result of a partial node failure. The companion document C4-083297 describes the partial failure handling procedures. 
Among the existing proposals, the Session Set Identifier List (SSIL) combined with the Node-ID procedure (described in C4-082602, C4-082603) has the advantage of flexibility, but incurs higher memory and processing overhead.  The TEID-Range procedure (referred to in C4-082962) offers the possibility of re-using existing parameters but may not be feasible to implement on all architectures. The proposed mechanism in this document provides a reasonable compromise by introducing a single additional parameter (CSID) per PDN connection that can be used to represent a set of PDN connections (belonging to an arbitrary number of UEs) affected during a partial node failure.  
As an opaque parameter, the CSID is similar to the Session Set Identifier (SSI) described in C4-082602. However, a CSID is decoupled, for protocol purposes, from the individual resources that might undergo failure. In other words, a node assigns a CSID to a PDN connection and maintains an internal mapping of CSID to its resources. It is possible that each resource is represented by an internal identifier for implementation purposes, and a tuple of those identifiers is mapped to a PDN connection. For protocol purposes however, the identifier tuple, and hence a PDN connection, is represented by a CSID.  Hence, unlike in Fully-Qualified SSID (F-SSID) where a number of SSIs may be present, a single a single CSID is used for a PDN connection. This is illustrated in Figure 1. Furthermore, the peer’s IP address is used for identifying the node, rather than requiring a separate Node-ID. In this way, a CSID provides the desirable feature of a bounded parameter size of TEID-range proposal, while decoupling the CSID from TEID allocation mechanism (which leads to implementation feasibility constraints when TEIDs are not allocated linearly, as argued in C4-082790).  
At the time of creating a PDN connection at a node, a  pair of CSIDs provided by the two peers is used to associate with the PDN connection, which limits the amount of memory required. As mentioned above, the CSID itself may be derived from a set of internal identifiers for resources considered to be the potential candidates for failure. However, the functional mapping of internal resource identifiers to CSID is specific to each implementation, and is not specified in this document. When a partial failure occurs, a new Delete PDN Connections Set message is used to remove all the affected PDN connections. The Delete PDN Connections Set message can contain more than one CSID  The size of CSID determines the number of such identifiers a node may use. The number of identifiers depends on software implementation; e.g., a particular implementation may choose to run multiple software processes for high availability. In order to support flexibility while limiting the amount of memory needed for the CSID, the proposed length of a CSID is 2 octets. The CSID could be coded as an independent IE. Whether it should instead be part of an existing IE is for discussion. 
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Figure 1: PDN Connections, Resource Map and Connection Set Identifier (CSID)

Key Design Considerations:
First, partial failure handling is a PDN connection-level feature. Even though a PDN connection is ultimately established by the PGW, each node should have the ability to map a PDN connection to its resources independently of other nodes. This requires that each node assign the CSID independently (even though it would have been desirable to manage the CSID at a single node such as PGW). Hence, the scope of CSID is local to a node.      
Second, any one of the nodes may experience partial failure. Hence, any node may signal the CSID to its peer. If the MME signals it to the SGW, the SGW needs to forward it to the PGW. Each node needs to delete the mapped PDN connections. The SGW swaps an incoming CSID with the corresponding CSID meant for the outbound node. 
Finally, the CSID is required in PDN connection and dedicated bearer establishment and deletion messages. It is not clear whether it is required in existing bearer modification procedures. The “Command” messages have a reply only when there is a “Failure Indication”. It is also not clear if the Downlink Data Notification messages need to have the CSID parameter. Accordingly, the CSID specified in the following messages. It could be added to other messages if necessary. 
2. Reason for Change
It has been agreed to include partial failure handling solution in GTPv2-C for Release 8. 
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.274 v1.3.1.
* * * First Change * * * *

8.x PDN Connection Set Identifier (CSID)
A PDN Connection Set Identifier (CSID) identifies a set of PDN connections belonging to an arbitrary number of UEs.   The CSID is used on S5, S8 and S11 interfaces. 
Editor’s Note: The CSID may contain an identifier for the nodes. Such a node identifier (Node-ID) is necessary when MME CSID is provided to a PGW since a PGW has no reliable means of determining the identity of the MME that signals the partial failure messages. During other times, such a node identifier may be included. The exact usage and format of such a node identifier is FFS. 
The size of CSID is two octets. It is coded as follows: 
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = TBD (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4
	CR
	Spare
	Instance
	

	
	5-m
	Node-ID 
	

	
	(m+1)-(n+4)
	PDN Connection Set Identifier (CSID)
	


Figure 8.x: CSID
* * * Next Change * * * *

Table 8.1-1: Information Element types for GTPv2

	IE Type value (Decimal)
	Information elements
	Comment / Reference

	0
	Reserved
	

	1
	International Mobile Subscriber Identity (IMSI)
	Extendable / 8.3

	2
	Cause
	Extendable / 8.4

	3
	Recovery (Restart Counter)
	Extendable / 8.5

	4-50
	Reserved for S101 interface
	Extendable / See 3GPP TS 29.276 [14]

	51-70
	Reserved for Sv interface
	Extendable / See 3GPP TS 29.280 [15]

	71
	Access Point Name (APN)
	Extendable / 8.6

	72
	Aggregate Maximum Bit Rate (AMBR)
	Extendable / 8.7

	73
	EPS Bearer ID (EBI)
	Extendable / 8.8

	74
	IP Address
	Extendable / 8.9

	75
	Mobile Equipment Identity (MEI)
	Extendable / 

	76
	MSISDN
	Extendable / 

	77
	Indication
	Extendable / 

	78
	Protocol Configuration Options (PCO)
	Extendable / 

	79
	PDN Address Allocation (PAA)
	Extendable / 

	80
	Bearer Level Quality of Service (Bearer QoS)
	Extendable / 

	81
	Flow Quality of Service (Flow QoS)
	Extendable / 

	82
	RAT Type
	Extendable / 

	83
	Serving Network
	Extendable / 

	84
	TEID-C
	Extendable / 

	
	TEID-U
	Extendable / 

	
	TEID-U with EPS Bearer ID
	Extendable / 

	85
	EPS Bearer Level Traffic Flow Template (Bearer TFT)
	Extendable / 

	86
	Traffic Aggregation Description (TAD)
	Extendable / 

	87
	User Location Info (ULI)
	Extendable / 

	88
	Fully Qualified Tunnel Endpoint Identifier (F-TEID)
	Extendable / 

	89
	Scope Indicator
	Extendable / 

	90
	Protocol Type
	Extendable / 

	91
	Legacy Quality of Service (QoS)
	Extendable/ 

	92
	S103 PDN Data Forwarding Info
	Extendable / 

	93
	S1-U Data Forwarding Info
	Extendable / 

	94
	Delay Value
	Extendable / 

	95
	Bearer ID List
	Extendable / 

	96
	Bearer Context List
	Extendable / 

	97
	S101-IP-Address
	Extendable / 

	98
	S102-IP-Address
	Extendable / 

	99
	Charging ID
	Extendable / 

	100
	Charging Characteristics
	Extendable / 

	101
	Trace Reference
	Extendable / 

	102
	Trace Type
	Extendable / 

	103
	Paging Cause
	Extendable / 

	104
	PDN Type
	Extendable / 

	105
	Dual Address Bearer
	Extendable / 

	106
	DRX Parameter
	Extendable / 

	107
	UE Network Capability
	Extendable / 

	
	
	Extendable / 

	109
	MM Context (GSM Key and Triplets)
	Extendable / 

	110
	MM Context (UMTS Key, Used Cipher and Quintuplets)
	Extendable / 

	111
	MM Context (GSM Key, Used Cipher and Quintuplets)
	Extendable / 

	112
	MM Context (UMTS Key and Quintuplets)
	Extendable / 

	113
	MM Context (EPS Security Context, Quadruplets and Quintuplets)
	Extendable / 

	114
	MM Context (UMTS Key, Quadruplets and Quintuplets)
	Extendable / 

	115
	PDN Connection List
	Extendable / 

	116
	GRE Key
	Extendable / 

	117
	MS Validated
	Extendable / 

	118
	EPS Bearer Contexts Prioritization (Contexts Prioritization)
	Extendable / 

	119
	LMA IP Address
	Extendable / 

	120
	P-TMSI
	Extendable / 

	121
	P-TMSI Signature
	Extendable / 

	122
	Hop Counter
	Extendable / 

	123
	Authentication Quintuplet
	Extendable / 

	124
	Authentication Quadruplet
	Extendable / 

	125
	Complete Request Message
	Extendable / 

	126
	GUTI
	Extendable / 

	127
	F-Container
	Extendable / 

	128
	F-Cause
	Extendable / 

	129
	Selected PLMN ID
	Extendable / 

	130
	Target Identification
	Extendable / 

	131
	Cell Identification
	Extendable / 

	132
	NSAPI   
	Extendable / 

	133
	Packet Flow ID 
	Extendable / 

	134
	RAB Context List    
	Extendable / 

	135
	Source RNC PDCP Context Info
	Extendable / 

	136
	UDP Source Port Number
	Extendable / 

	137
	APN Restriction
	Extendable / 

	138
	Selection Mode
	Extendable / 

	TBD
	PDN Connection Set Identifier (CSID)
	Extendable/

	140-254
	Spare. For future use.
	FFS

	255
	Private Extension
	Extendable / 


* * * Next Change * * * *

7.9
Restoration and Recovery

 Restoration and Recovery procedures are specified in 3GPP TS 23.007 [17].

7.9.X Delete PDN Connection Set Request
This message is sent on S5, S8, or S11 interfaces. The message sent by MME shall be forwarded by the SGW to PGW. The message sent by the PGW shall be forwarded by SGW to MME.
A node sends this message when a partial failure affects a set of its PDN connections for which CSID has been previously assigned. The receiving node identifies the set of PDN connections associated with the CSID from its PDN connection table, and marks them for deletion. 
 Table 7.9.X: Information Elements in a Delete PDN Connection Set Request  

	Information elements
	P
	Condition / Comment
	CR
	IE Type
	Ins.

	CSID
	M
	More than one CSID may appear
	1
	CSID
	0

	Cause
	O
	
	1
	Cause
	0

	Private Extension
	O
	None
	1
	Private Extension
	VS


7.9.Y Delete PDN Connection Set Response

This message is sent as a response to the Delete PDN Connection Set Request.
Table 7.9.Y: Information Elements in a Delete PDN Connection Set Response
	Information elements
	P
	Condition / Comment
	CR
	IE Type

	Cause
	M
	 “Success” indicates that the peer node successfully deleted the PDN connection set
	1
	Cause

	Private Extension
	O
	
	1
	Private Extension


* * * Next Change * * * *
7.2
Tunnel Management Messages

A node shall include the Recovery information element if it is in contact with the peer for the first time or the node has restarted recently and the new Restart Counter value has not yet been indicated to the peer. The peer receiving the Recovery information element shall handle it as when an Echo Response message is received but shall consider the rest of the message in accordance with the message semantics and parameters. 

Editor’s Note: The CSID Information Element for partial failure handling is specified for some of the messages. The rest of the messages that may need to carry the CSID IE are FFS. 
* * * Next Change * * * *

Table 7.2.1-1: Information Elements in a Create Session Request

	Information elements
	P
	Condition / Comment
	CR
	IE Type
	Ins.

	IMSI
	M
	None
	1
	IMSI
	0

	MSISDN
	C
	S11 eUTRAN Initial Attach: included if provided in the subscription data from the HSS

S5/8 eUTRAN Initial Attach: included if provided by the MME

S11 UE Requested PDN Connectivity: included if the MME has it stored for that UE

TAU, RAU, Handover: Not included
	1
	MSISDN
	0

	ME Identity (MEI)
	C
	The MME shall include ME Identity (MEI) IE, if available.
	1
	MEI
	0

	User Location Info (ULI)
	M
	Not applicable to TAU/RAU/Handover
	1
	ULI
	0

	Serving Network
	M
	Not applicable to TAU/RAU/Handover
	1
	Serving Network
	0

	RAT Type
	M
	None
	1
	RAT Type
	0

	S5/8 Protocol Indicator
	C
	Mandatory on S11 / S4
	1
	
	0

	Sender F-TEID for Control Plane
	M
	MME-S11 / SGSN-S4 / SGW-S5/8
	1
	F-TEID
	0

	PGW S5/S8 Address for Control Plane
	C
	Mandatory on S11 / S4 if GTP based S5/S8
	1
	F-TEID
	1

	PGW S5/S8 PMIP Address
	C
	Mandatory if PMIP based S5/S8
	1
	F-TEID
	2

	PGW GRE Key
	C
	TAU & RAU: Mandatory if PMIP based S5/S8

Not included otherwise
	1
	
	0

	Access Point Name (APN)
	M
	Not applicable to TAU/RAU/Handover
	1
	APN
	0

	Selection Mode
	M
	Indicates whether a subscribed APN or a non subscribed APN chosen by the MME was selected.

Not applicable to TAU/RAU/Handover
	1
	Selection Mode
	0

	PDN Type
	M
	IPv4, IPv6, IPv4v6 
	1
	PDN Type
	0

	PDN Address Allocation (PAA)
	C
	Not applicable to TAU/RAU/Handover

TAU/RAU and Static IP assignments.
	1
	PAA
	0

	Dual Address Bearer Flag
	C
	set when the UE requests PDN type IPv4v6 and all SGSNs which the UE may be handed over to  support dual addressing, which is determined based on node pre-configuration by the operator
	1
	Indicator?
	0

	Handover Indication
	C
	Set in E-UTRAN Initial Attach or in UE Requested PDN Connectivity if the UE comes from non-3GPP access.

Only for HO from non 3GPP access to 3GPP access.
	1
	Indication
	0

	Operation Indication
	C
	Set in TAU/RAU
	1
	Indication
	1

	Maximum APN Restriction
	M
	Denotes the most stringent restriction as required by any already active bearer context. If there are no already active bearer contexts, this value is set to the least restrictive type
	1
	
	0

	Aggregate Maximum Bit Rate (AMBR)
	M
	APN-AMBR

Not applicable to TAU/RAU/Handover
	1
	AMBR
	0

	Protocol Configuration Options (PCO)
	O
	Not applicable to TAU/RAU/Handover
	1
	PCO
	0

	Bearer Contexts
	M
	One bearer for "eUTRAN Initial Attach" or "UE requested PDN Connectivity";

X bearers for Handover/TAU with SGW change
	1
	Bearer Context List
	0

	Trace Information
	C
	Trace Reference, Trace Type, Trigger Id, OMC Identitiy.

Included if SGW and/or PGW is activated.
	1
	
	0

	Recovery
	C
	 If contacting the peer for the first time 
	1
	Recovery
	0

	MME-CSID
	O
	Optionally included by MME on S11. Shall be forwarded by SGW on S5/S8. Only one value may be present per PDN connection 
	1
	CSID
	0

	SGW-CSID
	O
	Optionally included by SGW on S5/S8. Only one value may be present per PDN connection. 
	1
	CSID
	1 

	Private Extension
	O
	None
	0
	Private Extension
	VS


Table 7.2.2-1: Information Elements in a Create Session Response
	Information elements
	P
	Condition / Comment
	CR
	IE Type
	Ins.

	BCM
	M
	The negotiated Bearer Control Mode for GERAN/UTRAN.
	1
	
	0

	CGI/SAI/RAI change report required
	C
	Denotes whether the SGSN is requested to send changes in CGI/SAI or RAI for this bearer over S4/S5 interfaces
	
	Indication
	0

	Sender F-TEID for Control Plane
	M
	SGW-S4/11 / PGW-S5/8
	1
	F-TEID
	0

	PGW S5/S8 Address for Control Plane
	C
	Mandatory if GTP based S5/S8
	1
	F-TEID
	1

	PGW S5/S8 PMIP Address
	C
	Mandatory if PMIP based S5/S8
	1
	F-TEID
	2

	PGW GRE Key
	C
	Mandatory if PMIP based S5/S8
	1
	
	0

	PDN Address Allocation (PAA)
	M
	Not applicable to TAU/RAU/Handover

The above was deleted in C4-083185
	1
	PAA
	0

	APN Restriction
	M
	Denotes the restriction on the combination of types of APN for the APN associated with this EPS bearer Context.
	1
	APN Restriction
	0

	Protocol Configuration Options (PCO)
	O
	Not applicable to TAU/RAU
	1
	PCO
	0

	Bearer Contexts
	M
	One bearer for "eUTRAN Initial Attach" or "UE Requested PDN Connectivity"

X bearers for Handover/TAU with SGW change
	1
	Bearer Context List
	0

	Charging Id
	M
	
	1
	
	0

	Trace Information
	C
	Trace Reference, Trace Type, Trigger Id, OMC Identitiy.

Included if SGW and/or PGW is activated.
	1
	
	0

	Recovery
	C
	 If contacting the peer for the first time 
	1
	Recovery
	0

	PGW-CSID
	O
	Optionally included by PGW on S5/S8. Shall be forwarded by SGW on S11. Only one value may be present per PDN connection
	1
	CSID
	2

	SGW-CSID
	O
	Optionally included by SGW on S11. Only one value may be present per PDN connection. 
	1
	CSID
	1

	Private Extension
	O
	None
	0
	Private Extension
	VS


Table 7.2.3-1: Information Elements in a Create Bearer Request

	Information elements
	P
	Condition / Comment
	CR
	IE Type
	Ins.

	IMSI
	M
	None
	1
	IMSI
	0

	Procedure Transaction Id (PTI)
	C
	Only used when the procedure was initiated by a UE Requested Bearer Resource  Modification Procedure. 

PTI shall be the same as the one used in the corresponding Bearer Resource Command
	1
	RAT Type
	0

	Linked Bearer Identity (LBI)
	M
	Used to identify the PDN connection
	1
	EBI
	0

	Bearer Contexts
	M
	1 bearer
	1
	Bearer Context List
	0

	PGW-CSID
	O
	Optionally included by PGW on S5/S8. Shall be forwarded by SGW on S11. Only one value may be present per PDN connection 
	1
	CSID
	2

	SGW-CSID
	O
	Optionally included by SGW on S11. Only one value may be present per PDN connection. 
	1
	CSID
	1 

	Private Extension
	O
	None
	0
	Private Extension
	VS


Table 7.2.4-1: Information Elements in a Create Bearer Response

	Information elements
	P
	Condition / Comment
	CR
	IE Type
	Ins.

	Cause
	1
	
	1
	Cause
	0

	Bearer Contexts
	M
	None 
	1
	Bearer Context List
	0

	MME-CSID
	O
	Optionally included by MME on S11. Shall be forwarded by SGW on S5/S8. Only one value may be present per PDN connection 
	1
	CSID
	0

	SGW-CSID
	O
	Optionally included by SGW on S5/S8. Only one value may be present per PDN connection. 
	1
	CSID
	1 

	Private Extension
	O
	None
	0
	Private Extension
	VS


Table 7.2.9.2-1: Information Elements in a Delete Bearer Request

	Information elements
	P
	Condition / Comment
	CR
	IE Type
	Ins.

	Linked EPS Bearer ID (LBI)
	C
	If the request corresponds to P-GW initiated detach procedure to deactivate all bearers belonging to a PDN connection, then this IE shall be included to indicate the default bearer associated with the PDN being disconnected.

If the request corresponds to a MME initiated detach procedure, this IE shall not be present.
	1
	EBI
	0

	Bearer Contexts
	C
	It is used for bearers different from the default one. In this case it is required to have at least one bearer
	1
	Bearer Context List
	0

	Procedure Transaction Id (PTI)
	C
	If the request corresponds to UE requested bearer resource release procedure for an E-UTRAN, this IE shall be included. 
	1
	PTI
	0

	APN Aggregate Maximum Bit Rate (AMBR)
	C
	This IE shall be  included when the P-GW initiates a delete procedure in case of policy updates due to the deletion of non GBR flows
	
	AMBR
	0

	PGW-CSID
	O
	Optionally included by PGW on S5/S8. Shall be forwarded by SGW on S11. Only one value may be present per PDN connection 
	1
	CSID
	2

	SGW-CSID
	O
	Optionally included by SGW on S11. Only one value may be present per PDN connection. 
	1
	CSID
	1

	Private Extension
	O
	None
	0
	Private Extension
	VS


Table 7.2.10.2-1: Information Elements in Delete Bearer Response
	Information elements
	P
	Condition / Comment
	CR
	IE Type
	Ins.

	Cause
	M
	None
	1
	Cause
	0

	LBI
	C
	If the request corresponds to P-GW initiated detach procedure to deactivate all bearers belonging to a PDN connection, then this IE shall be included to indicate the default bearer associated with the PDN being 
	
	EBI
	0

	Bearer Context
	C
	It is used for bearers different from default one. In this case it is needed at least one bearer
	
	Bearer Context List
	0

	MME-CSID
	O
	Optionally included by MME on S11. Shall be forwarded by SGW on S5/S8. Only one value may be present per PDN connection 
	1
	CSID
	0

	SGW-CSID
	O
	Optionally included by SGW on S5/S8. Only one value may be present per PDN connection. 
	1
	CSID
	1

	Private Extension
	O
	None
	0
	Private Extension
	VS
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