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1. Overall Description:

SA3 would like to thank CT4 for their LS on Error Indication Handling in GTP. SA3 have reviewed the CT4 contribution C4-082605, discussed the questions raised in the LS and SA3 have the following answers:
CT4 question 1: Does SA3 agree that the problem raised in C4-082605 may become more severe with wider deployment of Direct Tunnel and with EPS?
SA3 answer 1:  SA3 noted that CT4 had discussed two possible reasons for why the identified problem could become more severe (i.e. points 1 and 2 mentioned in C4-082605):
1. Error Indication will become more common in release-8 networks due to widespread use of Direct Tunnel, higher amount of users per eNodeB due to LTE characteristics, and new bearer release mechanism in LTE.

2. New network models, with IP/Ethernet based backhauls, multiservice backbones where 3gpp is only one of several services, and not-operator-owned infrastructure will cause the deployment of firewalls in interfaces which were fully open before (Iu, S1-U, Gn, S5).

For point 1 SA3 do not have further input as this point is not directly security related.
For point 2 SA3 sees that the identified problem could become more severe. However, it should be noted that, in addition to firewalls, there are ways for operators to protect networks and services, e.g. using NDS/IP if they will. Especially, SA3 would like to note that the use of NDS/IP over S1-U is specified in TS 33.401. 
CT4 question 2: If SA3 considers that the vulnerability will indeed become severe, CT4 would like to know SA3's view if the proposed solution in C4-082605 would indeed reduce this vulnerability.
SA3 answer 2: In SA3 view the proposed mechanism could help for the specific problem described in C4-082605. However, SA3 also wants to highlight that there would likely be other problems if attackers are able to inject malicious traffic into an operator's network. For those problems the proposed mechanism probably would not help. It was also commented in SA3 that it might also be possible for an attacker to guess the UDP port number taken into account its length. 
CT4 question 3: CT4 would like to ask SA3 group to kindly provide some guidelines or suitable references to the appropriate security model for CT4 to follow when designing core network protocols.
SA3 answer 3: SA3 agrees that such guidelines would be useful. Unfortunately, currently SA3 does not have such guidelines or cannot provide any reference to such documentation. However, SA3 will inform CT4 if such guidelines become available.
2. Actions:

To CT4:
SA3 would kindly ask CT4 to take the above information into account.
3. Date of Next TSG-SA WG3 Meetings:
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