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1. Introduction
<Introduction part (optional)>

2. Reason for Change
The type of IK is required for both TAU and Attach procedures and currently it is not specified. So it is proposed to use in  EPS MM Context  Spare 111 bits in Octet 7 to  reference NAS Type of integrity protection algorithm defined in  TS 24.301  9.9.3.20 (NAS security algorithms)

 3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.274 v1.3.1.
* * * First Change * * * *

8.43
MM Context

The MM Context information element contains the Mobility Management, UE security parameters that are necessary to transfer over S3/S16/S10 interface.

Security Mode indicates the type of security keys (GSM/UMTS/EPS) and Authentication Vectors (quadruplets /quintuplets/triplets) that are passed to the new MME/SGSN.
Used Cipher indicates the GSM ciphering algorithm that is in use.

Used NAS Cipher indicates the EPS ciphering algorithm that is in use.

As depict in Figure 8.43-1, the GSM Key, Used Cipher and Authentication Triplets that are unused in the old SGSN shall be transmitted to the new SGSN for the GSM subscribers. 
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type
	

	
	2-3
	Length = n (decimal)
	

	
	4
	CR
	Spare
	Spare
	Instance
	

	
	5-(n+4)
	These octet(s) is/are present only if explicitly specified
	


	
	Bits
	

	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	1
	Type = 109 (decimal)
	

	2-3
	Length = n (decimal)
	

	
	4
	CR
	Spare
	Spare
	Instance
	

	5
	Security Mode
	Spare 11
	CKSN
	

	6
	Number of Triplet
	Spare11111
	

	7
	Spare11111
	Used Cipher
	

	8-15
	Kc
	

	16-h
	Authentication Triplet [0..4]
	

	(h+1)-(h+5)
	DRX parameter
	

	(h+6)-m
	UE Network Capability
	

	(m+1)-(n+4)
	ME Identity
	


Figure 8.43-1: GSM Key and Triplets

As depict in Figure 8.43-2, the UMTS Key, Used Cipher and Authentication Quintuplets that are unused in the old SGSN shall be transmitted to the new SGSN when the UMTS subscriber is attached to a GSM BSS in the old system, in case the user has a ME capable of UMTS AKA. 
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 110 (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4
	CR
	Spare
	Spare
	Instance
	

	
	5
	Security Mode
	Spare 11
	CKSN/KSI
	

	
	6
	Number of Quintuplets
	Spare 11111

	

	
	7
	Spare 11111
	Used Cipher
	

	
	8-23
	CK
	

	
	24-39
	IK
	

	
	40-h
	Authentication Quintuplet [0..4]
	

	
	(h+1)-(h+5)
	DRX parameter
	

	
	(h+6)-m
	UE Network Capability
	

	
	(m+1)-(n+4)
	ME Identity
	


Figure 8.43-2: UMTS Key, Used Cipher and Quintuplets

As depict in Figure 8.43-3, the GSM Key, Used Cipher and Authentication Quintuplets that are unused in the old SGSN shall be transmitted to the new SGSN when the UMTS subscriber is attached to a GSM BSS in the old system, in case the user has a ME no capable of UMTS AKA. 
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 111 (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4
	CR
	Spare
	Spare
	Instance
	

	
	5
	Security Mode
	Spare 11
	CKSN/KSI
	

	
	6
	Number of Quintuplets
	Spare 11111

	

	
	7
	Spare 11111
	Used Cipher
	

	
	8-15
	Kc
	

	
	16-h
	Authentication Quintuplets [0..4]
	

	
	(h+1)-(h+5)
	DRX parameter
	

	
	(h+6)-m
	UE Network Capability
	

	
	(m+1)-(n+4)
	ME Identity
	


Figure 8.43-3: GSM Key, Used Cipher and Quintuplets

As depict in Figure 8.43-4, the UMTS Key, KSI and unused Authentication Quintuplets in the old SGSN shall be transmitted to the new SGSN/MME when the UMTS subscriber is attached to UTRAN in the old system. 
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 112 (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4
	CR
	Spare
	Spare
	Instance
	

	
	5
	Security Mode
	Spare 11
	KSI
	

	
	6
	Number of Quintuplets
	Spare 11111

	

	
	7
	Spare 11111
	

	
	8-23
	CK
	

	
	24-39
	IK
	

	
	40-h
	Authentication Quintuplet [0..4]
	

	
	(h+1)-(h+5)
	DRX parameter
	

	
	(h+6)-m
	UE Network Capability
	

	
	(m+1)-(n+4)
	ME Identity
	


Figure 8.43-4: UMTS Key and Quintuplets

As depict in Figure 8.43-5, the EPS Security Context, unused Authentication Quadruplets in the old MME shall be transmitted to the new MME. And the Authentication Quintuplets may also be transmitted to the new MME if the old MME has the Authentication Quintuplets for this UE. 
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 113 (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4
	CR
	Spare
	Spare
	Instance
	

	
	5
	Security Mode
	Spare 11
	KSIASME
	

	
	6
	Number of Quintuplets
	Number of Quadruplet
	Spare 11
	

	
	7
	Spare 1
	Used NAS integrity protection algorithm
	Used NAS Cipher
	

	
	8
	NAS Downlink Count
	

	
	9
	NAS Uplink Count
	

	
	10-41
	KASME
	

	
	42-g
	Authentication Quadruplet[0..4]
	

	
	(g+1)-h
	Authentication Quintuplet [0..4]
	

	
	(h+1)-(h+5)
	DRX parameter
	

	
	(h+6)-m
	UE Network Capability
	

	
	(m+1)-(n+4)
	ME Identity
	


Figure 8.43-5: EPS Security Context, Quadruplets and Quintuplets

As depict in Figure 8.43-6, if the old MME has Authentication Quintuplets for this UE, the old MME will derive CK' and IK' from KASME and transmit the CK', IK', KSIASME and Authentication Quintuplets to the new SGSN, the Authentication Quadruplets may also be transmitted to the new SGSN.
NAS integrity protection algorithm shall be specified in 3GPP TS 24.301 [x]
Notes: the old SGSN/MME may delivery both Authentication Quadruplets and Authentication Quintuplets it holds to the peer combo node to optimize the procedure, the details need more clarification

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 114 (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4
	CR
	Spare
	Spare
	Instance
	

	
	5
	Security Mode
	Spare 11
	KSIASME
	

	
	6
	Number of Quintuplets
	Number of Quadruplet
	Spare 11
	

	
	7
	Spare
	

	
	8-23
	CK
	

	
	24-39
	IK
	

	
	40-g
	Authentication Quadruplet[0..4]
	

	
	(g+1)-h
	Authentication Quintuplet [0..4]
	

	
	(h+1)-(h+5)
	DRX parameter
	

	
	(h+6)-m
	UE Network Capability
	

	
	(m+1)-(n+4)
	ME Identity
	


Figure 8.43-6: UMTS Key, Quadruplets and Quintuplets 
Table 8.43-1: Security Mode Values

	Security Type
	Value (Decimal)

	GSM Key and Triplets
	0

	UMTS Key, Used Cipher and Quintuplets
	1

	GSM Key, Used Cipher and Quintuplets
	2

	UMTS Key and Quintuplets
	3

	EPS Security Context, Quadruplets and Quintuplets
	4

	UMTS Key, Quadruplets and Quintuplets
	5


Table 8.43-2: Used NAS Cipher Values
	Cipher Algorithm
	Value (Decimal)

	No ciphering
	0

	128-EEA1
	1

	128-EEA2
	2


Table 8.43-3: Used Cipher Values
	Cipher Algorithm
	Value (Decimal)

	No ciphering
	0

	GEA/1
	1

	GEA/2
	2

	GEA/3
	3

	GEA/4
	4

	GEA/5
	5

	GEA/6
	6

	GEA/7
	7


* * * Second Change * * * *
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