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1. Introduction

In case of roaming, the ANID could be checked either by the 3GPP AAA Server (i.e. HPLMN) or by the 3GPP AAA Proxy (i.e. VPLMN), or by both of them. In the last meeting, with the introduction of the ANID, the checking function was assigned to the AAA Proxy alone.
2. Reason for Change

The current solution means a further extension of the trust (already ther in any roaming agreement) between the HPLMN and the VPLMN. 

This may raise several issues: The VPLMN operator could skip the ANID checking, without the HPLMN operator noticing it; a malicious VPLMN operator may even try to misuse the ANID values.

For this reason, the HPLMN operator should have the opportunity to check the ANID itself / by the AAA Server. This, on the other hand requires that the operator has an up-to-date database of the trusted non-3GPP GWs in each possible trusted non-3GPP ANs where the outbound roaming is allowed for their subscribers. This may cause a high administration burden, so the operator may decide to do this only for those roaming partners, where the extended level of trust does not exist. 
Consequently, the best solution can be to require the ANID checking in the VPLMN (the VPLMN operator can be required to have up-to-date information about the trusted non-3GPP GWs connected to their network) but allow a possibility for the HPLMN operator to check the ANID by the AAA Server.
3. Conclusions

In case of roaming, checking the ANID should be madatory by the 3GPP AAA Proxy and optional for the 3GPP AAA Server.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.273 1.1.0.
* * * First Change * * * *

5.1.2.1.2
3GPP AAA Server Detailed Behaviour

On receipt of the DER message, the 3GPP AAA Server shall check if user data exists in the 3GPP AAA Server (containing valid authentication information for the current access network). If not the 3GPP AAA Server shall use the procedures defined in SWx interface to obtain access authentication and authorization data. 

If SWx authentication response indicates that:

-
The user does not exist, then the 3GPP AAA Server shall respond the non-3GPP GW with Experimental-Result-Code DIAMETER_ERROR_USER_UNKNOWN.

-
The user does not have non-3GPP access subscription, then 3GPP AAA Server shall respond the non-3GPP GW with Experimental-Result-Code DIAMETER_ERROR_USER_NO_NON_3GPP_SUBSCRIPTION.

-
The user is not allowed to roam in the visited network, then 3GPP AAA Server shall respond the non-3GPP GW with Experimental-Result-Code DIAMETER_ERROR_ROAMING_NOT_ALLOWED.

-
The user is currently being served by a different 3GPP AAA Server, then the 3GPP AAA Server shall respond to the non-3GPP GW with the Result-Code set to DIAMETER_REDIRECT_INDICATION and the Redirect-Host set to the Diameter identity of the 3GPP AAA Server currently serving the user (as indicated in the 3GPP-AAA-Server-Name AVP returned in the SWx authentication response from the HSS).

-
Any other error occurred, then the error code DIAMETER_UNABLE_TO_COMPLY shall be returned to the Non-3GPP GW.

When SWx authentication response includes the requested authentication information, the 3GPP AAA Server shall proceed with the authentication and authorization procedure. The 3GPP AAA Server shall use the procedures defined in SWx interface to obtain authorization data from HSS.  

The 3GPP AAA Server shall run EAP-AKA as specified in 33.402. Exceptions shall be treated as error situations and the result code shall be set to DIAMETER_UNABLE_TO_COMPLY.

Once authentication is successfully completed, the 3GPP AAA Server shall perform the following authorization checking (if there is an error in any of the steps, the 3GPP AAA Server shall stop processing and return the corresponding error):

1)
Check if the user is barred to use the non 3GPP Access. If it is so, then the Result-Code shall be set to DIAMETER_AUTHORIZATION_REJECTED

2)
Check if the user is barred to use the subscribed APNs. If it is so, then the Result-Code shall be set to DIAMETER_AUTHORIZATION_REJECTED 

3)
Check RAT-Type AVP. If the access type indicates any value not described in 3GPP TS 29.212 [23], this shall be treated as error and the Result-Code DIAMETER_UNABLE_TO_COMPLY shall be returned.
4)
Check the validity of the ANID AVP and whether the trusted non-3GPP GW is entitled to use the included value. The correct syntax of the ANID is checked as follows:  
-
In a non-roaming case, i.e. when the AAA server receives the request directly and not via the AAA Proxy, checking ANID is mandatory;
-
In a roaming case when the request is received via an AAA proxy, checking ANID is optional. The 3GPP AAA Server may decide to check ANID based on local configuration, e.g. depending on the received visited network identifier.

If the checking result shows that the included ANID value is not valid (not defined by 3GPP) or that the requesting entity is not entitled to use the received ANID value, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY.

5)
Check if the user has a subscription for the requested APN. If not, Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION

6)
Verify whether the user is barred to access to the requested APN. If it is so, the Result-Code shall be set to DIAMETER_AUTHORIZATION_REJECTED

7)
If present, check the AVP MIP6-Feature-Vector flags received:

-
If  the MIP6-INTEGRATED flag is set and the 3GPP AAA server has authorized DHCP Home Agent assignment, the 3GPP AAA server shall include the Home Agent addresses in the APN-Authorized AVP in the response and the MIP6-Feature-Vector AVP with the MIP6-INTEGRATED flag set. If the HA assignment via DHCPv6 is not used, the MIP6-Feature-Vector AVP with the MIP6-INTEGRATED flag not set is sent.

-
If the PMIP6_SUPPORTED flag is set, the 3GPP AAA Server shall check if the user is authorized to use PMIPv6 as mobility protocol. If it is so, the MIP6-Feature-Vector AVP with the PMIP6_SUPPORTED flag shall be included in the response to indicate that PMIPv6 shall be used.

-
If the PMIP_SUPPORTED flag is not set, the 3GPP AAA Server shall check if the user is authorized to be assigned a local IP address. If it is so, the MIP6-Feature-Vector AVP with the IP_LOCAL_SUPPORTED flag set shall be included in the response to indicate that a local IP address should be assigned.

-
The 3GPP AAA server shall not set the PMIP6_SUPPORTED and IP_LOCAL_SUPPORTED flags both at the same time in the response.

-
IP4_HOA_SUPPORTED flag shall be present in the request if the non-3GPP GW supports IPv4 HoA assignment. When this flag is received in the request, the 3GPP AAA Server shall check if the user is authorized to use DSMIPv6 as mobility protocol. If it is so, then the IP4_HOA_SUPPORTED flag must be included in the response to indicate DSMIPv6 support of the UE to the non-3GPP GW.
Once the Authentication and Authorization procedure successfully finishes, the 3GPP AAA Server shall download, together with authentication data, the list of authorized APN’s and the authorized mobility protocols in the authentication and authorization response. 
5.1.2.1.3
3GPP AAA Proxy Detailed Behaviour

The 3GPP AAA Proxy is required to handle roaming cases in which the trusted Non-3GPP GW is in the VPLMN. The 3GPP AAA Proxy shall act as a stateful proxy, with the following additions.

On receipt of the authentication request, the 3GPP AAA Proxy shall check the ANID AVP. If the result of the checking shows that the included ANID value is not valid (not defined by 3GPP) or that the requesting entity is not entitled to use the received value, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY and the authentication response shall be sent to the trusted non-3GPP GW.

On receipt of the first authentication and authorization request, the 3GPP AAA Proxy shall check locally configured information whether users from the HPLMN are allowed to activate a PDN connection from the non-3GPP access network via this (V)PLMN. If not, the Experimental-Result-Code shall be set to DIAMETER_ERROR_ROAMING_NOT_ALLOWED and the authentication and authorization response shall be sent to the non-3GPP GW.

On receipt of the authentication and authorization answer that completes a successful authentication, the 3GPP AAA Proxy 

-
shall check locally configured information about using the chained S8-S2a option towards the given HPLMN. If chaining is required, the 3GPP AAA Proxy shall select a Serving GW from its network configuration database and shall include the Serving GW address in the response. 

Editor’s Note: It is FFS, how the Serving GW address shall be encoded in the authentication and authorization answer.

-
shall check locally configured information for the maximum allowed static QoS parameters valid for visitors from the given HPLMN and modify the QoS parameters received from the 3GPP AAA Server, to enforce the policy limitations.
-
shall record the state of the connection (i.e. Authentication and Authorization Successful). 
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