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1. Introduction
<Introduction part (optional)>

2. Reason for Change
1. It is not clear that whether the non-3GPP Access Gateway needs to resolve the FQDN of the PDN GW when both FQDN and IP address of the PDN GW Identity are provided by the 3GPP AAA Server.
To clarify that when both FQDN and IP address of the PDN GW are provided by the 3GPP AAA Server, the non-3GPP access gateway can use the IP address directly, and is not necessary to resolve the FQDN again. The 3GPP AAA Server shall ensure the IP address is corresponding to the mobility management protocol of current access.
2. The definition of MIP6-Agent-Info AVP is not correct. It corrects the MIP6-Agent-Info AVP definition aligning with related IETF draft.

3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.273 v1.1.0.
* * * First Change * * * *

5.1.2
Procedures Description

5.1.2.1
Trusted non-3GPP Access Authentication and Authorization

5.1.2.1.1
General
These procedures are transported over Diameter, the Access (Re-)Authentication and Authorization between the trusted non-3GPP access network and the 3GPP AAA Proxy or Server. The STa interface and Diameter application shall be used for authenticating and authorizing the UE for both PMIPv6 and MIPv4 FA-CoA mode trusted non-3GPP accesses.

When EAP-AKA is used in the trusted non-3GPP access authentication and PMIPv6 is used, the Serving Gateway acting as a MAG shall have also the role of the NAS. During the trusted non-3GPP access authentication the NAS shall serve as pass-through EAP authenticator. 

Diameter usage over the STa interface:

-
When EAP is used, the trusted non-3GPP access authentication and authorization procedure shall be mapped to the Diameter-EAP-Request and Diameter-EAP-Answer command codes specified in IETF RFC 4072 [5].

-
For (re)authentication procedures, the messaging described below shall be reused.

During the Access Authentication and Authorization procedure the trusted non-3GPP GW may provide information on its PMIPv6 capabilities to the 3GPP AAA Server. The 3GPP AAA Server may provide to the trusted non-3GPP GW an indication if PMIPv6 shall be used or not. If PMIPv6 is not used, the trusted non-3GPP GW shall assign a local IP address to the UE.

During the Access Authentication and Authorization procedure the trusted non-3GPP GW shall provide information on the Access Network Identity to the 3GPP AAA Server.

During the Access Authentication and Authorization  procedure the AAA Server may provide a Home Agent IPv6 address (and optionally IPv4 address) or FQDN to the trusted non-3GPP GW. This is needed if the DHCPv6 option for Home Agent address discovery is chosen (see TS 24.303 [13] and IETF Draft draft-ietf-mip6-bootstrapping-integrated [28]). If the Home Agent IPv6 address or FQDN is not included in the Access Authentication and Authorization Answer by the AAA server, the trusted non-3GPP GW shall not assign the Home Agent via DHCPv6.

The User-Name AVP may contain a decorated NAI (as defined in 3GPP TS 23.003 [14]) in a roaming case. In this case the 3GPP AAA Proxy shall process the decorated NAI and support routing of the Diameter request messages based on the decorated NAI as defined in 3GPP TS 23.234 [21] and 3GPP TS 23.003 [14].

For both PMIPv6 and MIPv4 FA-CoA mode trusted non-3GPP accesses, upon mobility between 3GPP and non-3GPP accesses, for the PDNs the UE is already connected, the PDN Gateway identity for each of the already allocated PDN Gateway(s) with the corresponding PDN information is provided to the trusted non-3GPP system. The PDN Gateway identity is a FQDN and/or IP address of the PDN GW. If the 3GPP AAA Server provides the IP address of the PGW, the IP address shall correspond to the mobility management protocol of current access, otherwise if only a FQDN is provided, the trusted non-3GPP system shall derive it to IP address according to the selected mobility management protocol.
* * * Next Change * * * *
7.1.2.2
Authorization Procedures

7.1.2.2.1
General
This procedure shall be used between the ePDG and 3GPP AAA Server and Proxy. It shall be invoked by the ePDG, upon receipt from the UE of a "tunnel establishment request" message and subsequent to the success of tunnel authentication, i.e. upon receipt of a DEA message from the 3GPP AAA Server with Result Code set to DIAMETER_SUCCESS.

The SWm reference point shall perform authorization download based on the reuse of the NASREQ IETF RFC 4005 [4] AAR-AAA command set. Upon a successful authorization, when PMIPv6 is used, the 3GPP AAA server shall return PMIPv6 related information back to the ePDG. This information shall include the assigned PDN GW, UE HNP and/or UE IPv4-HoA.

During the Authorization procedure the AAA Server may provide a Home Agent IPv6 address (and optionally IPv4 address) or FQDN to the ePDG. This is needed to enable HA address discovery based on IKEv2 (see TS 24.303 [13]).

For PMIPv6 untrusted non-3GPP accesses, upon mobility between 3GPP and non-3GPP accesses, for the PDNs the UE is already connected, the PDN Gateway identity for each of the already allocated PDN Gateway(s) with the corresponding PDN information is provided to the ePDG. The PDN Gateway identity is a FQDN and/or IP address of the PDN GW. If the 3GPP AAA Server provides the IP address of the PGW, the IP address shall correspond to the mobility management protocol of current access, otherwise if only a FQDN is provided, the ePDG shall derive it to IP address according to the selected mobility management protocol.
* * * Next Change * * * *
9.2.2
Commands
9.2.2.1
Commands for S6b DSMIPv6 Authorization Procedures

9.2.2.1.1
Diameter-EAP-Request (DER) Command

The Diameter-EAP-Request (DER) command, indicated by the Command-Code field set to 268 and the ‘R’ bit set in the Command Flags field, is sent from a PGW to a 3GPP AAA server. The Command Code value and the ABNF are re-used from the IETF Draft draft-ietf-dime-mip6-split [11].

< Diameter-EAP-Request > ::= 
< Diameter Header: 268, REQ, PXY >
< Session-Id >

{ Auth-Application-Id }

{ Origin-Host }

{ Origin-Realm }

{ Destination-Realm }

{ Auth-Request-Type }

 [ RAT-Type ]

[ User-Name ]

 [ Service-Selection ]

{ EAP-Payload }

 [ MIP6-Feature-Vector ]

{ MIP6-Agent-Info }

[ QoS-Capability ]
[ Visited-Network-Identifier ]
...

*[ AVP ]

9.2.2.1.2
Diameter-EAP-Answer (DEA) Command

The Diameter-EAP-Answer (DEA) command, indicated by the Command-Code field set to 268 and the ‘R’ bit cleared in the Command Flags field, is sent from a 3GPP AAA server to a PGW. The Command Code value and the ABNF are re-used from the IETF Draft draft-ietf-dime-mip6-split [11].
  <Diameter-EAP-Answer> ::= < Diameter Header: 268, PXY >

< Session-Id >

{ Auth-Application-Id }

{ Auth-Request-Type }

{ Result-Code }

{ Origin-Host }

{ Origin-Realm }

[ User-Name ]

[ EAP-Payload ]

 [ EAP-Master-Session-Key ]

 [ Chargeable-User-Id ]

[ APN-Name ]
[ MIP6-Feature-Vector ]

[ MIP6-Agent-Info ]

*[ QoS-Resources ]
*[ Redirect-Host ]
...

*[ AVP ]

9.2.2.2
Commands for S6b PMIPv6 Authorization Procedures

9.2.2.2.1
AA-Request (AAR) Command

The AA-Request (AAR) command, indicated by the Command-Code field set to 265 and the ‘R’ bit set in the Command Flags field, is sent from a PDN GW to a 3GPP AAA server. The Command Code value and ABNF are re-used from the IETF RFC 4005 [4] AA-Request command. New AVPs are added using the *[AVP] extension mechanism in the original ABNF.

<AA-Request> ::= 



< Diameter Header: 265, REQ, PXY >

< Session-Id >

{ Auth-Application-Id }

{ Origin-Host }

{ Origin-Realm }

{ Destination-Realm }

{ Auth-Request-Type }

[ User-Name ]
[ MIP6-Agent-Info ]

[ MIP6-Feature-Vector ]

[ QoS-Capability ]
 [ Service-Selection ]

...

*[ AVP ]

9.2.2.2.2
AA-Answer (AAA) Command

The AA-Answer (AAA) command, indicated by the Command-Code field set to 265 and the ‘R’ bit cleared in the Command Flags field, is sent from a 3GPP AAA server to a PDN GW. The Command Code value and ABNF are re-used from the IETF RFC 4005 [4] AA-Answer command. New AVPs are added using the *[AVP] extension mechanism in the original ABNF.
   <AA-Answer> ::= 



< Diameter Header: 265, PXY >

< Session-Id >

{ Auth-Application-Id }

{ Auth-Request-Type }

{ Result-Code }

{ Origin-Host }

{ Origin-Realm }

...

[ MIP6-Feature-Vector ]

[ Session-Timeout ]

[ QoS-Resources ]
...

*[ AVP ]

* * * Next Change * * * *

9.2.3
Information Elements

9.2.3.1
S6b DSMIPv6 procedures

9.2.3.1.1
General

The following table describes the Diameter AVPs defined for the S6b interface protocol in DSMIPv6 mode, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted.

Table 9.2.3.1.1/1: Diameter S6b AVPs for DSMIPv6

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	MIP6- Agent-Info
	tbd 
	9.2.3.1.2
	Address
	M
	
	
	V
	No

	MIP6-Feature-Vector
	tbd
	9.2.3.2.3
	Unsigned64
	M
	
	
	V
	No

	Visited-Network-Identifier
	600
	9.2.3.1.3
	UTF8String
	M, V
	
	
	
	No

	QoS-Capability
	tbd
	9.2.3.2.5
	Grouped
	M
	
	
	V
	

	QoS-Resources
	tbd
	9.2.3.2.6
	Grouped
	M
	
	
	V
	


9.2.3.1.2
MIP6- Agent-Info

The MIP6-Agent-Info AVP contains the PGW address information. This AVP is defined in IETF Draft draft-ietf-dime-mip6-integrated [6]. The MIP-Home-Agent-Address AVP contains the IPv6 or the IPv4 address of the HA. The grouped AVP has the following grammar:

MIP6-Agent-Info ::=



< AVP Header: TBD >

*2[ MIP-Home-Agent-Address ]

[ MIP-Home-Agent-Host ]

*[ AVP ]
* * * Next Change * * * *

9.2.3.2
S6b PMIPv6 procedures

9.2.3.2.1
General
The following table describes the Diameter AVPs defined for the S6b interface protocol in PMIPv6 mode, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted.
Table 9.2.3.2.1/1: Diameter S6b AVPs for PMIPv6

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	MIP6-Agent-Info
	Tbd
	9.2.3.2.2
	Grouped
	M
	
	
	V
	No

	MIP6-Feature-Vector
	Tbd
	9.2.3.2.3
	Unsigned64
	M
	
	
	V
	No

	PMIP6-MAG-Address
	Tbd
	9.2.3.2.4
	Address
	M
	
	
	V
	No

	QoS-Capability
	Tbd
	9.2.3.2.5
	Grouped
	M
	
	
	V
	No

	QoS-Resources
	Tbd
	9.2.3.2.6
	Grouped
	M
	
	
	V
	No


9.2.3.2.2
MIP6-Agent-Info

The MIP6-Agent-Info AVP contains the PGW address information. This AVP is defined in IETF Draft draft-ietf-dime-mip6-integrated [6]. The MIP-Home-Agent-Address AVP contains the IPv6 or the IPv4 address of the LMA.  The grouped AVP has the following grammar:

MIP6-Agent-Info ::=



< AVP Header: TBD >

*2[ MIP-Home-Agent-Address ]

[ MIP-Home-Agent-Host ]

*[ AVP ]

