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1. Introduction

This paper proposes to let the GTPv2 nodes have a dynamic GTP timer setting mechanism for proper message retransmission and error handling. 

2. Reason for Change
As there are multiple EPC nodes using GTPv2-C for both mobility management and bearer management, one GTP message could potentially trigger another GTP message. This put extra requirements on the GTP processing nodes in communication, as they would probably have dependencies on message retransmission and timer handling. This problem has been identified and addressed in C4-080952 and C4-082357.

The problem could be solved by either dynamic or static configuration of GTP timers on the nodes in communication. 
But we are not in favor of a static configuration as it could be rather complicated when taking the following into consideration:

- Since there could be multiple core network nodes from different vendors and operator's networks in communication, a static configuration would require an explicit number of seconds (or a number range) specified in the specification. 

- Different scenarios have different message dependencies. Some of the messages may not need to wait for another message, while some others may depends on the result of multiple GTP messages.
- Some EPC nodes could be combined nodes, e.g. a combined SGW and PGW can be selected by the MME. A node needs to take this into consideration even when it selects a timer for the same message in a same scenario.

 - A static configuration of timers would consider the timer coordination with NAS timers over S1 interface.
Therefore, we would propose to have the dynamic way of setting the GTP timers on a node. A node shall have a larger timer for the messages that trigger other GTP messages than for those do not. To ensure the outer loop message waiting time is longer than those of the inner loop message, the outer loop message may also add its timer information into an extension header along with the message.
3. Conclusions

This is to add a dynamic retransmission timer handling mechanism for proper handling of message retransmissions and error handling. 
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.274v1.3.1.
* * * First Change * * * *

8.x
Retransmission Timer
The Retransmission Timer IE indicates the receiving node of a sending node's timer information. A message may carry this IE when the message shall be responded based on the reception of another GTP response message. 
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 101 (decimal)
	

	
	2-3
	Length = 2 (decimal)
	

	
	4
	CR
	Spare
	Spare
	Instance
	

	
	5
	Retransmission Timer
	

	
	6
	Current Number of Retransmission
	Maximum Number of Retransmissions
	

	
	7-(n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.x-1: Retransmission Timer
* * * Next Change * * * *

7.6
Reliable Delivery of Signalling Messages

Each path maintains a queue with signalling messages to be sent to the peer. The message at the front of the queue, if it is a request for which a response has been defined, shall be sent with a Sequence Number, and shall be held in a path list until a response is received. The same provision is applicable to notification messages with an associated acknowledge message. Each path has its own list. The Sequence Number shall be unique for each outstanding request message sourced from the same IP/UDP endpoint. A node running GTP may have several outstanding requests while waiting for responses. A single request shall be answered with a single response, regardless whether it is per UE, per APN, or per bearer. A request / response pair of messages shall have the same sequence number.

The Sequence Number shall be unique for each outstanding notification message sourced from the same IP/UDP endpoint. A node running GTP may have several outstanding notifications while waiting for acknowledge messages. A single notification shall be answered with a single acknowledge, regardless whether it is per UE, per APN, or per bearer. A notification / acknowledge pair of messages shall have the same sequence number.

In the specific case of GTP Command Messages which do not have an explicit response, but which trigger a Request Message, the sequence number used by Command Message shall be the same for all three messages: the Command, the triggered Request and the corresponding Response messages.

A sequence number used for a Command Message and its associated messages shall have the most significant bit set to 1. A sequence number used for a Request Message not triggered by a Command Message shall have the most significant bit set to 0.

This setting of the most significant bit of the sequence number is done to avoid potential clashes between the sequence number selected for a Command Message, and the sequence number selected by a GTP peer for a Request Message which was not triggered by a Command Message.

A timer shall be started when a signalling request message (for which a response has been defined) is sent. A signalling message request or response has probably been lost if a response has not been received before the timer expires. 

A timer shall be started when a notification message (for which an acknowledge messages has been defined) is sent. A notification or acknowledge message has probably been lost if a response has not been received before the timer expires.

A timer shall be started when a command message is sent. A command or request message has probably been lost if a request has not been received before the timer expires.

Different GTPv2 nodes may have different retransmission timers. A node may also have different timers for different messages in a same procedure. A large retransmission timer T-31 shall be started for a request message which triggers another GTP request message, while a smaller retransmission timer T-32 shall be started for other request messages. To ensure the timer of the outer loop message larger than the inner one, the node may also include in the outer loop request message its retransmission timer information. 
Once a timer expires, the request is then retransmitted if the total number of request attempts is less than the maximum number of retransmissions of the sending node. The timers and the number of retries  shall be configurable per procedure. 


All received command, notification, and request messages shall be responded to. Duplicated messages shall be discarded. A message should be considered as a duplicate when:

- It is a response message without a matching outstanding request.
- It has the same message type and sequence number with another message already received on the same GTP path.
If a GTPv2 node is not successful with the transfer of a signalling message, e.g. a Create Bearer Request message, it shall inform the upper layer of the unsuccessful transfer so that the controlling upper entity may take the necessary measures. If another message needs to be answered based on the result of this message, the GTPv2 node should respond to that message with a proper error cause.
* * * Next Change * * * *

7.8
Path Failure

 A path counter shall be reset each time a response is received on the path and incremented when the retransmission timer expires for any message sent on the path. If the counter exceeds the maximum number of retransmissions of a node, the node shall consider the path as down. In this case, the node may notify the Operation and Maintenance network element. GTP shall also notify the upper layer of the path failure, so that the bearer contexts associated with this path may be deleted. 


