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1. Introduction

In the chained S2a-S8 and S2b-S8 scenarios, the 3GPP AAA Proxy shall select the Serving GW during (authentucation and) authorization and inform the MAG (trusted non-3GPP gateway or ePDG) about this selection. Note that only one Serving GW is to be selected, which will be used for all PDN connections of the user. 
Subsequently, when the MAG sends PBUs (one is sent "immediately" for the default APN, further ones are sent when the user requests further PDN connection) to the Serving GW, it has to include also the PDN GW address. This ensures that the Serving GW can send PBU to the PDN GW that was selected by the 3GPP AAA Server (in case of initial attach) or that is already in use (in case of handover) shall be used for the PDN connection. 
2. Reason for Change

Supporting the above mentioned chaining scenarios requires that the 3GPP AAA Proxy sends both the Serving GW and PDN GW addresses (only one SGW address but potentially, several PDN GW addresses, one address per APN) to the MAG in the authentication and authorization answer (trusted access) or authorization (untrusted access) answer that contains Result-Code=DIAMETER_SUCCESS. 
While for the PDN-GWs, both IP address and FQDN is allowed, this is not seen necessary for the Serving GW. The 3GPP AAA Proxy is always in the same VPLMN network and is expected to have exact network topology information  that allows to provide the MAG with the IP address of the selected Serving GW.  
For the untrusted access, only one authorization procedure shall be needed (at the initial attach or after HO) but several authentication procedures, one per PDN connection. As the 3GPP AAA Proxy is selected randomly, there is no guarantee that the AAA proxy involved in different authentication processes would select the same S-GW. Therefore, we moved the SGW selection to the authorization procedure. 

Even though it may seem to be logical that - similarly to the PDN GW address (MIP6-Agent-Info) - the new AVP for S-GW address is also made part of the APN-Authorized AVP, this is not possible for two reasons: first, because the APN-Authorized AVP is also used on the SWx and SWd interfaces and second, because we (may) have multiple APN-Authorized AVP but only one Serving GW address is needed.

3. Conclusions

A new AVP needs to be defined that carries the Serving GW address on the STa and SWm interfaces. For the untrusted access, the SGW selection has to be included in the authorization procedure.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.273 1.1.0.
* * * First Change * * * *

5.1.2
Procedures Description

5.1.2.1
Trusted non-3GPP Access Authentication and Authorization

5.1.2.1.1
General
These procedures are transported over Diameter, the Access (Re-)Authentication and Authorization between the trusted non-3GPP access network and the 3GPP AAA Proxy or Server. The STa interface and Diameter application shall be used for authenticating and authorizing the UE for both PMIPv6 and MIPv4 FA-CoA mode trusted non-3GPP accesses.

When EAP-AKA is used in the trusted non-3GPP access authentication and PMIPv6 is used, the Serving Gateway acting as a MAG shall have also the role of the NAS. During the trusted non-3GPP access authentication the NAS shall serve as pass-through EAP authenticator. 

Diameter usage over the STa interface:

-
When EAP is used, the trusted non-3GPP access authentication and authorization procedure shall be mapped to the Diameter-EAP-Request and Diameter-EAP-Answer command codes specified in IETF RFC 4072 [5].

-
For (re)authentication procedures, the messaging described below shall be reused.

During the Access Authentication and Authorization procedure the trusted non-3GPP GW may provide information on its PMIPv6 capabilities to the 3GPP AAA Server. The 3GPP AAA Server may provide to the trusted non-3GPP GW an indication if PMIPv6 shall be used or not. If PMIPv6 is not used, the trusted non-3GPP GW shall assign a local IP address to the UE.

During the Access Authentication and Authorization procedure the trusted non-3GPP GW shall provide information on the Access Network Identity to the 3GPP AAA Server.

During the Access Authentication and Authorization  procedure the AAA Server may provide a Home Agent IPv6 address (and optionally IPv4 address) or FQDN to the trusted non-3GPP GW. This is needed if the DHCPv6 option for Home Agent address discovery is chosen (see TS 24.303 [13] and IETF Draft draft-ietf-mip6-bootstrapping-integrated [28]). If the Home Agent IPv6 address or FQDN is not included in the Access Authentication and Authorization Answer by the AAA server, the trusted non-3GPP GW shall not assign the Home Agent via DHCPv6.

The User-Name AVP may contain a decorated NAI (as defined in 3GPP TS 23.003 [14]) in a roaming case. In this case the 3GPP AAA Proxy shall process the decorated NAI and support routing of the Diameter request messages based on the decorated NAI as defined in 3GPP TS 23.234 [21] and 3GPP TS 23.003 [14].

For both PMIPv6 and MIPv4 FA-CoA mode trusted non-3GPP accesses, upon mobility between 3GPP and non-3GPP accesses, for the PDNs the UE is already connected, the PDN Gateway identity for each of the already allocated PDN Gateway(s) with the corresponding PDN information is provided to the trusted non-3GPP system. The PDN Gateway identity is a FQDN and/or IP address of the PDN GW. If a FQDN is provided, the trusted non-3GPP system shall derive it to IP address according to the selected mobility management protocol.
Table 5.1.2.1/1: Trusted non-3GPP Access Authentication and Authorization Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element contains the identity of the user. The identity is represented in NAI form as specified in IETF RFC 4282 [15], formatted as defined in 3GPP TS 23.003 [14].

	EAP payload
	EAP-payload
	M
	Encapsulated EAP payload used for the UE – 3GPP AAA Server mutual authentication

	Authentication Request Type
	Auth-Request-Type
	M
	Defines whether the user is to be authenticated only, authorized only or both. AUTHORIZE_AUTHENTICATE is required in this case.

	UE Layer-2 address
	Calling-Station-ID
	M
	Carries the Layer-2 address of the UE.

	Supported 3GPP QoS profile
	QoS-Capability
	O
	If the trusted non-3GPP Access supports QoS mechanisms, this information element may be included to contain the access network’s QoS capabilities as defined in IETF Draft draft-ietf-dime-qos-attributes [9].

	Mobility Capabilities
	MIP6-Feature-Vector
	C
	This information element shall contain the mobility capabilities of the trusted non-3GPP access network, if dynamic mobility mode selection is done. The PMIP6_SUPPORTED flag shall be set if the trusted non-3GPP access supports PMIPv6 (see IETF Draft draft-korhonen-dime-pmip6 [2]). The flag MIP6_INTEGRATED shall always be set as defined in IETF Draft draft-ietf-dime-mip6-integrated [6] and the flag PMIP6_SUPPORTED shall be set as defined in IETF Draft draft-korhonen-dime-pmip6 [2] to indicate that DHCPv6 based Home Agent address discovery is supported.

	Access Type 
	RAT-Type
	M
	Contains the trusted non-3GPP access network technology type.

	Access Network Identity 
	ANID
	M
	Contains the access network identifier used for key derivation at the HSS. (See 3GPP TS 24.302 [26] for all possible values)

	MAG IP address
	PMIP6-MAG-Address
	O
	This information element shall be used only when PMIPv6 is used. IP address of the MAG this access authentication and authorization session relates to.

	Visited Network Identifier
	Visited-Network-Identifier
	C
	Identifier that allows the home network to identify the Visited Network. This AVP shall be present if the non-3GPP GW is not located in the UE Home Network.

	APN Id
	Service-Selection
	O
	This information element contains the APN the user wants to connect to (if available).


Editor’s Note: It is FFS if other MIP6-Feature-Vector AVP flags than those listed could be used.

Table 5.1.2.1/2: Trusted non-3GPP Access Authentication and Authorization Answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element contains the identity of the user. The identity is represented in NAI form as specified in IETF RFC 4282 [15], formatted as defined in 3GPP TS 23.003 [14].

	EAP payload
	EAP payload
	M
	Encapsulated EAP payload used for UE- 3GPP AAA Server mutual authentication.

	Result code
	Result-Code /

Experimental Result Code
	M
	Result of the operation. Result codes are as in Diameter Base Protocol (IETF RFC 3588 [7]). Experimental-Result AVP shall be used for STa errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

	Session Alive Time
	Session-Timeout
	O
	Maximum number of seconds the user session should remain active.

	Accounting Interim  Interval
	Accounting Interim-Interval
	O
	Charging duration.

	Pairwise Master Key
	EAP-Master-Session-Key
	C
	Shall be sent if Result-Code AVP is set to DIAMETER_SUCCESS.

	Authorized APN Data
	APN-Authorized
	C
	This information element shall only be sent if the Result-Code AVP is set to DIAMETER_SUCCESS.

When PMIPv6 is used this AVP shall contain the default APN, the list of authorized APNs, user profile information and PDN GW information.

When local IP address assignment is used, this AVP shall only be present if DHCP based Home Agent discovery is used and contain the Home Agent Information for discovery purposes. 

The AGW knows if PMIPv6 is used or if a local IP address is assigned based on the flags in the MIP6-Feature-Vector.

APN-Authorized is a grouped AVP including the following information elements per APN:

- APN

- Authorized 3GPP QoS profile

- User IP Address (IPv4 and/or IPv6)

- PDN GW identity

- PDN GW allocation type

- VPLMN Dynamic Address Allowed

	Serving GW Address
	SGW-Address
	O
	This AVP is used only in chained S2a-S8 cases and it shall be sent only if the Result-Code AVP is set to DIAMETER_SUCCESS.   

	Mobility Capabilities
	MIP6-Feature-Vector
	C
	This information element shall only be sent if the Result-Code AVP is set to DIAMETER_SUCCESS.

It shall contain a AAA/HSS authorized set of mobility capabilities to the trusted non-3GPP access network, if dynamic mobility mode selection is done. 

The PMIP6_SUPPORTED or IP_LOCAL_SUPPORTED flags shall be set by the 3GPP AAA server to mandate which mobility protocol is used. The MIP6_INTEGRATED flag shall be set if a Home Agent address is provided for DHCPv6 based Home Agent address discovery. In the latter case HA information for DHCPv6 discovery is provided via the APN-Authorized AVP.

	Permanent User Identity
	Mobile-Node-Identifier
	C
	This information element shall only be sent if the Result-Code AVP is set to DIAMETER_SUCCESS and shall contain an AAA/HSS assigned identity (i.e. IMSI in EPC root NAI format as defined in 3GPP TS 23.003 [14]) to be used by the MAG in subsequent PBUs as the MN-ID or MIPv4 RRQs as the MN-NAI identifying the user in the EPS network.

The node in the trusted non-3GPP access network receiving this IE may ignore it, if the node has already acquired equivalent information through other access network specific means.

	Subscriber Priority
	Subscriber-Priority
	O
	Contains information to determine the Radio resource management (RRM) strategy at the access. This AVP is a grouped AVP which includes the following user information applicable to all APNs:

- Allowed persistent TFTs

- Max-Inst-Per-Service-Option 

- Max-Svc-Inst-Link-Flow-Total
- Service-Option-Profile

	3GPP AAA Server Name
	Redirect-Host
	C
	This information element shall be sent if the Result-Code value is set to DIAMETER_REDIRECT_INDICATION. When the user has previously been authenticated by another 3GPP AAA Server, it shall contain the Diameter identity of the 3GPP AAA Server currently serving the user. The node receiving this IE shall behave as defined in the Diameter Base Protocol (IETF RFC 3588 [7]). The command shall contain zero or one occurrence of this information element. 


Editor’s Note: It is FFS whether filtering rules need to be returned to NAS.

Editor’s Note: It is FFS how the AAA Server provides a Home Agent address to the trusted non-3GPP GW when connecting over S2c using Home Agent discovery based DHCPv6.

Editor's Note: It is FFS where the IP_LOCAL_SUPPORTED flag is defined.

Editor's Note: A new name for the Authorized APN AVP that reflects the use of that AVP for DHCP based Home Agent discovery for DSMIPv6 is FFS.
* * * Next Change * * * *

5.1.2.1.3
3GPP AAA Proxy Detailed Behaviour

The 3GPP AAA Proxy is required to handle roaming cases in which the trusted Non-3GPP GW is in the VPLMN. The 3GPP AAA Proxy shall act as a stateful proxy, with the following additions.

On receipt of the authentication request, the 3GPP AAA Proxy shall check the ANID AVP. If the requesting entity is not entitled to use the received value, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY and the authentication response shall be sent to the trusted non-3GPP GW.

On receipt of the first authentication and authorization request, the 3GPP AAA Proxy shall check locally configured information whether users from the HPLMN are allowed to activate a PDN connection from the non-3GPP access network via this (V)PLMN. If not, the Experimental-Result-Code shall be set to DIAMETER_ERROR_ROAMING_NOT_ALLOWED and the authentication and authorization response shall be sent to the non-3GPP GW.

On receipt of the authentication and authorization answer that completes a successful authentication, the 3GPP AAA Proxy 

-
shall check locally configured information about using the chained S8-S2a option towards the given HPLMN. If chaining is required, the 3GPP AAA Proxy shall select a Serving GW from its network configuration database and shall include the Serving GW address in the answer. 


-
shall check locally configured information for the maximum allowed static QoS parameters valid for visitors from the given HPLMN and modify the QoS parameters received from the 3GPP AAA Server, to enforce the policy limitations.
-
shall record the state of the connection (i.e. Authentication and Authorization Successful). 
* * * Next Change * * * *

5.2.2.1.2
Diameter-EAP-Answer (DEA) Command

The Diameter-EAP-Answer (DEA) command, indicated by the Command-Code field set to 268 and the ‘R’ bit cleared in the Command Flags field, is sent from a 3GPP AAA server to a trusted non-3GPP access network NAS. The ABNF is re-used from the IETF Draft draft-korhonen-dime-pmip6 [2]. The ABNF also contains AVPs that are reused from IETF RFC 4072 [5].
< Diameter-EAP-Answer > ::=

< Diameter Header: 268, PXY, 16777250 >

< Session-Id >

{ Auth-Application-Id }
{ Result-Code }
[ Experimental-Result ]
{ Origin-Host }
{ Origin-Realm }

{ Auth-Request-Type }

{ EAP-Payload }

[ User-Name ]
[ Session-Timeout ]
[ Accounting-Interim-Interval ]
[ EAP-Master-Session-Key ]

*[ APN- Authorized ]
[SGW-Address]
[ MIP6-Feature-Vector ]

[ Mobile-Node-Identifier ]

[ IP-MMS ] 
*[ Redirect-Host ]
…
*[ AVP ]

* * * Next Change * * * *

5.2.3
Information Elements

5.2.3.1
General
The following table describes the Diameter AVPs defined for the STa interface protocol in  PMIPv6 mode, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted.
Table 5.2.3.1/1: Diameter STa AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	APN-Authorized
	tbd
	8.2.3.7
	Grouped
	M
	
	
	
	No

	SGW-Address
	tbd
	5.2.3.x
	Address
	M,V
	P
	
	
	No

	IP-MMS
	tbd
	5.2.3.3
	
	M,V
	
	
	
	No

	MIP6-Feature-Vector
	
	5.2.3.4
	
	M
	
	
	V
	

	PMIP6-MAG-Address
	tbd
	5.2.3.5
	Address
	M
	
	
	V
	No

	QoS-Capability
	tbd
	5.2.3.6
	
	
	
	
	
	

	RAT-Type
	tbd
	5.2.3.8
	Enumerated
	M,V
	P
	
	
	Y

	Visited-Network-Identifier
	600
	9.2.3.1.3
	UTF8String
	M,V
	
	
	
	No

	ANID
	tbd
	5.2.3.14
	UTF8String
	M, V
	
	
	
	No

	Service-Selection
	tbd
	5.2.3.7
	UTF8String
	M
	P
	
	V
	No

	Mobile-Node-Identifier
	tbd
	5.2.3.2
	UTF8String
	M
	P
	
	V
	No


The following table describes the Diameter AVPs re-used by the STa interface protocol from existing Diameter Applications, including a reference to their respective specifications and when needed, a short description of their use within STa. Other AVPs from existing Diameter Applications, except for the AVPs from Diameter Base Protocol, do not need to be supported. 

Table 5.2.3.1/2: STa re-used Diameter AVPs

	Attribute Name
	Reference
	Comments

	Accounting-Interim-Interval
	IETF RFC 3588 [7]
	

	Auth-Request-Type
	IETF RFC 3588 [7]
	

	Calling-Station-Id
	IETF RFC 4005 [6]
	

	EAP-Master-Session-Key
	IETF RFC 4072 [5]
	

	EAP-Payload
	IETF RFC 4072 [5]
	

	RAT-Type
	3GPP TS 29.212 [23]
	

	Re-Auth-Request-Type
	IETF RFC 3588 [7]
	

	Session-Timeout
	IETF RFC 3588 [7]
	

	User-Name
	IETF RFC 3588 [7]
	


Only those AVP initially defined in this reference point and for this procedure are described in the following subchapters.
* * * Next Change * * * *

5.2.3.x SGW-Address
The SGW-Address AVP (AVP Code TBD) is of type Address and contains the IP address of the Serving GW, where the MAG needs to send PBU request(s).  This AVP is needed in deployments where S2a-S8 or S2b-S8 chaining is used.
* * * Next Change * * * *

7.1.2.2.1
General
This procedure shall be used between the ePDG and 3GPP AAA Server and Proxy. It shall be invoked by the ePDG, upon receipt from the UE of a "tunnel establishment request" message and subsequent to the success of tunnel authentication, i.e. upon receipt of a DEA message from the 3GPP AAA Server with Result Code set to DIAMETER_SUCCESS.

The SWm reference point shall perform authorization download based on the reuse of the NASREQ IETF RFC 4005 [4] AAR-AAA command set. Upon a successful authorization, when PMIPv6 is used, the 3GPP AAA server shall return PMIPv6 related information back to the ePDG. This information shall include the assigned PDN GW, UE HNP and/or UE IPv4-HoA.

During the Authorization procedure the AAA Server may provide a Home Agent IPv6 address (and optionally IPv4 address) or FQDN to the ePDG. This is needed to enable HA address discovery based on IKEv2 (see TS 24.303 [13]).

For PMIPv6 untrusted non-3GPP accesses, upon mobility between 3GPP and non-3GPP accesses, for the PDNs the UE is already connected, the PDN Gateway identity for each of the already allocated PDN Gateway(s) with the corresponding PDN information is provided to the ePDG. The PDN Gateway identity is a FQDN and/or IP address of the PDN GW. If a FQDN is provided, the ePDG shall derive it to IP address according to the selected mobility management protocol.
Table 7.1.2.2/1: SWm Authorization Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element shall contain the NAI identifier of the UE as specified in 3GPP TS 23.003 [14]. The identity may be extracted from the Current UE Identity IE if that is different from the identity used during the authentication phase.

	Diameter Session ID
	Session-Id
	M
	This information element shall identify the session uniquely.

	Request Type
	Auth-Request -Type
	M
	This information element shall contain the type of request. It shall have the value AUTHORIZATION REQUEST (0). It indicates the initial request for authorization of the user to the APN.

	APN
	Service-Selection
	C
	This information element shall contain the APN for which the UE is requesting authorization. This AVP shall be present when Session-Request-Type AVP is set to AUTHORIZATION REQUEST.

	QoS capabilities (See section 9.2.3.2.5)
	QoS-Capability
	C
	If the ePDG supports QoS mechanisms, this information element may be included to contain the ePDG’s QoS capabilities.

	Mobility features
	MIP6-Feature-Vector
	C
	It shall contain the mobility features supported by the ePDG, if dynamic IP mobility mode selection is done. The PMIP6_SUPPORTED flag shall be set as defined in IETF Draft draft-korhonen-dime-pmip6 [2] if PMIPv6 is supported. The MIP6_INTEGRATED flag shall be used to indicate to the 3GPP AAA server that the ePDG supports IKEv2 based Home Agent address discovery. The IP4_HOA_SUPPORTED flag shall be set if the ePDG supports, and the user subscription profile is allowed, the use of IPv4 HoA. 


Table 7.1.2.2/2: SWm Authorization Answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	C
	This information element shall contain the IMSI of the user. This shall be present if Registration Result Code is set to DIAMETER_SUCCESS and the AAR did not contain the IMSI.

	Diameter Session ID
	Session-Id
	M
	This information element shall identify the session uniquely.

	Registration Result
	Result-Code/ Experimental Result Code
	M
	It shall contain the result of the operation. 

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

	Mobility Capabilities
	MIP6-Feature-Vector
	C
	If the authorization succeeded and dynamic mobility mode selection is done, then this IE shall contain the authorized mobility features. The PMIP6_SUPPORTED flag shall be set to indicate that PMIPv6 is to be used. The IP_LOCAL_SUPPORTED flag shall be set to indicate that a local IP address is to be assigned. The IP4_HOA_SUPPORTED flag shall be set if the PDN GW supports, and the user subscription profile is allowed, the use of IPv4 HoA.

	UE IPv4 Home Address
	PMIP6-IPv4-Home-Address
	O
	If the authorization succeeded, and the user has an IPv4-HoA statically defined as part of his profile data, then this IE shall contain the IPv4-HoA allocated and assigned to the UE.

	Authorized APN Data
	APN-Authorized
	C
	Contains the authorized APN, user profile information and PDN GW information.

APN-Authorized is a grouped AVP including the following information elements per APN:

- APN

- Authorized 3GPP QoS profile

- User IP Address (IPv4 and/or IPv6)

- PDN GW identity

- PDN GW allocation type

- VPLMN Dynamic Address Allowed

	Serving GW Address
	SGW-Address
	O
	This AVP is used only in chained S2b-S8 cases and it shall be sent only if the Result-Code AVP is set to DIAMETER_SUCCESS.   

	Session time
	Session-Timeout
	C
	If the authorization succeeded, then this IE shall contain the time this authorization is valid for.

	Permanent User Identity
	Mobile-Node-Identifier
	M
	This information element shall contain an AAA/HSS assigned identity (i.e. IMSI in EPC root NAI format as defined in 3GPP TS 23.003 [14]) to be used by the MAG in subsequent PBUs as the MN-ID identifying the user in the EPS network.

The ePDG receiving this IE may ignore it, if the ePDG has already acquired equivalent information through other access network specific means.


* * * Next Change * * * *

7.1.2.1.3
3GPP AAA Proxy Detailed Behaviour

The 3GPP AAA Proxy shall be required to handle roaming cases in which the ePDG is in the VPLMN. The 3GPP AAA Proxy shall act as a stateful proxy with the following additions.

On receipt of the first authentication request, the 3GPP AAA Proxy shall check locally configured information whether users from the HPLMN are allowed to activate a PDN connection from the non-3GPP access network via this (V)PLMN. If not, the Experimental-Result-Code shall be set to DIAMETER_ERROR_ROAMING_NOT_ALLOWED and the authentication response shall be sent to the ePDG.

On receipt of the authentication answer that completes a successful authentication, the 3GPP AAA Proxy 



-
shall check locally configured information for the maximum allowed static QoS parameters valid for visitors from the given HPLMN and modify the QoS parameters received from the 3GPP AAA Server, to enforce the policy limitations.

-
shall record the state of the connection (i.e. Authentication Successful). 
* * * Next Change * * * *

7.1.2.2.3
3GPP AAA Proxy Detailed Behaviour

The 3GPP AAA Proxy shall be required to handle roaming cases in which the PDG is in the VPLMN. The 3GPP AAA Proxy shall act as a stateful proxy, with the following extensions.

On receipt of an authorization request, the 3GPP AAA Proxy shall check locally configured information whether users from the HPLMN are allowed activate a PDN connection from the non-3GPP access network via this (V)PLMN. If not, the Experimental-Result-Code shall be set to DIAMETER_ERROR _ROAMING_NOT_ALLOWED and the the AA-A message shall be sent to the PDG. In all other cases, the message shall be forwarded transparently to the 3GPP AAA Server.

On receipt of the authorization answer, the 3GPP AAA Proxy

-
shall check locally configured information about using the chained S8-S2b option towards the given HPLMN. If chaining is required, the 3GPP AAA Proxy shall select a Serving GW from its network configuration database and shall include the Serving GW address in the answer. 

-
shall check locally configured information for the maximum allowed static QoS parameters valid for visitors from the given HPLMN and modify the QoS parameters received from the 3GPP AAA Server, to enforce the policy limitations.

-
shall record the state of the connection (i.e. Authorization Successful). 
* * * Next Change * * * *

7.2.2.1.4
Diameter-AA-Answer (AAA) Command
The AA-Answer (AAA) command, indicated by the Command-Code field set to 265 and the ‘R’ bit cleared in the Command Flags field, is sent from 3GPP AAA Server/Proxy to a ePDG. 

<AA-Answer> ::= 



< Diameter Header: 265, REQ, PXY >

< Session-Id >

{ Auth-Application-Id }

{ Auth-Request-Type }

{ Result-Code }

{ Origin-Host }

{ Origin-Realm }

[ User-Name ]

[APN-Authorized]
[SGW-Address]
[ MIP6-Feature-Vector ]
[ Mobile-Node-Identifier ]

[ Session-Timeout ]

…

*[ AVP ]
* * * Next Change * * * *

7.2.3
Information Elements

7.2.3.1
General
The following table describes the Diameter AVPs defined for the SWm interface protocol for untrusted non-3GPP access, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted.
Table 7.2.3.1/1: Diameter SWm AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	APN-Authorized
	tbd
	8.2.3.7
	Grouped
	M
	
	
	V
	No

	SGW-Address
	tbd
	5.2.3.x
	Address
	M,V
	P
	
	
	No

	Chargeable-User-Id
	89
	5.2.3.2
	OctetString
	M
	
	
	V
	

	IP-MMS
	tbd
	5.2.3.3
	FFS
	M,V
	
	
	
	No

	MIP6-Feature-Vector
	tbd
	5.2.3.4
	Unsigned64
	M
	
	
	V
	

	QoS-Capability
	tbd
	9.2.3.2.5
	Grouped
	M
	
	
	V
	No

	RAT-Type
	tbd
	5.2.3.8
	Enumerated
	M,V
	P
	
	
	Y

	Visited-Network-Identifier
	600
	9.2.3.1.3
	UTF8String
	M,V
	
	
	
	No


The following table describes the Diameter AVPs re-used by the SWm interface protocol from existing Diameter Applications, including a reference to their respective specifications and when needed, a short description of their use within SWm. Other AVPs from existing Diameter Applications, except for the AVPs from Diameter Base Protocol, do not need to be supported.

Table 7.2.3.1/2: SWm re-used Diameter AVPs

	Attribute Name
	Reference
	Comments

	Auth-Request-Type
	IETF RFC 3588 [7]
	

	Called-Station-Id 
	IETF RFC 4005 [6]
	

	EAP-Master-Session-Key
	IETF RFC 4072 [5]
	

	EAP-Payload
	IETF RFC 4072 [5]
	

	Re-Auth-Request-Type
	IETF RFC 3588 [7]
	

	Session-Timeout
	IETF RFC 3588 [7]
	

	User-Name
	IETF RFC 3588 [7]
	


Only those AVP initially defined in this reference point and for this procedure are described in the following subchapters. 
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