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1. Introduction
TS 29.274 section 7.7 has text for error handling for invalid GTP messages and specifically invalid IE formats, unrecognized formats and similar issues in section 7.7.  A cleanup on that section is performed.  Also section 7.8 should refer to TS 23.007. 
2. Reason for Change
In last meeting the IE TLV format was changed to TLIV format. Some of these conditions change how to handle IE format errors.   

The CR bit and Conditional IEs were never brought into section 7.7 that is corrected. 

Cause IE to indicate an invalid IE was being sent in responses to responses. This was corrected. 
Recovery and restart related issues are to be handled in TS 23.007 so the current text in 7.8 on path failure handling and recovery is removed and replaced with the reference to 23.007. 
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.274 v1.3.1.
NOTE that the proposed change to section 7.7.11 is very much dependent on the discussion about ordering of IEs in GTPv2-C which shall take place during CT4#41. The content of this section needs to be adapted according to that discussion.

* * * First Change * * * *

7.7
Error Handling

7.7.1 
Protocol Errors

A protocol error is defined as a message or Information Element received from a peer entity with unknown, unforeseen or erroneous content. The term silently discarded is used in the following subclauses to mean that the receiving GTP entity's implementation shall discard the message without further processing, or if possible discard the optional IE and continue processing. The receiving entity should however log the event including the erroneous message and should include the error in a statistical counter. Silently Discarding a message or IE(s) within a message should only be used for messages or IE(s) that can be safely ignored. IE(s) that can safely be ignored by a receiver are ones with the CR bit set to 0 or are indicated as optional in the current GTP message grammar of the receiver.

A receiving node may deviate from the required error handling requirements, in the case of sending back messages with cause values, in order to limit traffic load or mitigate against a denial-of-service attack. 

An information element with 'Mandatory' in the 'Presence requirement' column of a message definition shall always be present in that message.
An information element with 'Conditional' in the 'Presence requirement' column of a message definition shall be present when the conditions detailed in the 'Presence requirement' are met.

The Error Indication and Version Not Supported Indication messages shall be considered as Responses for the purpose of this subclause.
The subclauses 7.7.2 to 7.7.14 shall be applied in decreasing priority.

Generally, in subclauses 7.7.2 to 7.7.14 when an error in an incoming GTP message is detected the GTP entity should log the error even if the IE or message fault is ignored or discarded. If the received message is a GTP response for a pending GTP request the GTP transaction layer shall stop retransmission of the matching request and notify the GTP application layer of the error even if the response is itself discarded.
7.7.2 
Different GTP Versions

If a receiving peer node receives a GTP message of an unsupported version, that node shall return a GTP Version Not Supported Indication message indicating in the Version field of the GTP header the latest GTP version that that node supports. The received GTP-PDU shall then be discarded.


7.7.3 
GTP Message Too Short

When a GTP message is received, and it is too short to contain the GTP header for the GTP version that the sender claims to use, the GTP-PDU message shall be silently discarded.


7.7.4 
Unknown GTP Signalling Message

When a message using a Message Type value defining an Unknown GTP signalling message is received, it shall be silently discarded.


7.7.5 
Unexpected GTP Signalling Message

When an unexpected GTP control plane message is received, e.g. a Response message for which there is no corresponding outstanding Request it shall be silently discarded.


7.7.6 
Missing Mandatory or Conditional Information Elements

The receiver of a GTP signalling Request message with a missing mandatory information element shall discard the requestand shall send a Response with Cause set to 'Mandatory IE missing' together with a value of the missing mandatory IE.

The receiver of a Response with a missing mandatory information element shall notify the upper layer.
A missing Conditional Information Element in a GTPv2 message (grouped IE) whose condition is true may be treated the same way as an Invalid Mandatory IE. However, the Cause 'Mandatory IE missing' is replaced with 'Conditional IE missing'.
7.7.7 
Invalid Length

TLIV format information element shall have a variable length. In a received GTP signalling message Request, a mandatory TLIV format information element may have a Length smaller than the minimum possible Length defined in the version that this message claims to use.  In this case, this information element shall be discarded, the error should be logged, and a Response shall be sent with Cause set to 'Mandatory IE incorrect' together with a copy of the offending mandatory IE.

In a received GTP signalling Response message, if a mandatory TLIV format information element has a Length  smaller that the minimum possible Length defined in the version that this message claims to use, then the requesting entity shall treat the GTP signalling procedure as having failed.
7.7.8 
Invalid Mandatory or Conditional Information Element

The receiver of a GTP signalling message Request including a mandatory information element with a Value that is not in the range defined for this information element value shall discard the request and shall send a response with Cause set to 'Mandatory IE incorrect' together with a copy of the offending mandatory IE.

The receiver of a GTP signalling message Response including a mandatory information element with a Value that is not in the range defined for this information element shall notify the upper layer that a message with this sequence number has been received. 
If a GSN receives an information element with a value which is shown as reserved, it shall treat that information element as invalid. It shall send a response with Cause set to 'Reserved Message Value Received' together with a copy of the offending message.

The principle is: the use of reserved values invokes error handling; the use of spare values can be silently discarded and so in the case of IEs with spare values used, processing shall be continued ignoring the spare values.
An Invalid Conditional Information Element in a GTPv2 message shall be treated the same way as an Invalid Mandatory IE however the Cause 'Mandatory IE incorrect' is replaced with 'Conditional IE incorrect'. 
7.7.9 
Invalid Optional Information Element

The receiver of a GTP signalling message including an optional information element with a Value that is not in the range defined for this information element value shall discard this IE, but shall treat the rest of the message as if this IE was absent and continue processing.

If a GTP entity receives an information element with a value which is shown as reserved, it shall treat that information element as not being in the range defined for the information element.


The receiver shall not check the content of an information element field that is defined as 'spare'.


7.7.10 
Unknown Information Element

An information element with an unknown Type value and CR=0 shall be ignored by the receiver of the message. This information element shall be skipped using its Length value. 
The receiver of a GTP signalling message Request including an information element with an unknown Type value and CR=1 shall discard the request, and shall send a response with Cause set to 'Unknown CR IE' together with a copy of the offending unknown IE.

The receiver of a GTP signalling message Response including an information element with an unknown Type value and CR=1 shall discard the Response. 

7.7.11 
Out of Sequence Information Elements

Since all IE are TLIV encoded the IE order is not needed to parse a GTPv2-C encoded message so no error occurs in this version of GTP. 
Editor's Note:  Sending IE in order may still be required by GTPv2 to allow GTPv2 parsers to be more efficient but it should not invoke a functional fault on reception.


7.7.12 
Unexpected Information Element

An information element with a Type value which is defined in section 8.1 of the present specification but whose Instance Value is not expected in the received GTP signalling message according to the grammar defined in section 7.1 to 7.5 of the present specification shall be ignored (skipped) and the rest of the message processed as if this information element was not present. 
NOTE:
An Information Element in an encoded GTPv2 message or grouped IE is identified by the pair of IE Type and Instance value. 
7.7.13 
Repeated Information Elements

An Information Element is repeated if there is more than one IE with the same IE Type and Instance in the scope of the GTP message (scope of the grouped IE). Such an IE is a member in a list.
If an information element is repeated in a GTP signalling message in which repetition of the information element is not specified, only the contents of the information element appearing first shall be handled and all subsequent repetitions of the information element shall be ignored. When repetition of information elements is specified, only the contents of specified repeated information elements shall be handled and all subsequent repetitions of the information element shall be ignored.

7.7.14 
Incorrect Optional Information Elements

All optional information elements that are incorrect in a GTP signalling message shall be treated as not present in the message.
7.8
Path Failure

Restoration and Recovery procedures, including path failure, are specified in 3GPP TS 23.007 [17].

* * * Next Change * * * *

8.4
Cause

Cause IE is coded as this is depicted in Figure 8.4-1.

	.
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 2 (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4
	CR
	Spare
	Spare
	Instance
	

	
	5
	Cause value
	

	
	6-(n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.4-1: Cause

The Cause value shall be included in the response message. In a response message, the Cause value indicates the acceptance or the rejection of the corresponding request message. The Cause value shall indicate the explicit reason for the rejection. 

If the rejection is due to a faulty IE, the offending IE shall be included as embedded IE within the cause “IE”. In this case, the Cause IE becomes a grouped IE. The IE would be coded as depicted if Figure 8.4-2.

	.
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 71 (decimal)
	

	
	2-3
	Length = n + 4 (?)
	

	
	4
	CR
	Spare
	Spare
	Instance
	

	
	5
	Cause value
	

	
	6
	Type = <type of the offending IE>
	

	
	7-8
	Length = n (decimal)
	

	
	9-(n+7)
	Value of the offending IE
	


Figure 8.4-2: Cause including an embedded "offending IE"

The Cause may also be included in the request message. In a request message, the Cause value indicates the reason for the request.

"Request accepted" is returned when the GTPv2 entity has accepted a control plane request.

Table 8.4-1: Cause values

	Message Type
	Cause value 

(decimal)
	Meaning

	
	0
	Reserved. Shall not be sent and if received the Cause shall be treated as an invalid IE

	Request
	1
	Paging Cause

	
	2-15
	Spare. This value range is reserved for Cause values in a request message

	Acceptance Response
	16
	Request accepted

	
	17
	Request accepted partially

	
	18-63
	Spare. This value range is reserved for Cause values in acceptance response message

	Rejection Response
	64
	Context Non Existent/Found

	
	65
	Invalid Message Format

	
	66
	Version not supported

	
	67
	Invalid length

	
	68
	Service not supported

	
	69
	Mandatory IE incorrect

	
	70
	Mandatory IE missing

	
	71
	Optional IE incorrect

	
	72
	System failure

	
	73
	No resources available

	
	74
	Semantic error in the TFT operation

	
	75
	Syntactic error in the TFT operation

	
	76
	Semantic errors in packet filter(s)

	
	77
	Syntactic errors in packet filter(s)

	
	78
	Missing or unknown APN

	
	79
	Unexpected repeated IE

	
	80
	GRE key not found

	
	81
	Reallocation failure

	
	82
	Denied in RAT

	
	83
	Preferred PDN type not supported

	
	84
	All dynamic addresses are occupied

	
	85
	UE context without TFT already activated

	
	86
	Protocol type not supported

	
	87
	UE not responding

	
	88
	UE refuses

	
	89
	Service denied

	
	90
	Unable to page UE

	
	91
	No memory available

	
	92
	User authentication failed

	
	93
	APN access denied – no subscription

	
	X
	Unknown CR IE

	
	Y
	Conditional IE missing

	
	Z
	Conditional IE incorrect

	
	94-255
	Spare. This value range is reserved for Cause values in rejection response message


