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1. Introduction
<Introduction part (optional)>

2. Reason for Change
The Specification for the APN Restriction and Selection Mode IE is missing from TS 29.274 and should be added. 
3. Conclusions

The encoding of the APN Restriction IE and Selection Mode is taken from TS 29.060 with revision marks against that specification. The valid combinations of APN Restrictions values has been copied from TS 23.060.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.274 v1.2.0.
* * * First Change * * * *

7.2.1
Create Session Request

The Create Session Request message is sent on S11 by the MME to the SGW, and on S5/S8 by the SGW to the PGW as part of the procedures:

-
E-UTRAN Initial Attach

-
UE requested PDN connectivity

It is also sent on S11 by the MME to the SGW as part of the procedure:

-
Tracking Area Update procedure with Serving GW change

and on S4 by the SGSN to the SGW as part of the procedure:

-
Routing Area Update with MME interaction and with SGW change

Editor's Note: Used in the following procedures and steps of 3GPP TS 23.401v8.2.0 [y]:
E-UTRAN Initial Attach (5.3.2.1) Step 13 (S11)

E-UTRAN Initial Attach (5.3.2.1) Step 14 (S5/8)

UE requested PDN connectivity (5.10.2) Step 2 (S11)

UE requested PDN connectivity (5.10.2) Step 3 (S5/8)

Tracking Area Update procedure with Serving GW change (5.3.3.1) Step 8 (S11)

· Routeing Area Update with MME interaction and with SGW change (5.3.3.6) Step 7 (S4)

Table 7.2.1a: Information Elements in a Create Session Request

	Information elements
	P
	Condition / Comment
	CR
	IE Type

	IMSI
	M
	None
	1
	IMSI

	MSISDN
	C
	S11 eUTRAN Initial Attach: included if provided in the subscription data from the HSS

S5/8 eUTRAN Initial Attach: included if provided by the MME

S11 PDN contact.: included if the MME has it stored for that UE

TAU, RAU: Not included
	1
	MSISDN

	ME Identity (MEI)
	C
	The MME shall include ME Identity (MEI) IE, if available.
	1
	MEI

	User Location Info (ULI)
	M
	Not applicable to TAU/RAU
	1
	ULI

	Serving Network
	M
	Not applicable to TAU/RAU
	1
	Serving Network

	RAT Type
	M
	None
	1
	RAT Type

	S5/8 Protocol Indicator
	C
	Mandatory on S11 / S4
	1
	

	Sender F-TEID for Control Plane
	M
	MME-S11 / SGSN-S4 / SGW-S5/8
	1
	F-TEID

	PGW S5/S8 Address for Control Plane
	C
	Mandatory on S11 / S4 if GTP based S5/S8
	1
	F-TEID

	PGW S5/S8 PMIP Address
	C
	Mandatory if PMIP based S5/S8
	1
	F-TEID

	PGW GRE Key
	C
	TAU & RAU: Mandatory if PMIP based S5/S8

Not included otherwise
	1
	

	Access Point Name (APN)
	M
	Not applicable to TAU/RAU
	1
	APN

	Selection Mode
	M
	Indicates whether a subscribed APN or a non subscribed APN chosen by the MME was selected.

Not applicable to TAU/RAU
	1
	Selection Mode

	PDN Address Allocation (PAA)
	M
	Not applicable to TAU/RAU
	1
	PAA

	Dual Address Bearer Flag
	M
	set when the UE requests PDN type IPv4v6 and all SGSNs which the UE may be handed over to are Release 8 or above supporting dual addressing, which is determined based on node pre-configuration by the operator
	1
	Indicator?

	Handover Indication
	M
	
	1
	Indicator?

	Maximum APN Restriction
	M
	Denotes the most stringent restriction as required by any already active bearer context. If there are no already active bearer contexts, this value is set to the least restrictive type
	1
	APN Restriction

	Aggregate Maximum Bit Rate (AMBR)
	M
	APN-AMBR

Not applicable to TAU/RAU
	1
	AMBR

	Protocol Configuration Options (PCO)
	O
	Not applicable to TAU/RAU
	1
	PCO

	Bearer Contexts
	M
	1 bearer for "eUTRAN Initial Attach" or "PDN Connection Activation"

X bearers for Handover/TAU with SGW change
	1
	Bearer Context List

	Trace Information
	C
	Trace Reference, Trace Type, Trigger Id, OMC Identitiy.

Included if SGW and/or PGW is activated.
	1
	

	Private Extension
	O
	None
	0
	Private Extension


Editor’s notes: It is FFS whether there is more Information Element for this message.

Editor's note: It is FFS whether some of the "xxx Indicator" IEs might be merged.
Table 7.2.1b: Bearer Context List within Create Session Request

	Bearer Context List IE Type = 98 (decimal)

	Length = n (decimal)

	# of Bearers = m (decimal)

	For each bearer:


	Information elements
	P
	Condition / Comment
	CR
	IE Type

	EPS Bearer ID
	M
	
	1
	EBI

	Cause
	C
	Not used in Request messages
	1
	Cause

	UL TFT
	O
	
	1
	Bearer TFT

	DL TFT
	O
	
	1
	Bearer TFT

	S1 eNodeB F-TEID
	C
	Present in:

· S11 message at eUTRAN handover/TAU
	1
	F-TEID

	S1 SGW F-TEID
	C
	Not used in Create Session Response
	1
	F-TEID

	S4-U SGSN F-TEID
	C
	S4 usage only
	1
	F-TEID

	S4-U SGW F-TEID
	C
	S4 usage only
	1
	F-TEID

	S5/8-U SGW F-TEID
	C
	Handover/TAU (S5/8)
	1
	F-TEID

	S5/8-U PGW F-TEID
	C
	Handover/TAU (S11)
	1
	F-TEID

	S12 RNC F-TEID
	C
	S12 usage only
	1
	F-TEID

	S12 SGW F-TEID
	C
	S12 usage only
	1
	F-TEID

	Bearer Level QoS
	C
	
	1
	Bearer QoS

	Legacy QoS
	C
	
	1
	Legacy QoS

	Charging Characteristics
	C
	To be included according to TS 32.251
	1
	Charging Characteristics

	Charging Id
	C
	
	1
	Charging Id

	Prohibit Payload Compression
	O
	
	1
	


7.2.2
Create Session Response

The Create Session Response message is sent on S11 by the SGW to the MME, and on S5/S8 by the PGW to the SGW as part of the procedures:

-
E-UTRAN Initial Attach

-
UE requested PDN connectivity

It is also sent on S11 by the SGW to the MME as part of the procedure:

-
Tracking Area Update procedure with Serving GW change

and on S4 by the SGW to the SGSN as part of the procedure:

-
Routing Area Update with MME interaction and with SGW change

Editor's Note: Used in the following procedures and steps of 3GPP TS 23.401v8.2.0 [y]:
E-UTRAN Initial Attach (5.3.2.1) Step 17 (S11)

E-UTRAN Initial Attach (5.3.2.1) Step 16 (S5/8)

UE requested PDN connectivity (5.10.2) Step 6 (S11)

UE requested PDN connectivity (5.10.2) Step 5 (S5/8)

Tracking Area Update procedure with Serving GW change (5.3.3.1) Step 11 (S11)

Routeing Area Update with MME interaction and with SGW change (5.3.3.6) Step 11 (S4)
Table 7.2.2a: Information Elements in a Create Session Response

	Information elements
	P
	Condition / Comment
	CR
	IE Type

	Cause
	M
	
	1
	Cause

	PDN Type
	M
	IPv4, IPv6, or IPv4v6
	1
	

	BCM
	M
	The negotiated Bearer Control Mode for GERAN/UTRAN.
	1
	

	CGI/SAI/RAI change report required
	M
	
	
	

	Sender F-TEID for Control Plane
	M
	SGSN-S4 / SGW-S5/8 / PGW-S5/8
	1
	F-TEID

	PGW S5/S8 Address for Control Plane
	C
	Mandatory if GTP based S5/S8
	1
	F-TEID

	PGW S5/S8 PMIP Address
	C
	Mandatory if PMIP based S5/S8
	1
	F-TEID

	PGW GRE Key
	C
	Mandatory if PMIP based S5/S8
	1
	

	PDN Address Allocation (PAA)
	M
	Not applicable to TAU/RAU
	1
	PAA

	Handover Indication
	M
	
	1
	Indicator

	APN Restriction
	M
	Denotes the restriction on the combination of types of APN for the APN associated with this EPS bearer Context.
	1
	APN Restriction

	Protocol Configuration Options (PCO)
	O
	Not applicable to TAU/RAU
	1
	PCO

	Bearer Contexts
	M
	1 bearer for "eUTRAN Initial Attach" or "PDN Connection Activation"

X bearers for Handover/TAU with SGW change
	1
	Bearer Context List

	Charging Id
	M
	
	1
	

	Trace Information
	C
	Trace Reference, Trace Type, Trigger Id, OMC Identitiy.

Included if SGW and/or PGW is activated.
	1
	

	Private Extension
	O
	None
	0
	Private Extension


Editor’s notes: It is FFS whether there is more Information Element for this message.

Editor's note: Note that some of the parameter above do not have a defined IE type yet. They shall be defined, but it seems advisable to wait until a more complete list of missing IE types is available.

Table 7.2.2b: Bearer Context List within Create Session Response

	Bearer Context List IE Type = 98 (decimal)

	Length = n (decimal)

	# of Bearers = m (decimal)

	For each bearer:


	Information elements
	P
	Condition / Comment
	CR
	IE Type

	EPS Bearer ID
	M
	
	1
	EBI

	Cause
	M
	Indicates if the bearer handling was successful, and if not, gives information on the reason.
	1
	Cause

	UL TFT
	O
	
	1
	Bearer TFT

	DL TFT
	O
	
	1
	Bearer TFT

	S1 eNodeB F-TEID
	C
	Present in:

- S11 message at eUTRAN handover/TAU
	1
	F-TEID

	S1 SGW F-TEID
	C
	Present in:

- S11 message at eUTRAN handover/TAU
	1
	F-TEID

	S4-U SGSN F-TEID
	C
	S4 usage only
	1
	F-TEID

	S4-U SGW F-TEID
	C
	S4 usage only
	1
	F-TEID

	S5/8-U SGW F-TEID
	
	Not used in Create Session Response
	1
	F-TEID

	S5/8-U PGW F-TEID
	M
	
	1
	F-TEID

	S12 RNC F-TEID
	C
	S12 usage only
	1
	F-TEID

	S12 SGW F-TEID
	C
	S12 usage only
	1
	F-TEID

	Bearer Level QoS
	C
	
	1
	Bearer QoS

	Legacy QoS
	C
	
	1
	Legacy QoS

	Charging Characteristics
	
	Not used in Response messages
	1
	Charging Characteristics

	Charging Id
	M
	
	1
	Charging Id

	Prohibit Payload Compression
	O
	
	1
	


* * * Next Change * * * *

8.1
Information Element Types

A GTP control plane (signalling) message may contain several information elements. In order to have forward compatible type definitions for the GTPv2 information elements, all of them shall be TLV coded. GTPv2 information element type values are specified in the Table 8.1.

The Length field contains the length of the information element excluding the Type and Length field.

For all the length fields, bit 8 of the lowest numbered octet is the most significant bit and bit 1 of the highest numbered octet is the least significant bit.

Within information elements, certain fields may be described as spare. These bits shall be transmitted with the value set to 0. To allow for future features, the receiver shall not evaluate these bits.

Table 8.1: Information Element types for GTPv2

	IE Type value (Decimal)
	Information elements
	Comment / Reference

	0
	Reserved
	

	1
	International Mobile Subscriber Identity (IMSI)
	Extendable /

	2
	Cause
	Extendable /

	3
	Recovery (Restart Counter)
	Extendable /

	4-70
	Reserved for other protocols (e.g. S101 AP)
	Extendable /

	71
	Access Point Name (APN)
	Extendable /

	72
	Aggregate Maximum Bit Rate (AMBR)
	Extendable /

	73
	EPS Bearer ID (EBI)
	Extendable /

	74
	IP Address
	Extendable /

	75
	Mobile Equipment Identity (MEI)
	Extendable /

	76
	MSISDN
	Extendable /

	77
	Indication
	Extendable /

	78
	Protocol Configuration Options (PCO)
	Extendable /

	79
	PDN Address Allocation (PAA)
	Extendable /

	80
	EPS Bearer Level Quality of Service (Bearer QoS)
	Extendable /

	81
	Service Data Flow Level Quality of Service (Flow QoS)
	Extendable /

	82
	RAT Type
	Not Extendable /

	83
	Serving Network
	Extendable /

	84
	TEID-C
	Not Extendable /

	85
	TEID-U
	Not Extendable /

	86
	TEID-U with EPS Bearer ID
	Extendable /

	87
	EPS Bearer Level Traffic Flow Template (Bearer TFT)
	Extendable /

	88
	Service Data Flow Level Traffic Flow Template (Flow TFT)
	Extendable /

	89
	User Location Info (ULI)
	Extendable /

	90
	Fully Qualified Tunnel Endpoint Identifier (F-TEID)
	Extendable / 

	91
	Scope Indicator
	Extendable /

	92
	Protocol Type
	Extendable /

	93
	Legacy Quality of Service (QoS)
	Extendable/

	94
	S103 PDN Data Forwarding Info
	Extendable /

	95
	S1-U Data Forwarding Info
	Extendable /

	96
	Delay Value
	Extendable /

	97
	Bearer ID List
	Extendable /

	98
	Bearer Context List
	Extendable /

	99
	S101-IP-Address
	Extendable /

	100
	S102-IP-Address
	Extendable /

	101
	Charging ID
	Not Extendable /

	102
	Charging Characteristics
	Not Extendable /

	102
	Trace Reference
	Not Extendable /

	104
	Trace Type
	Not Extendable /

	105
	Paging Cause
	Extendable /

	106
	ME Identity
	Extendable /

	107
	Dual Address Bearer
	Extendable /

	108
	DRX Parameter
	Extendable /

	109
	UE Network Capability
	Extendable /

	110
	ME Identity
	Extendable /

	111
	MM Context (GSM Key and Triplets)
	Extendable /

	112
	MM Context (UMTS Key, Used Cipher and Quintuplets)
	Extendable /

	113
	MM Context (GSM Key, Used Cipher and Quintuplets)
	Extendable /

	114
	MM Context (UMTS Key and Quintuplets)
	Extendable /

	115
	MM Context (EPS Security Context, Quadruplets and Quintuplets)
	Extendable /

	116
	MM Context (UMTS Key, Quadruplets and Quintuplets)
	Extendable /

	117
	PDN Connection List
	Extendable /

	118
	GRE Key
	Extendable /

	119
	MS Validated
	Extendable /

	120
	EPS Bearer Contexts Prioritization (Contexts Prioritization)
	Extendable /

	121
	LMA IP Address
	Extendable /

	122
	P-TMSI
	Extendable /

	123
	P-TMSI Signature
	Extendable /

	124
	Hop Counter
	Extendable /

	125
	Authentication Quintuplet
	Extendable /

	126
	Authentication Quadruplet
	Extendable /

	127
	Complete Request Message
	Extendable /

	128
	GUTI
	Extendable /

	129
	F-Container
	Extendable /

	130
	F-Cause
	Extendable /

	131
	Selected PLMN ID
	Extendable /

	132
	Target Identification
	Extendable /

	133
	Cell Identification
	Extendable /

	134
	NSAPI   
	Extendable /

	135
	Packet Flow ID 
	Extendable /

	136
	RAB Context List    
	Extendable /

	137
	Source RNC PDCP Context Info
	Extendable /

	xxx
	APN Restriction
	Extendable/

	xxx
	Selection Mode
	Extendable /

	
	
	

	131-254
	Spare. For future use.
	FFS

	255
	Private Extension
	Extendable /


* * * Next Change * * * *

8.xx
APN Restriction

The APN Restriction information element contains an unsigned integer value indicating the level of restriction imposed on EPS Bearer Contexts created to the associated APN. 
The APN Restriction IE is coded as depicted in Figure 8.xx:

	
	
	Bits


	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 
	Type = 149 (Decimal)
	

	
	2-3
	Length = 1
	

	
	4
	Restriction Type value
	


Figure 8.xx: APN Restriction Type Information Element

An APN Restriction value may be configured for each APN in the PGW. It is used to determine, on a per UE basis, whether it is allowed to establish EPS bearers to other APNs.

Table 8.xx: Valid Combinations of APN Restriction

	Maximum APN Restriction Value
	Type of APN
	Application Example
	APN Restriction Value allowed to be established 

	0
	No Existing Contexts or Restriction
	All

	1
	Public-1
	MMS
	1, 2, 3

	2
	Public-2
	Internet
	1, 2

	3
	Private-1
	Corporate (e.g. who use MMS)
	1

	4
	Private-2
	Corporate (e.g. who do not use MMS)
	None


Editor’s Note: The actual application examples and combination of APN Restriction for EPS is FFS.
* * * Next Change * * * *

8.X
Selection Mode

The Selection mode information element indicates the origin of the APN in the message.
	
	
	Bits


	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 
	Type = 140 (Decimal)
	

	
	2
	1          1           1         1           1          1                |Selection Mode
	

	
	
	
	

	
	
	
	

	
	
	
	


Figure XX: Selection Mode Information Element

Table 42: Selection Mode Values
	Selection mode value
	Value (Decimal)

	MS or network provided APN, subscribed verified
	0

	MS provided APN, subscription not verified
	1

	Network provided APN, subscription not verified
	2

	For future use. Shall not be sent. If received, shall be interpreted as the value '2'.
	3


* * * End Changes * * * *

