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1. Introduction

The SWd reference point is used between the 3GPP AAA Proxy and 3GPP AAA server. This interface is always used in connection with other interfaces: STa, SWm, SWa or S6b. The 3GPP AAA proxy primarily acts as a Diameter proxy, it makes only minor modifications in the forwarded messages. 
2. Reason for Change

The description of the SWd procedures and protocol details is missing from the TS
3. Conclusions

Wherever possible, we should avoid giving duplicated descriptions of the forwarded requests and responses, rather, the SWd reference point should be described with references to those interface that it is used in connection with.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.273, version 0.4.0.
* * * First Change * * * *
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SWd Description

6.1


Functionality

6.1.1
General

For a general description of the SWd reference point refer to 3GPP TS 23.234 [21], Section 6.3.11.1 "General Description of the Wd Reference Point". 

The functionality of the SWd reference point is to transport AAA messages similar to those provided in 3GPP TS 23.234 [21], Section 6.3.11.2 with the following exceptions:

-
Carrying charging signalling per user;

-
Carrying keying data for the purpose of radio interface integrity protection and encryption;

-
Carrying authentication data for the purpose of tunnel establishment, tunnel data authentication and encryption, for the case in which the ePDG is in the VPLMN;

-
Carrying mapping of a user identifier and a tunnel identifier sent from the ePDG to the 3GPP AAA Proxy through the 3GPP AAA Server;
-
Used for purging a user from the access network for immediate service termination;

-
Enabling the identification of the operator networks amongst which the roaming occurs;
-
Providing access scope limitation information to the access network based on the authorised services for each user (for example, IP address filters);

-
If QoS mechanisms are applied: carrying data for AN QoS capabilities/policies (e.g. the supported 3GPP QoS profiles) within authentication request from 3GPP AAA Proxy to 3GPP AAA Server.

6.1.2
Procedures Description

6.1.2.1
Trusted non-3GPP Access / Access Gateway related procedures

When used in connection with the STa reference point, the SWd reference point shall support the following procedures:
-
Authentication and authorization procedures as defined in clause 5.1.2.1 
-
HSS/AAA initiated detach procedures as defined in clause 5.1.2.2
-
Access and service authorization information update procedures as defined in clause 5.1.2.3
-
Access network initiated session termination procedures as defined in clause 5.1.2.4
For all these procedures, the 3GPP AAA Proxy shall forward the Diameter commands received from the 3GPP AAA Server and the access network gateway as a stateful Diameter proxy, with the following exceptions:

· The 3GPP AAA Proxy may reject an authentication (and authorization) request, if roaming or the access of the requested APN is not allowed for the users of the given HPLMN
· The 3GPP AAA Proxy may modify the service authorization information in the authentication and authorization answer that it forwards to the trusted non-3GPP access network, in order to enforce the QoS limitations according to the local policies and the roaming agreement with the home operator.

· The 3GPP AAA Proxy shall decide about using the S8-S2A chaining and in case it has selected that option, it shall select the Serving GW to be invoked and it shall add the Serving GW address to the authentication and authorization answer that is sent upon successful completion of the authentication.

NOTE: For more detailed behavior of the 3GPP AAA Proxy, refer to subclauses 5.1.2.1.3, 5.1.2.2.3, 5.1.2.3.3 and 5.1.2.4.3, respectively.
6.1.2.2
Untrusted non-3GPP Access / ePDG related procedures

When used in connection with the SWm reference point, the SWd reference point shall support the following procedures:

-
Authentication procedures as defined in clause 7.1.2.1 
-
Authorization procedures as defined in clause 7.1.2.2 
-
Access network/ePDG initiated session termination procedures as defined in clause 7.1.2.3
-
HSS/AAA initiated detach procedures as defined in clause 7.1.2.4
-
Service authorization information update procedures as defined in clause 7.1.2.5
For all these procedures, the 3GPP AAA Proxy shall forward the Diameter commands received from the 3GPP AAA Server and the ePDG as a stateful Diameter proxy, with the following exceptions:

· The 3GPP AAA Proxy may reject an authentication or an authorization request, if roaming or the access of the requested APN is not allowed for the users of the given HPLMN.
· The 3GPP AAA Proxy may modify the service authorization information in the authorization answer that it forwards to the ePDG, in order to enforce the QoS limitations according to the local policies and the roaming agreement with the home operator.
· The 3GPP AAA Proxy shall decide about using the S8-S2b chaining and in case it has selected that option, it shall select the Serving GW to be invoked and it shall add the Serving GW address to the authentication answer that is sent upon successful completion of the authentication.

NOTE: For more detailed behavior of the 3GPP AAA Proxy, refer to subclauses 7.1.2.1.3 and 7.1.2.2.3 respectively.
6.1.2.3
PDN GW related procedures

When used in connection with the S6b reference point, the SWd reference point shall support the following procedures:

-
Authentication and authorization procedures when using DSMIP as defined in clause 9.1.2.1 
-
Authorization procedures when using PMIPv6 as defined in clause 9.1.2.2 
-
PDN GW initiated session termination procedures as defined in clause 9.1.2.3
-
HSS/AAA initiated detach procedures as defined in clause 9.1.2.4
-
Service authorization information update procedures as defined in clause 9.1.2.5
For all these procedures, the 3GPP AAA Proxy shall forward the Diameter commands received from the 3GPP AAA Server and the PDN GW as a stateful Diameter proxy, with the following exceptions:

· The 3GPP AAA Proxy may reject an authentication or authorization request, if roaming or the access of the requested APN is not allowed for the users of the given HPLMN
· The 3GPP AAA Proxy may modify the service authorization information in the authorization answers that it forwards to the PDN GW, in order to enforce the QoS limitations according to the local policies and the roaming agreement with the home operator.

NOTE: For more detailed behavior of the 3GPP AAA Proxy, refer to subclauses 9.1.2.1.4,  9.1.2.2.4, 9.1.2.3.4, and 9.1.2.4.4, respectively.
6.2


Protocol Specification


6.2.1


General 
The SWd reference point shall be based on Diameter, as defined in IETF RFC 3588 [7] and contain the following additions and extensions:

-
IETF RFC 4005 [4], which defines a Diameter protocol application used for Authentication, Authorization and Accounting (AAA) services in the Network Access Server (NAS) environment.

-
IETF RFC 4072 [5], which provides a Diameter application to support the transport of EAP (IETF RFC 3748 [8]) frames over Diameter.

-
IETF Draft draft-korhonen-dime-pmip6 [2], which defines a Diameter extensions and application for PMIPv6 MAG to AAA and LMA to AAA interfaces.
-
IETF Draft draft-ietf-dime-mip6-integrated [6], which defines Diameter extensions for Mobile IPv6 NAS to AAA interface.
There is no separate application ID defined for the SWd interface. The application ID used by the 3GPP AAA Proxy depends on the command sent over SWd.

NOTE: Even though the 3GPP AAA Proxy may add new AVPs to the Diameter commands forwarded to/from the 3GPP AAA Server, there is no AVP present in the SWd reference point that would not be present in the interface that is used in connection with it. Therefore, the same Application ID can be used.

6.2.2
Commands 

6.2.2.1
Commands used in connection with the STa interface

The ABNFs defined for the STa interface in clause 5.2.2 and in its subclauses apply. 
6.2.2.2
Commands used in connection with the SWm interface

The ABNFs defined for the SWm interface in clause 7.2.2 and in its subclauses apply. 

6.2.2.3
Commands used in connection with the S6b interface

The ABNFs defined for the S6b interface in clause 9.2.2 and in its subclauses apply. 




3GPP


