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Introduction

The goal of this paper is to highlight some open issues with the AAA support for PMIPv6 and DSMIPv6 and present the principles which are behind the P-CRs C4-082766 and C4-082767. These principles and the according changes affect the AAA procedures for trusted and untrusted access, i.e., the interfaces STa, SWa and SWm. Explicitly 3 issues are touched:
1) IP mobility mode selection

2) Clarification which AVPs are needed for PMIPv6 and DSMIPv6, respectively

3) Home agent discovery
1) IP mobility mode selection
It is stated in Stage 2 that the AAA server decides which mobility protocol is used. Cf. TS 23.402, Section 4.1.3.2:

"The final decision on the mobility management mechanism is made by the HSS/AAA upon UE authentication in the non-3GPP access system (both at initial attachment and handover), based on the information it has regarding the UE, local/home network capabilities and local/home network policies. If the UE provided an explicit indication of the supported mobility mechanisms, the network shall provide an indication to the UE identifying the selected mobility management mechanism."
Therefore there is a requirement for CT4 to define extensions to SWm and STa so that the ePDG and the AGW receive information from the AAA server on which protocol shall be used. The requirement is that the access network should provide information about the support of PMIPv6 and the support of allocating a local IP address (which is the only action required by the access network when DSMIPv6 is used). The IETF has defined the PMIP6_SUPPORTED flag for the MIP6-Feature-Vector (cf. draft-korhonen-dime-pmip6) but nothing equivalent for the local IP address assignment as this is a usual functionality of access routers. However, in the context of 3GPP there may be deployments where the access router is configured not to assign a local IP address and therefore there is a need to signal this capability. The IETF allows for the specification of additional flags under the "Specification required" policy (cf. RFC 5226). Our proposed way forward is to specify an IP_LOCAL_SUPPORTED flag within the MIP6-Feature vector in TS 29.273 to indicate that the access gateway can allocate a local IP address to the UE to be used as Care-of Address. 

When set in a message from the access gateway to the AAA, the IP_LOCAL_SUPPORTED flag indicates that the access gateway supports the assignment of a local IP address to the UE. When set in a message from the AAA to the access gateway, it shall indicate the decision of the AAA that DSMIPv6 shall be used.

Similarly, the PMIP6-SUPPORTED flag indicates that the access gateway supports PMIPv6 when it is set in a message to the AAA, and that PMIPv6 shall be used when set in a message from the AAA server to the access gateway. Note that the interpretation of the PMIP6_SUPPORTED flag in the message sent from the AAA server to the access gateway is different from the interpretation that the IETF has in mind for that flag. There the flag means that the AAA server supports PMIPv6, but not that PMIPv6 shall be used.  

It has to be ensured that the PMIP6_SUPPORTED and IP_LOCAL_SUPPORTED flag are not both set by the AAA in one message.

2) Clarification which AVPs are needed for PMIPv6 and DSMIPv6
Based on 23.402, both PMIPv6 and DSMIPv6 support in the network are optional. To account for this in the STa and SWa/SWm sections in TS 29.273, it should be made clear which AVPs are needed for PMIPv6 and which for DSMIPv6. This is because one deployment could consider only PMIPv6 while another deployment could consider only DSMIPv6 and yet a third deployment may include both DSMIPv6 and PMIPv6. Our proposal is to distinguish between common AVPs (which are sent irrespective of PMIPv6 or DSMIPv6), PMIPv6-specific and DSMIPv6-specific AVPs and to add in the description of each AVP, whether it is a common AVP, a PMIPv6-specific AVP or a DSMIPv6-specific AVP.

3) Home agent address discovery

There are several ways how a UE can discover the home agent address (cf. 24.303). One approach is to use DHCPv6 discovery. When using DHCPv6 based discovery (which is only relevant for trusted non-3GPP access), the information about the available HAs are provided via AAA signalling via STa by the AAA server to the access gateway which acts as an active DHCPv6 relay as specified in draft-ietf-mip6-bootstrapping-integrated-dhc-06. If the access gateway supports this functionality the MIP6_INTEGRATED flag is used to indicate this from the access gateway to the AAA.
Further, the home agent address may be discovered by IKEv2 and the support of this functionality by the ePDG should be signalled by the ePDG to the AAA server via SWm using the MIP6_INTEGRATED flag. 

