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1. Introduction
This document provides missing information for the H.248 profile specification.
2. Reason for Change

Security mechanisms are key capabilities in IP networks and subject of H.248 profile specifications. Security is affecting two areas in this profile, because of

· the IP-based H.248 Control Association and

· the IP bearer-path due to the H.248 IP termination type.

It is proposed to assume the condition of a trusted IP environment as a starting point for the H.248 CA. We could then basically point out from the profile to the recommendations given by H.248.1 (i.e., if there is an expected security issue, then IPsec-based H.248 transport modes should be envisioned according H.248.1, clause 10.3).

A similar approach may be used for the IP bearer-path, i.e. by just indicating the well-known security means on network/transport and application/media level.
3. Conclusions

A correspondent profile change request is provided. This proposal may need a cross-check against the latest security framework from 3GPP.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.334 V0.0.1.
*******
* * * First Change * * * *

5.13
Security

Table 66: Security

	Supported Security:
	None



	
	


5.13.1
Security for H.248 Control Association

H.248 messages are transported via IPv4 (IPv6) packets. IPsec (IETF RFC 4301) would be consequently the basic security means for the UDP- or SCTP-based H.248 Control Associations (see clause 5.12). Security support should generally follow the recommendations given by clause 10.1/H.248.1.

Security support for H.248 traffic is out of scope of this profile version.

NOTE:
IPsec-based security for H.248 traffic relates to IP network layer security. Support of such a security should be therefore consistent with the IPsec profile according ETSI TS 133 210 "Digital cellular telecommunications system (Phase 2+); Universal Mobile Telecommunications System (UMTS); 3G security; Network Domain Security (NDS); IP network layer security".

5.13.2
Security for H.248 IP Terminations

Security recommendations for "protection of media connections" is generally given by clause 10.3/H.248.1. This profile is particularily providing optional support of below security capabilities.

5.13.2.1
Transport security in the H.248 IP bearer-path
IPsec (RFC 4301) may be used for IP packets of an H.248 IP termination. Security is then primarily related to encryption, and not to authentication. The ESP encryption service is then recommended.

5.13.2.2
Media security in the H.248 IP bearer-path
IPsec is an application-agnostic security instrument. The Secure Real-Time Transport Protocol (SRTP; IETF RFC 3711) is an application-specific security approach for all applications using the RTP audio/video profile "AVP" according RFC 3551.

SRTP (RTP profile name "RTP/SAVP") may be used for RTP sessions in case of RTP-based H.248 streams of an ephemeral Termination, but the specification of SRTP usage (like e.g. key exchange mechanisms) is out of this profile version. 
NOTE:
The SAVP profile is registered at IANA. IPsec is not additionally required in case of SRTP usage.

�This is a proposal. There might be a better 3GPP reference, e.g. refering the IPsec profile from IMS ....





