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1. Introduction
-
2. Reason for Change
In the current version of 3GPP TS 29.273 the Diameter AA-R and AA-A command specification for STa Access and Service Authorization Update procedure is missing as well as the information element description for the remaining STa procedures.
In addition, the following changes are proposed:

- Minor change to correct heading numbering of Abort-Session-Answer (ASA) command.
- Definition of a new Diameter Application Id for this reference point.
- Alignment of the ABNF of the commands with the information elements specified in the description chapter of the STa procedures.
AVPs that are not present in the original commands are in bold. Optional AVPs for which there is no requirement in the specification are not included in the ABNF of the commands.

Information Elements that are used in several points should be defined in their first use and then referenced from the rest. This means that the references in the Information Element table might change.
3. Conclusions

-
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.273 v0.3.0.
* * * First Change * * * *

5.2


Protocol Specification

5.2.1
General

The STa reference point shall be based on Diameter, as defined in IETF RFC 3588 [7] and contain the following additions and extensions:

-
IETF RFC 4005 [4], which defines a Diameter protocol application used for Authentication, Authorization and Accounting (AAA) services in the Network Access Server (NAS) environment.

-
IETF RFC 4072 [5], which provides a Diameter application to support the transport of EAP (IETF RFC 3748 [8]) frames over Diameter.

-
IETF Draft draft-korhonen-dime-pmip6 [2], which defines a Diameter extensions and application for PMIPv6 MAG to AAA and LMA to AAA interfaces.
-
IETF Draft draft-ietf-dime-mip6-integrated [6], which defines Diameter extensions for Mobile IPv6 NAS to AAA interface.

In the case of a trusted non-3GPP IP access where PMIPv6 is used as mobility protocol, the MAG to 3GPP AAA server or the MAG to 3GPP AAA proxy communication shall use the MAG to AAA interface functionality defined in IETF Draft draft-korhonen-dime-pmip6 [2] and the NAS to AAA interface functionality defined in IETF Draft draft-ietf-dime-mip6-integrated [6].

The MAG to AAA interface functionality over the STa reference defines a new Application Id:

-
"STa" with value 16777250.
The STa application reuses existing EAP (IETF RFC 4072 [5]) application commands, command ABNFs, and application logic and procedures.

* * * Next Change * * * *

5.2.2.1
Commands for STa PMIPv6 authentication and authorization procedures

5.2.2.1.1
Diameter-EAP-Request (DER) Command

The Diameter-EAP-Request (DER) command, indicated by the Command-Code field set to 268 and the ‘R’ bit set in the Command Flags field, is sent from a trusted non-3GPP access network NAS to a 3GPP AAA server. The ABNF is re-used from the IETF Draft draft-korhonen-dime-pmip6 [2].

< Diameter-EAP-Request > ::=

< Diameter Header: 268, REQ, PXY, 16777250 >

< Session-Id >

{ Auth-Application-Id }
{ Origin-Host }
{ Origin-Realm }

{ Destination-Realm }

{ Auth-Request-Type }

{ EAP-Payload }

[ User-Name ]
[ Calling-Station-Id ]

*[ Proxy-Info ]
*[ Route-Record ]
[ NAS-Port-Type ]

[ QoS-Capability ]

[ MIP6-Feature-Vector ]

[ Chargeable-User-Id ]

[ PMIP6-MAG-Address ]
[ Visited-Network-Identifier ]
[ Called-Station-Id ]
*[ AVP ]

5.2.2.1.2
Diameter-EAP-Answer (DEA) Command

The Diameter-EAP-Answer (DEA) command, indicated by the Command-Code field set to 268 and the ‘R’ bit cleared in the Command Flags field, is sent from a 3GPP AAA server to a trusted non-3GPP access network NAS. The ABNF is re-used from the IETF Draft draft-korhonen-dime-pmip6 [2].
< Diameter-EAP-Answer > ::=

< Diameter Header: 268, PXY, 16777250 >

< Session-Id >

{ Auth-Application-Id }
{ Result-Code }
[ Experimental-Result ]

{ Origin-Host }
{ Origin-Realm }

{ Auth-Request-Type }

{ EAP-Payload }

[ User-Name ]
[ Session-Timeout ]
[ Accounting-Interim-Interval ]
[ EAP-Master-Session-Key ]

*[ APN- Authorized ]
*[ Proxy-Info ]
[ MIP6-Feature-Vector ]

[ Chargeable-User-Id ]

[ IP-MMS ]

*[ AVP ]

* * * Next Change * * * *

5.2.2.2
Commands for STa HSS/AAA Initiated Detach for Trusted non-3GPP Access
5.2.2.2.1
Abort-Session-Request (ASR) Command

The Abort-Session-Request (ASR) command, indicated by the Command-Code field set to 274 and the ‘R’ bit set in the Command Flags field, is sent from a 3GPP AAA server to a trusted non-3GPP access network NAS. ABNF for the ASR commands is as follows:
< Abort-Session-Request >  ::= 

< Diameter Header: 274, REQ, PXY, 16777250 >


< Session-Id >


{ Origin-Host }


{ Origin-Realm }


{ Destination-Realm }


{ Destination-Host }
     { Auth-Application-Id }

[ User-Name ]


[ Origin-State-Id ]


* [ Proxy-Info ]


* [ Route-Record ]




*[ AVP ]

5.2.2.2.2
Abort-Session-Answer (ASA) Command

The Abort-Session-Answer (ASA) command, indicated by the Command-Code field set to 274 and the ‘R’ bit cleared in the Command Flags field, is sent from a trusted non-3GPP access network NAS  to a 3GPP AAA server. ABNF for the ASA commands is as follows:

< Abort-Session-Answer >  ::= 

< Diameter Header: 274, PXY, 16777250 >


< Session-Id >


{ Result-Code }


{ Origin-Host }


{ Origin-Realm }



[ Origin-State-Id ]


[ Error-Message ]


[ Error-Reporting-Host ]


* [ Failed-AVP ]


* [ Redirected-Host ]


[ Redirected-Host-Usage ]


[ Redirected-Max-Cache-Time ]


* [ Proxy-Info ]


* [ AVP ]

5.2.2.3
Commands for STa Access and Service Authorization Update Procedure
5.2.2.3.1
Re-Auth-Request (RAR) Command
The Diameter Re-Auth-Request (RAR) command, indicated by the Command-Code field set to 258 and the ‘R’ bit set in the Command Flags field, is sent from a 3GPP AAA server to a trusted non-3GPP access network NAS. ABNF for the RAR command is as follows:
< Re-Auth-Request >  ::= 

< Diameter Header: 258, REQ, PXY, 16777250 >


< Session-Id >


{ Origin-Host }


{ Origin-Realm }


{ Destination-Realm }

      { Destination-Host }

      { Auth-Application-Id }
      { Re-Auth-Request-Type }

      [ User-Name ]
      [ Origin-State-Id ]


* [ Proxy-Info ]
      * [ Route-Record ]  

* [ AVP ]

5.2.2.3.2
Re-Auth-Answer (RAA) Command
The Diameter Re-Auth-Answer (ASA) command, indicated by the Command-Code field set to 258 and the ‘R’ bit cleared in the Command Flags field, is sent from a trusted non-3GPP access network NAS  to a 3GPP AAA server. ABNF for the RAA commands is as follows:

< Re-Auth-Answer >  ::= 

< Diameter Header: 258, PXY, 16777250 >


< Session-Id >


{ Result-Code }


{ Origin-Host }


{ Origin-Realm }


[ User-Name ]


[ Origin-State-Id ]


[ Error-Message ]


[ Error-Reporting-Host ]


* [ Failed-AVP ]


* [ Redirected-Host ]


[ Redirected-Host-Usage ]


[ Redirected-Host-Cache-Time ]


* [ Proxy-Info ]


* [ AVP ]

5.2.2.3.3
AA-Request (AAR) Command
The AA-Request (AAR) command, indicated by the Command-Code field set to 265 and the ‘R’ bit set in the Command Flags field, is sent from a trusted non-3GPP access network NAS to a 3GPP AAA server. The ABNF is re-used from the IETF Draft draft-korhonen-dime-pmip6 [2].

< AA-Request >  ::= 

< Diameter Header: 265, REQ, PXY, 16777250 >

< Session-Id >

{ Auth-Application-Id }
{ Origin-Host }
{ Origin-Realm }

{ Destination-Realm }
{ Auth-Request-Type }
[ Destination-Host ]
[ User-Name ]
[ Visited-Network-Identifier ]
*[ Proxy-Info ]
*[ Route-Record ]
[ NAS-Port-Type ]

[ QoS-Capability ]

[ MIP6-Feature-Vector ]

*[ AVP ]

5.2.2.3.4
AA-Answer (AAA) Command
The AA-Answer (AAA) command, indicated by the Command-Code field set to 265 and the ‘R’ bit cleared in the Command Flags field, is sent from a 3GPP AAA server to a trusted non-3GPP access network NAS. The ABNF is re-used from the IETF Draft draft-korhonen-dime-pmip6 [2].
< AA-Answer > ::=

< Diameter Header: 268, PXY, 16777250 >

< Session-Id >

{ Auth-Application-Id }
{ Auth-Request-Type }
{ Result-Code }
[ Experimental-Result ]
{ Origin-Host }
{ Origin-Realm }

[ Session-Timeout ]
[ Accounting-Interim-Interval ]
*[ APN-Authorized ]

*[ Proxy-Info ]
[ MIP6-Feature-Vector ]

[ IP-MMS ]

*[ AVP ]

* * * Next Change * * * *

5.2.3
Information Elements

5.2.3.1
General
The following table describes the Diameter AVPs defined for the STa interface protocol in  PMIPv6 mode, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted.
Table 5.2.3.1/1: Diameter STa AVPs
	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	APN-Authorized
	tbd
	8.2.3.7
	Grouped
	M
	
	
	
	No

	Chargeable-User-Id
	89
	5.2.3.2
	OctetString
	
	M
	
	V
	

	IP-MMS
	tbd
	5.2.3.3
	
	M,V
	
	
	
	No

	MIP6-Feature-Vector
	
	5.2.3.4
	
	M
	
	
	V
	

	PMIP6-MAG-Address
	tbd
	5.2.3.5
	Address
	M
	
	
	V
	No

	QoS Capability
	tbd
	5.2.3.6
	
	
	
	
	
	

	Visited-Network-Identifier
	600
	9.2.3.1.3
	UTF8String
	M,V
	
	
	
	No


The following table describes the Diameter AVPs re-used by the STa interface protocol from existing Diameter Applications, including a reference to their respective specifications and when needed, a short description of their use within STa. Other AVPs from existing Diameter Applications, except for the AVPs from Diameter Base Protocol, do not need to be supported. 

Table 5.2.3.1/2: STa re-used Diameter AVPs

	Attribute Name
	Reference
	Comments

	Accounting-Interim-Interval
	IETF RFC 3588 [7]
	

	Auth-Request-Type
	IETF RFC 3588 [7]
	

	Called-Station-Id 
	IETF RFC 4005 [6]
	

	Calling-Station-Id
	IETF RFC 4005 [6]
	

	EAP-Master-Session-Key
	IETF RFC 4072 [5]
	

	EAP-Payload
	IETF RFC 4072 [5]
	

	NAS-Port-Type
	IETF RFC 4005 [6]
	

	Re-Auth-Request-Type
	IETF RFC 3588 [7]
	

	Session-Timeout
	IETF RFC 3588 [7]
	

	User-Name
	IETF RFC 3588 [7]
	


Only those AVP initially defined in this reference point and for this procedure are described in the following subchapters



	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	


5.2.3.2
Chargeable-User-Id
The Chargeable-User-Identity AVP (AVP Code 89) is of type OctetString.

It is requested by the AAA client to get the permanent user identity, i.e. IMSI of the user from the AAA server. The permanent user identity shall be used as MN.NAI in the PBU messages initiated by a MAG.
 The AAA client requesting the CUI attribute in the response MUST include within the Request packet a CUI attribute. For the initial authentication, the CUI attribute will include a single NUL character (referred to as a nul CUI). Upon receiving a non-nul CUI value in the Request, the AAA server MAY verify that the value of CUI matches the CUI from the previous Access-Accept.  If the verification fails, then the AAA server SHOULD respond with an Access-Reject message.
The Chargeable-User-Identity is defined on RFC 4372 [16].
5.2.3.3
IP-MMS
This AVP is FFS
5.2.3.4 MIP6-Feature-Vector
The MIP6-Feature-Vector AVP (AVP Code TBD) is of type Unsigned64 and contains a 64 bit flags field of supported mobile IP capabilities of the non-3GPP GW (when this AVP is used in the request commands) and the mobile IP capabilities the 3GPP AAA Server has authorized (when this AVP is used in the response commands).
The following capabilities are defined for STa interface:
· MIP6_INTEGRATED (0x0000000000000001)
This flag is set by the non-3GPP GW and the 3GPP AAA Server. It means that the Mobile IPv6 integrated scenario bootstrapping functionality is supported.
· PMIP6_SUPPORTED (0x0000010000000000)
When this flag is set by the non-3GPP GW it indicates to the 3GPP AAA Server that it supports PMIPv6.
When this flag is set by the 3GPP AAA Server it indicates to the non-3GPP GW that PMIPv6 is supported and the user is authorized to use PMIPv6 mobility services.
· IP4_HOA_SUPPORTED (0x0000020000000000)
When the non-3GPP GW sets this flag, it indicates that the non-3GPP GW implements a minimal functionality of a DHCP server (and a relay) and is able to deliver IPv4-HoA to the MN. When this flag is set by the 3GPP AAA Server it indicates to the non-3GPP GW that DSMIPv6 is supported and the user is authorized to use DSMIPv6 mobility services.
5.2.3.5 PMIP6-MAG-Address
The PMIP6-MAG-Address AVP (AVP Code TBD) is of type Address and contains the IP address of the MAG. The use of this AVP is FFS.
5.2.3.6
QoS Capability

This AVP is FFS
5.2.3.7
Called-Station-Id
The Called-Station-Id AVP is of type of UTF8String. This AVP may contain an APN that contains one or more labels according to DNS naming conventions describing the access point to the packet data network. See IETF RFC 4005 [6] for the definition of Called-Station-Id.
