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1. Introduction
This contribution proposes to add signalling messages and information elements associated to the TAU/RAU procedure over S3, S16 and S10 interfaces.
2. Reason for Change
As described in TS 23.401 and TS 23.060, the Context Request, Context Response and Context Acknowledge messages are required over S3/S16/S10 interface as part of the TAU/RAU procedure.
This contribution base on the assumption of only the MME has the function of mapping between temporary and area identities.
3. Conclusions

-
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.274v1.1.0.
* * * First Change * * (1)* *

7.3.x
Context Request

The new MME/SGSN shall send the Context Request message to the old MME/SGSN on S3/S16/S10 interface as a part of TAU/RAU procedure to get the MM and EPS bearer Contexts for the UE.
If the sending node is a MME, it shall include in the Context Request message:

· the GUTI IE and Complete TAU Request Message IE if the GUTI received from UE indicates the old node is a MME.
· the RAI IE, P-TMSI IE and P-TMSI Signature IE if the GUTI received from UE indicates the old node is an SGSN.
Editor's note: It is FFS if other means than GUTI could be needed to identify the old nodes.
If the sending node is an SGSN, it shall include RAI IE, P-TMSI IE and P-TMSI Signature IE in the Context Request message.
The new MME differentiates the type of the old node from the most significant bit of the MME group id in GUTI. The value 0 indicates that the old node is an SGSN, the GUTI shall be mapped to RAI, P-TMSI and P-TMSI Signature by the new MME; and the value 1 indicates the old node is a MME, the new MME include GUTI IE and Complete TAU Request Message IE in the Context Request message. The Mapping between temporary and area identities is defined in 3GPP TS 23.401 Annex H.
The GUTI IE shall not coexist with any of the RAI IE, P-TMSI IE and P-TMSI Signature IE in a Context Request message. If this occurs, the receiving node shall return a corresponding cause value in the response message.
Table 7.3.x.1 specifies the presence requirements and conditions of the IEs in the message.
Table 7.3.x.1: Information Elements in a Context Request

	Information elements
	P
	Condition / Comment
	CR
	IE Type

	IMSI
	C
	IMSI shall be included if the MS Validated value indicates ‘YES’.
	1
	IMSI

	GUTI
	C
	The New MME shall include this IE over S10 interface.
	1
	GUTI

	Routeing Area Identity(RAI)
	C
	This IE shall be included over S3/S16 interface, if the GUTI indicates the old node is an SGSN, the new MME maps this IE from GUTI.
	1
	ULI for RAI

	Packet TMSI(P-TMSI)
	C
	This IE shall be included over S3/S16 interface, if the GUTI indicates the old node is an SGSN, the new MME maps this IE from GUTI.
	1
	P-TMSI

	P-TMSI Signature
	C
	This IE shall be included over S3/S16 interface, if the GUTI indicates the old node is an SGSN, the new MME maps this IE from GUTI.
	1
	P-TMSI Signature

	Complete TAU request message
	C
	The new MME shall include this IE, and the old MME may use this IE for integrity check.
	1
	Complete Request Message

	S3/S16/S10 Address and TEID for Control Plane
	C
	This IE specifies the address and the tunnel for control plane message which is chosen by the new MME/SGSN.
	1
	F-TEID

	RAT Type
	C
	The RAT Type indicates the Radio Access Technology which is used in the new system. 
	1
	RAT Type

	ISR Indication
	C
	This IE shall be included if the UE has ISR Capability and the new system supports ISR activation.
	1
	Indication

	HRPD access node S101 IP address
	C
	This IE shall be included only if the HRPD pre registration was performed at the old MME
	1
	S101-IP-Address

	1xIWS S102 IP address
	C
	This IE shall be included only if the 1xRTT CS fallback pre registration was performed at the old MME
	1
	S102-IP-Address

	MS Validated
	O
	The MS Validated indicates that the new system has successfully authenticated the UE, IMSI shall be included if the MS Validated value indicates ‘YES’.
	1
	MS Validated

	Hop Counter
	O
	If an SGSN within the same SGSN pool with the old SGSN receives this message, the SGSN shall decrement the Hop Counter if this IE is present in the received message; otherwise may include a Hop Counter with a value of max-1, and relay the message to the old SGSN.
	1
	Hop Counter

	Private Extension
	O
	None
	1
	Private Extension


Editor’s note: It is FFS whether there is more Information Element for this message.
* * * Next Change * *(2)* *

7.3.x
Context Response
A Context Response message shall be sent as a response to a previous Context Request message during TAU/RAU procedure. 
Possible Cause values are:

-
'Request Accepted'.

-
'IMSI not known'.

-
'System failure'.

-
'Mandatory IE incorrect'.

-
'Mandatory IE missing'.

-
'Optional IE incorrect'.

-
'Invalid message format'.

-
'P-TMSI Signature mismatch'.

Editor's note: Other potential Cause values are FFS. 
Table 7.3.x.1 specifies the presence requirements and conditions of the IEs in the message.
Table 7.3.x.1: Information Elements in a Context Response
	Information elements
	P
	Condition / Comment
	CR
	IE Type

	Cause
	M
	None
	1
	Cause

	IMSI
	C
	None
	1
	IMSI

	MME/SGSN UE MM Context
	C
	None
	1
	MM Context

	MME/SGSN UE ESP bearer Contexts
	C
	None
	1
	PDN Connection List

	S3/S16/S10 Address and TEID for Control Plane
	C
	This IE specifies the address and the tunnel for control plane message which is chosen by the old MME/SGSN.
	1
	F-TEID

	ISR Indication 
	C
	This IE shall be included if the Cause IE value indicates “Request accepted” and the old system has the ISR capability.
	1
	Indication

	EPS Bearer Contexts Prioritization
	O
	When the EPS Bearer Context Prioritization IE is included, it informs the new MME/SGSN that the EPS bearer Contexts are sent prioritized.
	1
	Contexts Prioritization

	Private Extension
	O
	None
	1
	Private Extension


Editor’s note: It is FFS whether there is more Information Element for this message.
* * * Next Change * *(3)* *

7.3.x
Context Acknowledge
A Context Acknowledge message shall be sent as a response to a previous Context Response message. 
Possible cause values are:

-
'Request accepted'.

-
'System failure'.

-
'Mandatory IE incorrect'.

-
'Mandatory IE missing'.

-
'Optional IE incorrect'.

-
'No resources available'.

-
'Invalid message format'.

-
'Authentication failure'.

Editor's note: Other potential Cause values are FFS. 
Table 7.3.x.1 specifies the presence requirements and conditions of the IEs in the message.
Table 7.3.x.1: Information Elements in a Context Acknowledge
	Information elements
	P
	Condition / Comment
	CR
	IE Type

	Cause
	M
	None
	1
	Cause

	SGW Change Indication
	C
	SGW change indication indicates a new Serving GW has been selected. The old MME/old SGSN marks in its context that the information in the GWs and the HSS are invalid.
	1
	Indication

	ISR Indication
	C
	ISR indicates to the old system that it shall maintain the UE’s contexts. This IE shall be included if the Cause IE value indicates “Request accepted”.
	1
	Indication

	Private Extension
	O
	None
	1
	Private Extension


Editor’s note: It is FFS whether there is more Information Element for this message.
* * * Next Change * *(4)* *

9.1
Information Element Types

A GTP control plane (signalling) message may contain several information elements. In order to have forward compatible type definitions for the GTPv2 information elements, all of them shall be TLV coded. GTPv2 information element type values are specified in the Table 9.1.

The Length field contains the length of the information element excluding the Type and Length field.

For all the length fields, bit 8 of the lowest numbered octet is the most significant bit and bit 1 of the highest numbered octet is the least significant bit.

Within information elements, certain fields may be described as spare. These bits shall be transmitted with the value set to 0. To allow for future features, the receiver shall not evaluate these bits.

Table 9.1: Information Element types for GTPv2

	IE Type value (Decimal)
	Information elements
	Comment / Reference

	0
	Reserved
	

	1
	International Mobile Subscriber Identity (IMSI)
	Extendable /

	2
	Cause
	Extendable /

	3
	Recovery (Restart Counter)
	Extendable /

	4-70
	Reserved for other protocols (e.g. S101 AP)
	Extendable /

	71
	Access Point Name (APN)
	Extendable /

	72
	Aggregate Maximum Bit Rate (AMBR)
	Extendable /

	73
	EPS Bearer ID (EBI)
	Extendable /

	74
	IP Address
	Extendable /

	75
	Mobile Equipment Identity (MEI)
	Extendable /

	76
	MSISDN
	Extendable /

	77
	Indication
	Extendable /

	78
	Protocol Configuration Options (PCO)
	Extendable /

	79
	PDN Address Allocation (PAA)
	Extendable /

	80
	EPS Bearer Level Quality of Service (Bearer QoS)
	Extendable /

	81
	Service Data Flow Level Quality of Service (Flow QoS)
	Extendable /

	82
	RAT Type
	Not Extendable /

	83
	Serving Network
	Extendable /

	84
	TEID-C
	Not Extendable /

	85
	TEID-U
	Not Extendable /

	86
	TEID-U with EPS Bearer ID
	Extendable /

	87
	EPS Bearer Level Traffic Flow Template (Bearer TFT)
	Extendable /

	88
	Service Data Flow Level Traffic Flow Template (Flow TFT)
	Extendable /

	89
	User Location Info (ULI)
	Extendable /

	90
	Fully Qualified Tunnel Endpoint Identifier (F-TEID)
	Extendable / 

	91
	Scope Indicator
	Extendable /

	92
	Protocol Type
	Extendable /

	93
	Legacy Quality of Service (QoS)
	Extendable/

	94
	S103 PDN Data Forwarding Info
	Extendable /

	95
	S1-U Data Forwarding Info
	Extendable /

	96
	Delay Value
	Extendable /

	97
	Bearer ID List
	Extendable /

	98
	Bearer Context List
	Extendable /

	99
	S101-IP-Address
	Extendable /

	100
	S102-IP-Address
	Extendable /

	q
	DRX Parameter
	Extendable /

	r
	UE Network Capability
	Extendable /

	s
	ME Identity
	Extendable /

	t
	MM Context
	Extendable /

	u
	PDN Connection List
	Extendable /

	w
	GRE Key
	Extendable /

	x
	MS Validated
	Extendable /

	y
	EPS Bearer Contexts Prioritization(Contexts Prioritization)
	Extendable /

	z
	LMA-IP-Address
	Extendable /

	x-254
	Spare. For future use.
	FFS

	255
	Private Extension
	Extendable /


* * * Next Change * *(5)* *

9.q
DRX Parameter
DRX Parameter indicates whether the UE use DRX mode or not, this parameter is coded as this is depicted in Figure 9.q.
	
	Bits
	

	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	1
	Type = q (decimal)
	

	2-3
	Length = n (decimal)
	

	4-(n+3)
	DRX Parameter
	


Figure 9.q: DRX Parameter
* * * Next Change * *(6)* *

9.r
UE Network Capability
UE Network Capability is coded as this is depicted in Figure 9.r.
	
	Bits
	

	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	1
	Type = r (decimal)
	

	2-3
	Length = n (decimal)
	

	4-(n+3)
	UE Network Capability
	


Figure 9.r: UE Network Capability
* * * Next Change * *(7)* *

9.s
ME Identity

ME Identity is coded as this is depicted in Figure 9.s.
	
	Bits
	

	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	1
	Type = s (decimal)
	

	2-3
	Length = n (decimal)
	

	4-(n+3)
	ME Identity
	


Figure 9.s: ME Identity
* * * Next Change * *(8)* *

9.t
MM Context
The MM Context information element contains the Mobility Management, UE security parameters that are necessary to transfer over S3/S16/S10 interface.
Security Mode indicates the type of security keys (GSM/UMTS/EPS) and Authentication Vectors (quadruplets /quintuplets/triplets) that are passed to the new MME/SGSN.
Used Cipher indicates the GSM ciphering algorithm that is in use.

Used NAS Cipher indicates the EPS ciphering algorithm that is in use.
As depict in Figure 9.ta, the GSM Key, Used Cipher and Authentication Triplets that are unused in the old SGSN shall be transmitted to the new SGSN for the GSM subscribers.
	
	Bits
	

	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	1
	Type = t (decimal)
	

	2-3
	Length = n (decimal)
	

	5
	Security Mode
	Spare 11
	CKSN
	

	5
	Number of Triplet
	Spare11111
	

	6
	Spare11111
	Used Cipher
	

	7-14
	Kc
	

	15-h
	Authentication Triplet [0..4]
	

	(h+1)-(h+5)
	DRX parameter
	

	(h+6)-m
	UE Network Capability
	

	(m+1)-(n+3)
	ME Identity
	


Figure 9.ta: GSM Key and Triplets
As depict in Figure 9.tb, the UMTS Key, Used Cipher and Authentication Quintuplets that are unused in the old SGSN shall be transmitted to the new SGSN when the UMTS subscriber is attached to a GSM BSS in the old system, in case the user has a ME capable of UMTS AKA.
	
	Bits
	

	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	1
	Type = t (decimal)
	

	2-3
	Length = n (decimal)
	

	4
	Security Mode
	Spare 11
	CKSN/KSI
	

	5
	Number of Quintuplets
	Spare 11111

	

	6
	Spare 11111
	Used Cipher
	

	7-22
	CK
	

	23-38
	IK
	

	39-h
	Authentication Quintuplet [0..4]
	

	(h+1)-(h+5)
	DRX parameter
	

	(h+6)-m
	UE Network Capability
	

	(m+1)-(n+3)
	ME Identity
	


Figure 9.tb: UMTS Key, Used Cipher and Quintuplets
As depict in Figure 9.tc, the GSM Key, Used Cipher and Authentication Quintuplets that are unused in the old SGSN shall be transmitted to the new SGSN when the UMTS subscriber is attached to a GSM BSS in the old system, in case the user has a ME no capable of UMTS AKA.
	
	Bits
	

	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	1
	Type = t (decimal)
	

	2-3
	Length = n (decimal)
	

	4
	Security Mode
	Spare 11
	CKSN
	

	5
	 Number of 
Quintuplets
	Spare11111

	

	6
	Spare11111
	Used Cipher
	

	7-14
	Kc
	

	15-h
	Authentication Quintuplets [0..4]
	

	(h+1)-(h+5)
	DRX parameter
	

	(h+6)-m
	UE Network Capability
	

	(m+1)-(n+3)
	ME Identity
	


Figure 9.tc: GSM Key, Used Cipher and Quintuplets
As depict in Figure 9.td, the UMTS Key, KSI and unused Authentication Quintuplets in the old SGSN shall be transmitted to the new SGSN/MME when the UMTS subscriber is attached to UTRAN in the old system.
	
	Bits
	

	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	1
	Type = t (decimal)
	

	2-3
	Length = n (decimal)
	

	4
	Security Mode
	Spare 11
	KSI
	

	5
	 Number of 
Quintuplets
	Spare 11111

	

	6
	Spare
	

	7-22
	CK
	

	23-38
	IK
	

	39-h
	Authentication Quintuplet [0..4]
	

	(h+1)-(h+5)
	DRX parameter
	

	(h+6)-m
	UE Network Capability
	

	(m+1)-(n+3)
	ME Identity
	


Figure 9.td: UMTS Key and Quintuplets
As depict in Figure 9.te, the EPS Security Context, unused Authentication Quadruplets in the old MME shall be transmitted to the new MME. And the Authentication Quintuplets may also be transmitted to the new MME if the old MME has the Authentication Quintuplets for this UE.
	
	Bits
	

	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	1
	Type = t (decimal)
	

	2-3
	Length = n (decimal)
	

	4
	Security Mode
	Spare11
	KSIASME
	

	5
	Number of 
Quintuplet
	Number of Quadruplet
	Spare11
	

	6
	Spare1111
	Used NAS Cipher
	

	7
	NAS Downlink Count
	

	8
	NAS Uplink Count
	

	9-40
	KASME
	

	41-g
	Authentication Quadruplet[0..4]
	

	g-h
	Authentication Quintuplet [0..4]
	

	(h+1)-(h+5)
	DRX parameter
	

	(h+6)-m
	UE Network Capability
	

	(m+1)-(n+3)
	ME Identity
	


Figure 9.te: EPS Security Context, Quadruplets and Quintuplets

As depict in Figure 9.tf, if the old MME has Authentication Quintuplets for this UE, the old MME will derive CK' and IK' from KASME and transmit the CK', IK', KSIASME and Authentication Quintuplets to the new SGSN, the Authentication Quadruplets may also be transmitted to the new SGSN.
Editor’s Notes: the old SGSN/MME may delivery both Authentication Quadruplets and Authentication Quintuplets it holds to the peer combo node to optimize the procedure, the details need more clarification
	
	Bits
	

	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	1
	Type = t (decimal)
	

	2-3
	Length = n (decimal)
	

	4
	Security Mode
	Spare 11
	KSIASME
	

	5
	 Number of Quintuplet 
	Number of Quadruplet
	Spare11

	

	6
	Spare
	

	7-22
	CK
	

	23-38
	IK
	

	39-g
	Authentication Quadruplet[0..4]
	

	g-h
	Authentication Quintuplet [0..4]
	

	(h+1)-(h+5)
	DRX parameter
	

	(h+6)-m
	UE Network Capability
	

	(m+1)-(n+3)
	ME Identity
	


Figure 9.tf: UMTS Key, Quadruplets and Quintuplets 
Table 9.ta: Security Mode Values

	Security Type
	Value (Decimal)

	GSM Key and Triplets
	0

	UMTS Key, Used Cipher and Quintuplets
	1

	GSM Key, Used Cipher and Quintuplets
	2

	UMTS Key and Quintuplets
	3

	EPS Security Context, Quadruplets and Quintuplets
	4

	UMTS Key, Quadruplets and Quintuplets
	5


Table 9.tb: Used NAS Cipher Values
	Cipher Algorithm
	Value (Decimal)

	No ciphering
	0

	128-EEA1
	1

	128-EEA2
	2


Table 9.tc: Used Cipher Values
	Cipher Algorithm
	Value (Decimal)

	No ciphering
	0

	GEA/1
	1

	GEA/2
	2

	GEA/3
	3

	GEA/4
	4

	GEA/5
	5

	GEA/6
	6

	GEA/7
	7


* * * Next Change * *(9)* *

9.u
PDN Connection List
The PDN connection List is coded as this is depicted in Table 9.ua.
Table 9.ua: PDN Connection List
	PDN Connection List IE Type = u (decimal)

	Length = n (decimal)

	# of PDN Connection = m (decimal)

	For each PDN Connection:


	APN
	M
	None
	1
	APN

	IPv4 Address
	C
	None if no IPv4 Address assigned
	1
	IP Address

	IPv6 Address
	C
	None if no IPv6 Address assigned
	1
	IP Address

	SGW S11/S4 IP Address and TEID for Control Plane
	M
	
	1
	F-TEID

	PGW S5/S8 IP Address and TEID for Control Plane
	C
	Only Included for GTP based S5/S8
	1
	F-TEID

	LMA Address
	C
	Only included for PMIP based S5/S8
	1
	LMA Address

	GRE Key
	C
	Only included for PMIP based S5/S8
	1
	GRE Key

	Bearer Context List
	C
	
	1
	Bearer Context List


The Bearer Context List is coded as this is depicted in Table 9.ub.
Table 9.ub: Bearer Context List in PDN Connection
	Bearer Context List IE Type = 98 (decimal)

	Length = n (decimal)

	# of Bearers = m (decimal)

	For each Bearer:


	EPS Bearer ID
	M
	
	1
	EBI

	UL TFT
	O
	
	1
	Bearer TFT

	DL TFT
	O
	
	1
	Bearer TFT

	SGW S1/S4/S12 IP Address and TEID for user plane
	C
	
	1
	F-TEID

	PGW S5/S8 IP Address and TEID for user plane
	C
	Only included for GTP based S5/S8
	1
	F-TEID

	Bearer Level QoS
	M
	
	1
	Bearer QoS

	Transaction Identifier
	M
	
	1
	TI

	Charging characteristics
	O
	
	1
	Charging characteristics

	Container
	O
	Packet Flow ID , Radio Priority, SAPI, PS Handover XID Parameters may be included
	1
	Container


* * * Next Change * *(10)* *
9.w
GRE Key
The GRE Key is coded as this is depicted in Figure 9.w.
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = w (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4-(n+3)
	GRE Key
	


Figure 9.w: GRE Key
* * * Next Change * *(11)* *

9.x
MS Validated
The MS Validated information element indicates whether the new SGSN/MME has successfully authenticated the UE.
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = x (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4
	Spare
	MS Validated
	

	
	5-(n+3)
	These octet(s) is/are present only if explicitly specified
	


Figure 9.x: MS Validated
* * * Next Change * *(12)* *

9.y
EPS Bearer Contexts Prioritization(Contexts Prioritization)
The EPS Bearer Contexts Prioritization information element is used by the old SGSN/MME to inform the new SGSN/MME that prioritization of the EPS Bearer Contexts has been applied. When the information element is included, the length is set to zero.
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = y (decimal)
	

	
	2-(n+1)
	Length = n (decimal)
	


Figure 9.y: EPS Bearer Contexts Prioritization(Contexts Prioritization)
* * * Next Change * *(13)* *

9.z
LMA IP Address
LMA IP address shall be coded as depicted in Figure 9.z. It contains the PDN GW IP address for PMIP-based S5/S8 interface. The Length field may have only two values (4 or 16) that determine if the Value field contains IPv4 or IPv6 address.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = z (decimal)
	

	
	2-3
	Length = n (decimal)
	

	
	4-(n+3)
	IPv4 or IPv6 Address
	


Figure 9.z: LMA IP Address
