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2
Design objectives

To avoid loss of all the data stored in a location register when part of the equipment of the location register fails, a regime must be implemented to secure the data. This regime can include replication of volatile storage units and periodic back-up of data to non-volatile storage. If the data security regime ensures the integrity of the data in spite of failure of part of the location register equipment then there will be no impact on service. This Technical Specification describes the procedures to be used when the integrity of data in the location register cannot be ensured; that situation is referred to below as "failure".

The VLR and SGSN shall erase all IMSI records affected by the failure when it restarts after a failure. The GGSN shall erase all non-static PDP records affected by the failure and restore static PDP records when it restarts after a failure.

For the HLR, periodic back-up of data to non-volatile storage is mandatory.

The reliability objectives of location registration are listed in 3GPP TS 43.005 [9].
The MME, S-GW and P-GW shall delete all UE contexts affected by the failure at a restart after a failure.
* * * Next Change * * * *

14
Restoration of data in the MME

14.1
Restart of the MME

14.1.1
Restoration Procedures

After an MME restart, the MME shall delete all its UE contexts affected by the restart. MME storage of data is volatile except as specified in this subclause. The MME maintains in volatile memory a SGW Restart counter for each SGW with which the MME is in contact, and in non-volatile memory an MME Restart counter that relate to each SGW with which the MME is in contact. The MME Restart counter shall be incremented and all the SGW Restart counters marked invalid immediately after the MME has restarted.  The MME restart counter may be common to all SGWs or there may be a separate counter for each SGW. 

Editor’s note: It is FFS if a restart counter will be used in this way in GTPv2.
Editor’s note: It is FFS if an MME restart counter may be common to all SGWs.

The SGW performs a polling function (echo request and echo response) towards the MMEs with which the SGW is in contact. The MME Restart counter shall be included in the echo response. If the value received in the SGW differs from the one stored for that MME, the SGW shall consider that the MME has restarted (see 3GPP TS 29.ccc). The SGW Restart counters shall be updated in the MME to the value received in the first echo message coming from each SGW after the MME has restarted.

Editor’s note: It is FFS if a restart counter will be used in this way in GTPv2.

Editor’s note: MBMS over EPC is FFS.
Note/FFS: The partial restart seems to interfere with restart counters; so it may be better using separate restart messages like between location registers ? On second level, for signalling MME restart to P-GW (and vice versa), the restart counters cannot be used to signal MME restart as it is an S-GW counter that is exchanged with P-GW.
When the restart affects only a part of the MME’s UE contexts and the MME can describe these affected contexts by a TEID-range then the MME may indicate this TEID-range to the S-GWs it has relations with. An SGW receiving the TEID-range invalidates all its UE contexts identified by the TEID-range and that are from the restarted MME. If the SGW indicated an MME-number/TEID-range during bearer context establishment to the P-GWs then the S-GW sends a Restart Indication (MME-number/TEID-range) to all its P-GWs. The P-GWs receiving this Restart Indication invalidate all identified UE contexts.
14.1.2
Mobile originated Tracking Area Updating or E-UTRAN Attach

For attach, where the UE is unknown in the MME (i.e. the MME has no MM context for the UE) the MME shall create an MM context for the UE and shall set the indicators "Location Information Confirmed in HSS" and "Subscriber Data Confirmed by HSS" to "Not Confirmed". If authentication is required, the MME shall retrieve the authentication data and authenticate the UE. The MME then performs an "Update Location" to the HSS. If this is successful, the MME shall set the indicators "Location Information Confirmed in HSS" and "Subscriber Data Confirmed by HSS" to "Confirmed". 

For tracking area update, where the UE is unknown in the MME (i.e. the MME has no MM context for the UE) or for inter-MME tracking area update, where the UE is unkown in the old MME, the MME shall reject the TA update with an appropriate cause. In order to remain attached, the UE shall then perform a new attach and should (re‑)activate its EPS Bearer contexts. 

If the MME has an MM context for the UE, and the indicator "Location Information Confirmed in HSS" or "Subscriber Data Confirmed by HSS" is set to "Not Confirmed" the MME shall perform an "Update Location" to the HSS. If this is successful, the MME shall set the indicators "Location Information Confirmed in HSS" and "Subscriber Data Confirmed by HSS" to "Confirmed".

If the MME has an MM context for the UE with the indicator "Subscriber Data Confirmed by HSS" marked "Confirmed" the originated transmission shall be handled in the normal way.

The MME retrieves subscriber data from the HSS by sending an "Update Location" request, which triggers an "Update Location" answer which contains the subscriber data.

**********************************************************************************************
X
Restoration of data in the P-GW
X.1
Restart of the P-GW
After a P-GW restart, all the P-GW’s UE contexts, the MBMS UE contexts, and the MBMS Bearer contexts stored in the P-GW and affected by the restart become invalid and may be deleted. P-GW storage of data is volatile except as specified in this subclause. The P-GW maintains in volatile memory an S-GW Restart counter for each S-GW with which the P-GW is in contact, and in non-volatile memory P-GW Restart counters that relate to each S-GW with which the P-GW is in contact. The P-GW Restart counters shall be incremented and all the S-GW Restart counters cleared immediately after the P-GW has restarted. The restart counter may be common to all S-GWs or there may be a separate counter for each S-GW.

The S-GW performs a polling function (echo request and echo response) towards the P-GWs with which the S-GW is in contact. The P-GW Restart counters shall be included in the echo response. If the value received in the S-GW differs from the one stored for that P-GW, the S-GW will consider that the P-GW has restarted (see 3GPP TS 29.060). The S-GW Restart counters shall be updated in the P-GW to the value received in the first echo message coming from each S-GW after the P-GW has restarted.

When the S-GW detects a restart in a P-GW with which it has MBMS Bearer context(s) and/or MBMS UE context(s), it shall delete all these MBMS Bearer context(s) and/or MBMS UE context(s). Also, the new value of the P-GW Restart counter received in the echo response from the P-GW restarted shall be updated in the S-GW.
Editor’s note: It is FFS if a restart counter will be used in this way.

Editor’s note: MBMS over EPC is FFS.

Note/FFS: The partial restart seems to interfere with restart counters; maybe better using restart messages like between location registers ? On second level, for signalling MME restart to PGW, the counters cannot be used as it is an SGW counter.
When the restart affects only a part of the P-GW’s UE contexts and the P-GW can describe these affected contexts by a TEID-range then the P-GW may indicate this TEID-range to the S-GWs it has relations with. An S-GW receiving the TEID-range invalidates all its UE contexts identified by the TEID-range and that are from the restarted P-GW. If the S-GW indicated a P-GW-number/TEID-range during bearer context establishment to the MMEs then the S-GW sends a Restart Indication (P-GW-number/TEID-range) to all its MMEs. The MMEs receiving this Restart Indication invalidate all identified UE contexts.

X.2
Restoration Procedures

X.2.1
Mobile terminated transmission

When the P-GW receives a mobile terminated PDU for which no valid bearer context exists the P-GW discards the received PDU and may also return an appropriate Error message depending on the protocol used. No further actions are performed by the P-GW. 
X.2.2
Mobile originated transmission

When the P-GW receives a tunnel PDU for which no bearer context exists it discards the tunnel PDU and sends an Error indication message to the originating S-GW. The S-GW deactivates the bearer context and sends an Error indication to the MS. The MS may then re-activate the PDP context. [FFS whether an error indication should be sent to MS; if yes then via MME]
Y
Restoration of data in the S-GW
Y.1
Restart of the S-GW
After an S-GW restart, the S-GW deletes all its UE contexts, MBMS UE, and MBMS Bearer contexts affected by the restart. S-GW storage of data is volatile except as specified in this subclause. The S-GW maintains in volatile memory a P-GW Restart counter for each P-GW with which the S-GW is in contact, and in non-volatile memory S-GW Restart counters that relate to each P-GW with which the S-GW is in contact. The S-GW Restart counters shall be incremented and all the P-GW Restart counters cleared immediately after the S-GW has restarted.  The restart counter may be common to all P-GWs or there may be a separate counter for each P-GW. 

The P-GW performs a polling function (echo request and echo response) towards the S-GWs with which the P-GW is in contact. The S-GW Restart counter shall be included in the echo response. If the value received in the P-GW differs from the one stored for that S-GW, the P-GW will consider that the S-GW has restarted (see 3GPP TS 29.060). The P-GW Restart counters shall be updated in the S-GW to the value received in the first echo message coming from each P-GW after the S-GW has restarted.

When the MME or P-GW detects a restart in an S-GW with which it has bearer context(s) activated and/or MBMS UE context(s), it shall delete all the related UE context(s) and/or MBMS UE context(s). When the P-GW detects a restart in an S-GW with which it has any MBMS Bearer context, it shall not delete the MBMS bearer context unless all S-GWs connected to the P-GW restart. Also, the new value of the S-GW Restart counter received in the echo response from the S-GW restarted shall be updated in the P-GW or MME.
Editor’s note: It is FFS if a restart counter will be used in this way.

Editor’s note: MBMS over EPC is FFS.

Note/FFS: The partial restart seems to interfere with restart counters; maybe better using restart messages like between location registers ? On second level, for signalling MME restart to PGW, the counters cannot be used as it is an SGW counter.
When the restart affects only a part of the S-GW’s UE contexts and the S-GW can describe these affected contexts by TEID-range(s) then the P-GW may indicate this TEID-range to the S-GWs and MMEs it has relations with. An MME or P-GW receiving the TEID-range invalidates all its UE contexts identified by the TEID-range and that are from the restarted S-GW.
Y.2
Restoration Procedures

Y.2.1
Mobile terminated user data transmission

When the S-GW receives a tunnel PDU for which no bearer context or MBMS Bearer Context exists it discards the tunnel PDU and sends an Error indication message to the originating P-GW.
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