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1. Introduction
During the last CT4 meeting (CT4#39-bis), a discussion paper, C4-081518, highlighting the agreement that “persistent SCTP associations will be used to transport SIP-I messages” was presented. Further, it proposed the selection and standardisation of a single SCTP association model: ‘single-association’ or ‘dual-association’. This discussion paper seeks to provide further analysis and a recommendation. 
2. Discussion
Connection Reuse 
Both TR 29.802, which forms the basis of TS23.231 and RFC 3261 recommend connection re-use. TR29.802, clause 5.3 states that: “For improved resilience, once established, SCTP associations should be re-used with all SIP messages” while clause 18.1.1 of RFC 3261 states that: “If a request is destined to an IP address, port, and transport to which an existing connection is open, it is RECOMMENDED that this connection be used to send the request, but another connection MAY be opened and used”

The use of static terminations facilitates the creation of such permanent and semi-permanent connections. However, such connections can’t be guaranteed where ephemeral ports are being used. This view is supported by RFC 3261, sub-clause 18.1.1: “If a request is destined to an IP address, port, and transport to which an existing connection is open, it is RECOMMENDED that this connection be used to send the request, but another connection MAY be opened and used.” This recommendation is adequately satisfied by the single-association model whereas the dual-association model exists simply to accommodate the use of ephemeral ports, see RFC 3261: “Note that, because the source port is often ephemeral, but it cannot be known whether it is ephemeral or selected through procedures in [4], connections accepted by the transport layer will frequently not be reused.” The reference [4] refers to RFC 3263, Session Initiation Protocol (SIP): Locating SIP Servers.
Security
C4-081518 quotes the IETF Inter Draft (I-D) as not recommending connection re-use for TCP or SCTP but fails to mention that this I-D is only applicable to non-persistent connections (an unlikely case in most scenarios in operator networks). For guidance on persistent connections it refers the reader to sub-clause 18.1 of RFC 3261. Furthermore, the I-D clarifies that the reason for this recommendation is that there isn’t a way for TCP connection or SCTP associations to perform the authentication step- this is not an issue for cases where pre-configured or static ports are used.  The use of ephemeral ports for the creation of SCTP associations could potentially introduce security risks as they cannot be pre-configured and consequently cannot be verified via DNS look-ups as specified in RFC 3263; therefore making them susceptible to spoofing attacks.
Processing overhead and performance
The dual-association model requires SCTP associations to be created at run-time if an association fails, and new calls cannot be made in one direction until this association is established. This could introduce delay in completing call establishment, and as a result introduce performance issues. 
In addition, extra overhead as a result of the creation of additional associations introduces scaling issues as noted in the C4-081518 discussion paper. 
Consistency with Other SCTP-User Protocols supported in 3GPP
SCTP is also the supported transport protocol for SIGTRAN in 3GPP BICN. C4-081518 stated: “In the single association case, there must either be a prior agreement as to which node will be the SCTP client and which will be the SCTP server or both sides must be able to dynamically adapt. With the dual association model this is not a concern”. However, this does not confer any advantages on the dual-association model as there are similar requirements for SCTP association establishment for M3UA use (see sub-clauses 1.3.2.4 of RFC 3332). Thus a precedent for the use of the single-association model already exists within 3GPP BICN networks.
‘Glare’ prevention in single-association model

In the C4-081518 discussion paper, the possibility of ‘glare’ i.e. where both peers attempt to initiate a SCTP association simultaneously, is highlighted. However, this is a non-issue as RFC 2960 already outlines a robust mechanism for dealing with this. It should be noted, however, that RFC 2960 cites other causes of ‘unexpected INITs’ and that if ephemeral ports are used (as is the most likely the case where dual-association model is used), the burden for recognizing and resolving such cases falls to the SCTP-user. 
3. Proposal

It is proposed that the single-association model should be selected as the only model for SCTP association creation. 
