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1. Introduction
In the current version of TS 29.273, S6b Interface is still incomplete, and there are several chapters where the Detailed Behaviour of network elements is missing.
2. Reason for Change
In the definition of the authorization procedures for the S6b interface, the detailed behavior of PDN GW and 3GPP AAA Server and Proxy are missing.

Also, there are two redundant chapters (9.1.2.2 and 9.1.2.5), since they cover exactly the same procedures; either the removal of one of them, or a merge of those two chapters is required. In this contribution, it is proposed to remove chapter 9.1.2.5 and review some of the AVPs in 9.1.2.2.
Editorial Changes: Use the term "PDN GW" instead of "PGW", "P-GW", "PDN-GW", etc...
3. Conclusions

-
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.273 v0.3.0.
* * * First Change * * * *

9.1.2.2
Procedures when using PMIPv6
9.1.2.2.1
General

The following authorization procedures take place upon a reception of a PBU at the PDN GW. There are two situations, when the PDN GW shall interact with the 3GPP AAA Server:

-
During the initial attach procedures the PDN GW updates its address information and possibly UE addressing information to the 3GPP AAA Server and HSS. Static QoS profile information may also be downloaded at the same time.
-
After a handover the PDN GW may authorize the new MAG with the 3GPP AAA Server.
The messages and procedures for both above cases are the same from the PDN GW point of view. The 3GPP AAA Server knows when the PDN GW carries out the initial attach procedure related exchange and when the PDN GW authorizes a new MAG.

Table 9.1.2.2.1/1: Authorization request

	Information Element Name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	Set to the NAI identifier of the UE as specified in 3GPP TS 23.003 [14].

	Authentication Request Type
	Auth-Request-Type
	M
	Defines whether the UE is to be authenticated only, authorized only or both. AUTHORIZE_ONLY is required in this case.

	PDN GW Identity
	MIP6-Agent-Info
	O
	This IE contains the address and possibly the FQDN of the selected PDN GW for the UE and the corresponding PDN connection

	Mobility features
	MIP6-Feature-Vector
	M
	Contains the mobility features supported by the PDN GW. The PMIP6_SUPPORTED flag shall be set. The IP4_HOA_SUPPORTED flag is set if the PDN GW supports and the user subscription profile allowed the use of IPv4 HoA. 

	APN
	Called-Station-Id
	M
	Contains the APN information extracted from the PBU.

	
	
	
	

	QoS capabilities
	QoS-Capability
	C
	If included in the request message, indicates to the 3GPP AAA server that the PDN GW capable of downloading a static QoS profile for the UE. The PDN GW includes this IE only during UE the initial attach. 


Table 9.1.2.2.1/2: Authorization answer

	Information Element Name
	Mapping to Diameter AVP
	Cat.
	Description

	
	
	
	

	Result code
	Result-Code
	M
	Result of the operation. The possible values of the Result-Code AVP are defined in IETF RFC 3588 [7]. Set to DIAMETER_SUCCESS if the authorization of a MAG or the update to the PDN GW address succeeded. Set to DIAMETER_AUTHORIZATION_REJECTED is the authorization of a new MAG or the update of the PDN GW address failed.

	Authorized mobility features
	MIP6-Feature-Vector
	C
	If the authorization succeeded, then this IE contains the authorized mobility features. The PMIP6_SUPPORTED flag shall be set. The IP4_HOA_SUPPORTED flag is set if the PDN GW supports and the user subscription profile allowed the use of IPv4 HoA.

	Session time
	Session-Timeout
	C
	If the authorization succeeded, then this IE contains the time this authorization is valid for.

	QoS resources
	QoS-Resources
	C
	If the authorization succeeded, then the 3GPP AAA server includes a static QoS profile in this IE during the UE initial attach if the PDN GW included QoS-Capabilities AVP in the request message and the UE has been provisioned with a static QoS profile. The QoS profile template value in this IE is set to 0.


9.1.2.2.2
PDN GW Detailed Behaviour

Upon receipt of a PBU message from the MAG, the PDN GW shall initiate an authorization procedure, by sending an Authorization Request message to the 3GPP AAA server or to the 3GPP AAA Proxy, with the Auth-Request-Type set to AUTHORIZE_ONLY.
The PDN GW shall include in the request the APN where the user shall be connected to.
The PDN GW Identity shall only be included in the initial request to the 3GPP AAA server; subsequent authorization messages (due to a handover to a different MAG, for instance) shall not include it again. 
After successful reception of the Authorization Request message, the PDN GW shall check that the Result-Code is set to DIAMETER_SUCCESS and, if so, it shall proceed to connect the user to the specified APN, and will send the PBA message to the MAG.

9.1.2.2.3
3GPP AAA Server Detailed Behaviour

Upon receipt of the Authorization Request message from the PDN GW, the 3GPP AAA Server must check that the user exists. If not, the 3GPP AAA Server shall use the procedures defined for the SWx interface to retrieve the user profile, including the list of authorized APNs for that user.
If the HSS returns DIAMETER_SUCCESS, and the APN requested by the PDN GW is included in the list of authorized APNs, then the same status code shall be returned to the PDN GW to indicate successful authorization.
If the HSS returns DIAMETER_SUCCESS, but the APN requested by the PDN GW is not included in the list of authorized APNs, then the status code DIAMETER_AUTHORIZATION_REJECTED shall be returned to the PDN GW to indicate an unsuccessful authorization.
If the HSS returns DIAMETER_ERROR_USER_UNKNOWN, the 3GPP AAA Server shall return the same error to the PDN GW.

9.1.2.2.4
3GPP AAA Proxy Detailed Behaviour

The 3GPP AAA Proxy is required to handle roaming cases in which the PDN GW is located in the VPLMN. The 3GPP AAA Proxy shall act as a stateful proxy.

On receipt of the Authorization Answer message from the 3GPP AAA Server, the 3GPP AAA Proxy shall route the message to the PDN GW, and record the received authorization information for the specified user.

On receipt of the Authorization Request message from the PDN GW, the 3GPP AAA Proxy shall check if it holds authorization information for the specified user from a previous authorization procedure; if so, it shall answer directly to the PDN GW with the Authorization Answer message; otherwise, it shall route the message to the 3GPP AAA Server through the SWd interface.

* * * Next Change * * * *






	
	
	
	

	
	
	
	

	
	
	
	


	
	
	
	

	
	
	
	



	
	
	
	

	
	
	
	



	
	
	
	

	
	
	
	








* * * Next Change * * * *

9.2.2.2
Commands for S6b PMIPv6 procedures

9.2.2.2.1
AA-Request (AAR) Command

The AA-Request (AAR) command, indicated by the Command-Code field set to 265 and the ‘R’ bit set in the Command Flags field, is sent from a PDN GW to a 3GPP AAA server. The Command Code value and ABNF are re-used from the IETF RFC 4005 [4] AA-Request command. New AVPs are added using the *[AVP] extension mechanism in the original ABNF.

<AA-Request> ::= 



< Diameter Header: 265, REQ, PXY >

< Session-Id >

{ Auth-Application-Id }

{ Origin-Host }

{ Origin-Realm }

{ Destination-Realm }

{ Auth-Request-Type }

{ User-Name }
...

*[ MIP6-Agent-Info ]

[ MIP6-Feature-Vector ]

[ QoS-Capability ]

...

[ Called-Station-Id ]


...

*[ AVP ]

9.2.2.2.2
AA-Answer (AAA) Command

The AA-Answer (AAA) command, indicated by the Command-Code field set to 265 and the ‘R’ bit cleared in the Command Flags field, is sent from a 3GPP AAA server to a PDN GW. The Command Code value and ABNF are re-used from the IETF RFC 4005 [4] AA-Answer command. New AVPs are added using the *[AVP] extension mechanism in the original ABNF.
   <AA-Answer> ::= 



< Diameter Header: 265, PXY >

< Session-Id >

{ Auth-Application-Id }

{ Auth-Request-Type }

{ Result-Code }

{ Origin-Host }

{ Origin-Realm }

...

[ MIP6-Feature-Vector ]

[ Session-Timeout ]

[ QoS-Resources ]


...

*[ AVP ]
