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1. Introduction

The GTPv2 command message is acknowledged by request message. This introduces the risk of message sequence number conflicts for the same UE on a GTP processing entity. To reduce the risk, the GTPv2 entity shall be able to differentiate the initial request message with the request message triggered by a command message. 

The contribution proposes to add a linked sequence number to the GTP-C header of a request message to indicate the command this request is responding to.

2. Reason for Change

It has been agreed in GTPv2 that each path maintains a queue with signalling messages to be sent to the peer. If the signalling message is a request for which a response has been defined, shall be sent with a Sequence Number, and shall be held in a path list until a response is received. The Sequence Number is used as a transaction identity for signalling messages having a response message defined for a request message and it is copied from the request to the response message header.
While in EPS system, there are a few procedures which are initiated by either UE or MME/SGSN to send a GTP request to PDN GW to initiate another procedure. This applies for procedures defined in both TS23.401 and R8 TS 23.060. Examples of such scenarios are:

-
UE requested bearer resource allocation procedure is triggered by Allocate bearer resource command

-
UE requested bearer resource release procedure is triggered by Release TFT filter command

-
MME initiated dedicated bearer deactivation procedure is triggered by Deactivate bearer command

-
HSS initiated Subscribed QoS modification procedure is triggered by Modify bearer command

In such case, the command GTP message is responded with another request unless there is a failure in the procedure. These scenarios are cases which doesn't follow the rules of pairing messages. The command messages are implicit responded by the request message. Yet there may be potential sequence number conflicts introduced in this way. For example, the "Allocate bearer resource command" message sent to P-GW may take a sequence number which is being used by another create/update bearer request in the P-GW for the same UE in downlink direction. In such case, the P-GW can not set the same sequence number in the answering request message, which is an implicit response message, as a normal response message does. This is because that the request message sent by the PGW can be an initial message or a response message (of a command message). If there is no mechanism to different an initial request message and a request message responding to command message, there is possibility of a GTP request message deemed as a duplicate message and dropped by the SGW.
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The above racing conditions between PGW initiated bearer management procedures and UE/MME/SGSN initiated procedures can not be avoided especially when the subscription data is changed (HSS initiated bearer management procedure). There is indication defined in some of the above mentioned messages to match the requests, such as PTI for UE initiated bearer management procedure. However, this is used by the UE for correlating the received message with its request but not available by the MME and the HSS initiated procedures. Moreover, the indication in the message body would be inefficient to stop retransmission timer. 

To add more flexibility, it is also possible to update the message acknowledge mechanism to support the above mentioned scenarios. This is basically to differentiate an initial request message with a request message triggered by a command message.

There are many ways for a request message to carry the information. Possible ways could be: a) Set an ACK bit in the GTP header to indicate the acknowledgement; b) proper coding of the sequence number to identify different conditions; etc. Yet as the sequence number in GTP-C is used for match request and response messages, this proposes to simply add the sequence number of the command message to the 2 spare octets of the sequence number field of the responding request message as a "linked sequence number"(LSN). 

Here we still take UE initiated Bearer allocation procedure as an example. In this LSN solution, the message flow would be as follows:
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In above figure 2, the "Allocate Bearer Command" has a SN of 234, therefore the "Update bearer request" respond to it shall set its LSN to 234 to match the command. The SN of the "Update bearer request" is set by PGW independently while the "Update bearer response" shall set its SN to 456 to match the Update bearer request. 

The GTP LSN in GTP header can be defined as follows:

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Version
	FFS
	T=1
	E
	S=1
	FFS

	2
	
	Message Type

	3
	
	Message Length (1st Octet)

	4
	
	Message Length (2nd Octet)

	5
	
	Tunnel Endpoint Identifier (1st Octet)

	6
	
	Tunnel Endpoint Identifier (2nd Octet)

	7
	
	Tunnel Endpoint Identifier (3rd Octet)

	8
	
	Tunnel Endpoint Identifier (4th Octet)

	9
	
	Sequence Number (1st Octet)

	10
	
	Sequence Number (2nd Octet)

	11
	
	Linked Sequence Number (1st Octet)

	12
	
	Linked Sequence Number (2nd Octet)

	13 - n
	
	These octets are present in the header if E flag is set to ‘1’ and contain one or more Extension Headers.


The LSN field only contains valid value when set in a request message triggered by a command, otherwise the LSN value shall be set to 0.

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.274 v1.1.0.

* * * First Change * * * *

5.1
General format of GTPv2 header

The GTP header is a variable length header used for both the GTP-C and the GTP-U protocols. The length of GTPv2 header shall be a multiple of 4 octets. The GTP header shall be at least 4 bytes long. Figure 5.1 illustrates the format of the GTPv2 Header. 

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Version
	FFS
	T
	E
	S
	FFS

	2
	
	Message Type

	3
	
	Message Length (1st Octet)

	4
	
	Message Length (2nd Octet)

	5 - n
	
	These octets are present in the header if either of the T, S or E flags is set to ‘1’. Therefore, if present the octets contain either a TEID, or a Sequence Number and two spare octets, or an Extension Header(s), or any combination of these. If T flag is set to 1, then TEID shall be placed into octets 5-8. If S flag is set to 1, then SN shall be placed either after the TEID, or if TEID is not present, then into octets 5-6 and shall be followed by two spare octets. An Extension Header shall be placed only after the TEID and/or two spare octets.


Figure 5.1: The format of GTPv2 Header

Octet 1 of the GTPv2 header shall contain the following fields:

-
Bits 6-8 represent the Version field. This field shall be used to determine the version of the GTP protocol. The version number shall be set to binary '010'.

-
Bit 2 represents the Sequence number flag (S). S flag shall be used to signal the presence of the GTP Sequence Number and Linked Sequence Number field. If S flag is set to 1, then the GTP header is longer than 8 octets and the Sequence Number and Linked Sequence Number field shall be inserted into octets 9-12 (right after TEID field in octets 4-8).  If S flag is set to 0, then the Sequence Number and Linked Sequence Number field shall not be present in the GTP header at all (i.e. the given GTP header could be 8 octets long).

-
Bit 3 represents the Extension Header flag (E). E flag shall be used to signal the presence of the GTP Extension Header field in the GTP header. If E flag is set to 1, then the GTP header is longer than 8 octets and the Extension Header value shall be inserted either right after TEID field (if the S flag is set to 0) or right after two spare octets (if the S flag is set to 1). If E flag is set to 0, then the Extension Header field shall not be present in the GTP header at all (i.e. the given GTP header could be 8 octets long).

-
Bit 4 represents the TEID flag (T). T flag shall be used to signal the presence of the TEID field in the GTP header. If T flag is set to 0, then the TEID field is not present in the GTP header at all (i.e. the given GTP header may even be 4 octets long). If T flag is set to 1, then the TEID field immediately follows the Length field in octets 5 – 8.

Editor’s note: the exact coding of bits 1 and 5 in the Octet 1 is FFS.

The GTP-C and the GTP-U use some of the fields in the GTP header differently. The detailed use of such fields is described in the sections related to GTP-C and to GTP-U.

Octet 2-4 of the GTPv2 header shall contain the following fields:

-
Message Type field. This field shall indicate the type of GTP message. 

-
Length field. This field shall indicate the length of the message in octets excluding the mandatory part of the GTP header (the first 4 octets). The TEID (if present), Sequence Number and Extension Header(s) shall be included in the length count.


* * * Next Change * * * *

5.2.2
EPC specific GTP-C header

Apart from Echo Request, Echo Response and Version Not Supported Indication messages the GTP-C message header shall contain TEID, Sequence Number and Linked Sequence Number fields. Typical GTP-C header is depicted in figure 5.2.2.

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Version
	FFS
	T=1
	E
	S=1
	FFS

	2
	
	Message Type

	3
	
	Message Length (1st Octet)

	4
	
	Message Length (2nd Octet)

	5
	
	Tunnel Endpoint Identifier (1st Octet)

	6
	
	Tunnel Endpoint Identifier (2nd Octet)

	7
	
	Tunnel Endpoint Identifier (3rd Octet)

	8
	
	Tunnel Endpoint Identifier (4th Octet)

	9
	
	Sequence Number (1st Octet)

	10
	
	Sequence Number (2nd Octet)

	11
	
	Linked Sequence Number (1st Octet)

	12
	
	Linked Sequence Number (2nd Octet)

	13 - n
	
	These octets are present in the header if E flag is set to ‘1’ and contain one or more Extension Headers.


Figure 5.2.2: The format of EPC specific GTPv2 Control Plane message Header

In addition to the field defined in General GTP header, octet 5-12 of the GTP-C header shall always contains the following fields:

-
Tunnel Endpoint Identifier (TEID) field. This field unambiguously identifies a tunnel endpoint in the receiving GTP-C protocol entity. The receiving end side of a GTP tunnel locally assigns the TEID value the transmitting side has to use. The TEID values are exchanged between tunnel endpoints using GTP-C messages.

-
Sequence Number (TEID) field. This field is used as a transaction identity for signalling messages having a response/acknowledge message defined for a request/notification message. That is, the Sequence Number value is copied from the request/notification to the response/acknowledge message header. The Sequence Number value '0' shall be preserved.
-
Linked Sequence Number (TEID) field. This field is used as a transaction identity for a request messages having triggered by a command message. The Linked Sequence Number value is copied from the Sequence Number value from the command message header. Otherwise this field shall be set to '0'.
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Figure 1. Conflicts of sequence number between request messages





SGW





PGW





Allocate Bearer Command (SN = 234)





Update Bearer Response (SN = 456)





Update Bearer Request (SN = 456, LSN=234) respond to Allocate Bearer Command





Figure 2. Request message with SN and LSN








