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1. Introduction
This paper proposes some extensions to the AAA protocols on STa and SWm to support IP MMS as defined in TS 23.402. 
2. Reason for Change
In TS 23.402 it is specified that the AAA server optionally provides information to the ePDG or AGW of a trusted non-3GPP access about the mobility protocol used. This information is provided to the ePDG or AGW so that it can allocate the IP address accordingly. In the case PMIPv6 is selected, the IP address is allocated by the LMA via a PBU/PBA exchange. In the case DSMIPv6 is selected, a local IP address is allocated to the UE so that the UE can use it as a CoA. 
The current version of TS 29.273 already provides a way for the AGW to indicate the support of PMIPv6 in the MIP-Feature-Vector AVP. What is currently missing is a way for the AAA server to provide the information about the selected protocol. For this purpose the IP-MMS AVP is defined. Note that in case DSMIPv6 is selected, some AVPs are no more needed in the AAR. In particular PMIP6-Agent-Info, PMIP6-Home-Prefix and PMIP6-IPv4-Home-Address are optional and present only in case the IP-MMS AVP indicates that PMIPv6 is used. They shall not be included in the case the IP-MMS is not included as they are meaningless in case PMIPv6 is not used. 
3. Proposal

It is proposed to agree the following changes to 3GPP TS 29.273 v0.2.0.
* * * First Change * * * *

5
STa Description

5.1


Functionality

The STa reference point is defined between the trusted non-3GPP IP access and the 3GPP AAA Server or between the trusted non-3GPP IP access and the 3GPP AAA Proxy. The definition of the reference point and its functionality is given in 3GPP TS 23.402 [3]. 
The STa reference point is used to authenticate and authorize the UE and to transport PMIPv6 or MIPv4 FA-CoA mode related mobility parameters in a case the UE attaches to the EPC using the S2a reference point. This reference point is also used to transport charging-related information and optionally information about IP Mobility Mode Selection.
5.2


Protocols
The STa reference point shall be based on Diameter, as defined in IETF RFC 3588 [7] and contain the following additions and extensions:

· IETF RFC 4005 [3], which defines a Diameter protocol application used for Authentication, Authorization and Accounting (AAA) services in the Network Access Server (NAS) environment.

· IETF RFC 4072 [5], which provides a Diameter application to support the transport of EAP (IETF RFC 3748 [8]) frames over Diameter.
· IETF Darft draft-korhonen-dime-pmip6 [2], which defines a Diemeter extensions and application for PMIPv6 MAG to AAA and LMA to AAA interfaces.

· IETF Draft draft-ietf-dime-mip6-integrated [6], which defines Diameter extensions for Mobile IPv6 NAS to AAA interface.
In the case of a trusted non-3GPP IP access where PMIPv6 is used as mobility protocol, the MAG to 3GPP AAA server or the MAG to 3GPP AAA proxy communication shall use the MAG to AAA interface functionality defined in IETF Darft draft-korhonen-dime-pmip6 [2] and the NAS to AAA interface functionality defined in IETF Draft draft-ietf-dime-mip6-integrated [6].

The MAG to AAA interface functionality over the STa reference does not define a new Application-Id but reuses existing NASREQ (IETF RFC 4005 [4]) and/or EAP (IETF RFC 4072 [5]) applications.

Editor’s note: Whether different Diameter applications are needed for PMIPv6 and MIPv4 FA-CoA mode accesses is for FFS.

5.3


Procedures Description

Editor’s note: This section includes sub-clauses describing the parameters and detailed behaviour of different procedures.

5.3.1
Trusted non-3GPP Access Authentication and Authorization

These procedures are transported over Diameter, the Access (Re-)Authentication and Authorization between the trusted non-3GPP access network and the 3GPP AAA Proxy or Server. The same interface and Diameter application is used for authenticating and authorizing the UE for both PMIPv6 and MIPv4 FA-CoA mode trusted non-3GPP accesses.

When EAP-AKA is used in the trusted non-3GPP access authentication and PMIPv6 is used, the Serving Gateway acting as a MAG has also a role of the NAS. During the trusted non-3GPP access authentication the NAS serves a pass-through EAP authenticator. 

Diameter usage over the STa interface:

· When EAP is used, the trusted non-3GPP access authentication and authorization procedure is mapped to the Diameter-EAP-Request and Diameter-EAP-Answer command codes specified in IETF RFC 4072 [5].

· For (re)authentication procedures, the messaging described below is reused.

During the Access Authentication and Authorization procedure the trusted non-3GPP GW may provide information on its PMIPv6 capabilities to the AAA server. The AAA server may provide to the trusted non-3GPP GW an indication if PMIPv6 shall be used or not. If PMIPv6 is not used, the trusted non-3GPP GW shall assign a local IP address to the UE.  
Table 5.3.1.1: Trusted non-3GPP Access Authentication and Authorization request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element contains the identity of the user. The indentity is represented in NAI form as specified in IETF RFC 4282 [15], formatted as defined in 3GPP TS 23.003 [14].

	EAP payload
	EAP-payload
	M
	Encapsulated EAP payload used for the UE – 3GPP AAA Server mutual authentication

	Authentication Request Type
	Auth Request-Type
	M
	Defines whether the user is to be authenticated only, authorized only or both. AUTHORIZE_AUTHENTICATE is required in this case.

	NAS-IP address
	NAS-IP Address
	C
	IP address of the trusted non-3GPP access network NAS.

	NAS-Ipv6 address
	NAS-Ipv6 address
	C
	IPv6 address of the trusted non-3GPP access network NAS.

	UE Layer-2 address
	Calling Station-ID
	M
	Carries the Layer-2 address of the UE.

	Supported 3GPP QoS profile
	QoS-Capability
	O
	If the trusted non-3GPP Access supports QoS mechanisms, this information element may be included to contain the access network’a QoS capabilities as defined in IETF Draft draft-ietf-dime-qos-attributes [9].

	Mobility Capabilities
	MIP6-Feature-Vector
	O
	Contains the capabilities of the trusted non-3GPP access network. The flag MIP6_INTEGRATED shall always be set as defined in IETF Draft draft-ietf-dime-mip6-integrated [6] and the flag PMIP6_SUPPORTED shall be set as defined in IETF Draft draft-korhonen-dime-pmip6 [2]. Other MIP6-Feature-Vector AVP flags are FFS. 

	Current UE Identity
	Chargeable-User-Id
	M
	Contains the UE identity to be used in subsequent PBUs. The usage of this AVP is defined in IETF RFC 4372 [16] and IETF Draft draft-korhonen-dime-pmip6 [2].

	Attach type 
	NAS-Port-Type
	O
	Contains the trusted non-3GPP access network and/or attach type.

	MAG IP address
	PMIP6-MAG-Address
	O
	IP address of the MAG this access authentication and authorization session relates to,


Editor’s note: It is FFS whether new values for NAS-Port-Type AVP need to defined in the IANA registry.

Editor’s note: It is FFS whether the NAS-Port-Type AVP is actually sufficient for describing the semantics of the network Attach Type as defined in 3GPP TS 23.402.

Table 5.3.1.2: Trusted non-3GPP Access Authentication and Authorization response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element contains the identity of the user. The indentity is represented in NAI form as specified in IETF RFC 4282 [15], formatted as defined in 3GPP TS 23.003 [14].

	EAP payload
	EAP payload
	M
	Encapsulated EAP payload used for UE- 3GPP AAA Server mutual authentication

	Result code
	Result-Code
	M
	Result of the operation. Result codes are as per in Diameter Base Protocol (IETF RFC 3588 [7]) . 1xxx should be used for indicating multi-round authentication, 2xxx for success and 3xxx for errors.

	Session Alive Time
	Session-Timeout
	O
	Max no of seconds the user session should remain active 

	Accounting Interim – Interval
	Accounting Interim-Interval
	O
	Charging duration

	Pairwise Master Key
	EAP-Master-Session-Key
	C
	Shall be sent if Result-Code AVP is set to DIAMETER_SUCCESS.

	Authorized 3GPP QoS profile
	QoS -Resources
	O
	If both supported 3GPP WLAN QoS profile of the WLAN AN and subscribed QoS profile were received by the 3GPP AAA Server, this IE may be present.

This IE contains the 3GPP WLAN QoS Profile authorized by the 3GPP AAA Server based on the subscribed QoS parameters from the HSS, WLAN AN’s QoS capabilities and other information, e.g. operators’ policies.

	Mobility Capabilities
	MIP6-Feature-Vector
	M
	Contains an AAA/HSS authorized set of mobility capabilities to the trusted non-3GPP access network.

	IP Mobility Mode Selection 
	IP-MMS
	O
	Contains an indication if PMIPv6 or DSMIPv6 is the selected mobility protocol. If PMIPv6 is selected, the IP address allocation is performed by the LMA via PMIPv6 signalling. If DSMIPv6 is selected, a local IP address is assigned. If this AVP is not present, IP address assignment is performed based on local static configuration.

	Assigned LMA information
	PMIP6-Agent-Info
	O
	Contains IPv6 address and/or FQDN of the LMA assigned to the UE. This AVP can be present only if the IP-MMS AVP indicates that the IP address of the UE shall be assigned via LMA.

	Current UE Identity
	Chargeable-User-Id
	M
	An AAA/HSS assigned indetity to be used by the MAG in subsequent PBUs or MIPv4 RRQs.

	
	
	
	

	
	
	
	

	Access Point Name
	3GPP-WLAN-APN-Id
	M
	The Access Point Name as defined in 3GPP TS 29.230 [17]. The APNs are to be used in subsequent PBUs or MIPv4 RRQs.

It is FFS whether IETF defined AVP would be a better approach for non-3GPP accesses. 

	MIPv4 Home Agent IP address
	MIP-Home-Agent-Address
	C
	Contains the IPv4 address of the MIPv4 Home Agent (as defined in IETF RFC 4004 [18]) in a case UE intends to attach to the EPC using MIPv4 FA-CoA mode. Either MIP-Home-Agent-Address or MIP-Home-Agent-Host AVPs or both may be returned in the reply message.

	MIPv4 Home Agent FQDN
	MIP-Home-Agent-Host
	C
	Contains the FQDN of the MIPv4 Home Agent (as defined in IETF RFC 4004 [18]) in a case UE intends to attach to the EPC using MIPv4 FA-CoA mode. Either MIP-Home-Agent-Address or MIP-Home-Agent-Host AVPs or both may be returned in the reply message. If only the FQDN is returned then the MAG shall query DNS to resolve the MIPv4 Home Agent address. 


Editor’s note: It is FFS whether filtering rules need to be returned to NAS.

5.3.2
HSS/AAA Initiated Detach for Trusted non-3GPP Access
This procedure is used to communicate between the 3GPP AAA/HSS and the MAG or the Foreign Agent in the trusted non-3GPP access network to indicate that the 3GPP AAA/HSS has decided that a specific UE shall be detached from accessing the EPC. The procedure is based on Diameter session abort messages.

Diameter usage over the STa interface:

· This procedure is mapped to the Diameter command codes Diameter-Abort-Session-Request (ASR) and Diameter‑Abort-Session-Answer (ASA) specified in RFC 3588 [7]. Information element content for these messages are shown in tables 5.3.x.x and 5.3.x.y.

· The value of zero (0) shall be used as the Application-Id in ASR/ASA commands, as these are defined in the Diameter base protocol.

Table 5.3.2.1: Information Elements passed in ASR message
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element contains the identity of the user.

	Current UE Identity
	Chargeable-User-Id
	M
	An AAA/HSS assigned indetity to be used by the MAG in subsequent PBUs or MIPv4 RRQs.


Table 5.3.2.2: Information Elements passed in ASA message
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element contains the identity of the user.

	Result-Code
	Result-Code
	M
	Result of the operation.


5.4


Information Element Contents

Editor’s note: AVP codes and content description will be listed here.

5.4.1
Authentication Procedures

ABNFs for the DER and DEA messages are given below. For the DER, the following are necessary:
<Diameter-EAP-Request> ::= < Diameter Header: 268, REQ, PXY >


< Session-Id >


{ Auth-Application-Id }


{ Origin-Host }


{ Origin-Realm }


{ Destination-Realm }


{ Auth-Request-Type }


{ EAP-Payload }


[ Destination-Host ]


[ User-Name ]


[ NAS-IP-Address ]


[ NAS-IPv6-Address ]


[ Calling Station-ID ]

 
* [ Proxy-Info ]

 
* [ Route-Record ]


[ NAS-Port-Type ]


[ QoS-Capability ]


[ MIP6-Feature-Vector ]


[ Chargeable-User-Id ]


[ PMIP6-MAG-Address ]

  * [ AVP ]

For the DEA, the following are necessary:
<Diameter-EAP-Answer> ::= < Diameter Header: 268, PXY >


< Session-Id >


{ Auth-Application-Id }


{ Result-Code }


{ Origin-Host }


{ Origin-Realm }


{ Auth-Request-Type }


[ EAP-Payload ]


[ User-Name ]

 
[ Session-Timeout ]


[ Accounting-Interim-Interval ]


[ EAP-Master-Session-Key]

[ QoS-Resources ]

* [ Proxy-Info ]


[ MIP6-Feature-Vector ]


[ Chargeable-User-Id ]


[ PMIP6-Home-Prefix ]


[ PMIP6-IPv4-Home-Address ]


* [ 3GPP-WLAN-APN-Id ]


[ MIP-Home-Agent-Address ]


[ MIP-Home-Agent-Host ]


[ IP-MMS ]


* [ AVP ]

5.4.2
Abort Session Request and Answer AVPs

ABNF for the ASR commands is as follows:
<ASR>  ::= < Diameter Header: 274, REQ, PXY >


< Session-Id >


{ Origin-Host }


{ Origin-Realm }


{ Destination-Realm }


{ Destination-Host }


{ Auth-Application-Id }


[ User-Name ]

[ Origin-State-Id ]


* [ Proxy-Info ]


* [ Route-Record ]


[ Chargeable-User-Id ]


*[ AVP ]

ABNF for the ASA commands is as follows:

<ASA>  ::= < Diameter Header: 274, PXY >


< Session-Id >


{ Result-Code }


{ Origin-Host }


{ Origin-Realm }


[ User-Name ]

[ Origin-State-Id ]


[ Error-Message ]


[ Error-Reporting-Host ]


* [ Failed-AVP ]


* [ Redirected-Host ]


[ Redirected-Host-Usage ]


[ Redirected-Max-Cache-Time ]


* [ Proxy-Info ]


* [ AVP ]

* * * Next Change * * * *

7
SWm Description

Editor’s note: Differences between Wm and Wm* are FFS.

7.1


Functionality

The SWm reference point is defined between the ePDG and the 3GPP AAA Server or between the trusted non-3GPP IP access and the 3GPP AAA Proxy. The definition of the reference point and its functionality is given in 3GPP TS 23.402 [3]. 

The SWm reference point is used to authenticate and authorize the UE and to transport PMIPv6 related mobility parameters in a case the UE attaches to the EPC via the S2b and SWn reference points (i.e. IP Mobility Mode Selection information).
7.2


Protocol

The SWm reference point shall be based on Diameter, as defined in IETF RFC 3588 [7] and contain the following additions and extensions:

· IETF RFC 4005 [4], which defines a Diameter protocol application used for Authentication, Authorization and Accounting (AAA) services in the Network Access Server (NAS) environment.

· IETF RFC 4072 [5], which provides a Diameter application to support the transport of EAP (IETF RFC 3748 [8]) frames over Diameter. 
· IETF Darft draft-korhonen-dime-pmip6 [2], which defines a Diameter extensions and application for PMIPv6 MAG to AAA and LMA to AAA interfaces.

· IETF Draft draft-ietf-dime-mip6-integrated [6], which defines Diameter extensions for Mobile IPv6 NAS to AAA interface.
In the case of an untrusted non-3GPP IP access, the MAG to 3GPP AAA server or the MAG to 3GPP AAA proxy communication shall use the MAG to AAA interface functionality defined in IETF Darft draft-korhonen-dime-pmip6 [2] and the NAS to AAA interface functionality defined in IETF Draft draft-ietf-dime-mip6-integrated [6].

The MAG to AAA interface functionality over the SWm reference does not define a new Application-Id but reuses existing EAP (IETF RFC 4005 [4]) and/or NASREQ (IETF RFC 4072 [5]) applications.

The ePDG acts as a MAG and NAS when the UE attaches to the EPC using the S2b reference point. This information is provided by the AAA server via the IP-MMS AVP.
7.3


Procedures Description

Editor’s note: This section includes sub-clauses describing the parameters and detailed behaviour of different procedures.
7.4


Information Element Contents

Editor’s note: AVP codes and content description will be listed here.

* * * Next Change * * * *
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