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1. Introduction

Stage 2 foresees the delivery of a user profile to the non-3GPP access during authentication, see  section 4.10.4 of TS 23.402. The transfer of such a profile from HSS to 3GPP AAA Server within the initial authentication/authorization is described already in TS 29.273 for the STa reference point, and is proposed in another contribution (C4-08xxxx, <Nortel et al.>) for the SWx reference point. The latter also describes a separate message, as needed e.g. when subscription data is updated in the HSS, conformant to the stage 2 specification (section 12.2.1 in TS 23.402).

Additionally, there seems to be also a need for re-authorization. In I-WLAN (see section 4.3.4 of TS 29.234) one procedure serves both purposes (“Access and Service Authorization Information Update”). It consists in initiating a (re-)authentication/(re-)authorization procedure by sending a trigger message from 3GPP AAA server to the authenticator, which includes download of subscriber data. In this way no separate message for update of the subscriber profile is needed. 
For the benefit of simpler implementation, alignment between several such cases, at least 
· Wa in legacy I-WLAN,  

· Wm in legacy I-WLAN,

· SWa for interworking with untrusted non-3GPP access,

· STa for interworking with trusted non-3GPP access, 

is desirable.  
2. Reason for Change

The procedure for update of a user profile between 3GPP AAA server and trusted non-3GPP access (i.e. on reference point STa) is currently missing from the specification.
Also, in the current specification the re-authenticion/re-authorization procedures are not clear enough from procedural point of view. Regarding protocol messages it is stated that those for authentication/authorization are re-used; but the difference between the initiating trigger message for update from 3GPP AAA Server to the trusted non-3GPP access, and the subsequent message exchange actually doing the re-use should be made apparent.
3. Conclusions
The update procedure on STa can be designed in a similar way as for related reference points of I-WLAN and untrusted non-3GPP access. 
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.273:
* * * First Change * * * *

5.3.2
HSS/AAA Initiated Detach for Trusted non-3GPP Access
This procedure is used to communicate between the 3GPP AAA/HSS and the MAG or the Foreign Agent in the trusted non-3GPP access network to indicate that the 3GPP AAA/HSS has decided that a specific UE shall be detached from accessing the EPC. The procedure is based on Diameter session abort messages.

Diameter usage over the STa interface:

· This procedure is mapped to the Diameter command codes Diameter-Abort-Session-Request (ASR) and Diameter‑Abort-Session-Answer (ASA) specified in RFC 3588 [7]. Information element content for these messages are shown in tables 5.3.x.x and 5.3.x.y.
· The value of zero (0) shall be used as the Application-Id in ASR/ASA commands, as these are defined in the Diameter base protocol.

Table 5.3.2.1: Information Elements passed in ASR message
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element contains the identity of the user.

	Current UE Identity
	Chargeable-User-Id
	M
	An AAA/HSS assigned identity to be used by the MAG in subsequent PBUs or MIPv4 RRQs.


Table 5.3.2.2: Information Elements passed in ASA message
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element contains the identity of the user.

	Result-Code
	Result-Code
	M
	Result of the operation.


5.3.3
Access and Service Authorization information update
This procedure is used between the 3GPP AAA Server and the trusted non-3GPP access for the purpose of modifying the previously provided authorization parameters. This may happen due to a modification of the subscriber profile in the HSS.

This procedure is performed in two steps:
-
The 3GPP AAA server issues an unsolicited re-authorization request towards the trusted non-3GPP access. Upon receipt of such a request, the trusted non-3GPP access shall respond to the request and indicate the disposition of the request. This procedure is mapped to the Diameter command codes Re-Auth-Request and Re-Auth-Answer specified in RFC 3588 [7]. Information element contents for these messages are shown in tables 5.3.3.1 and 5.3.3.2.

-
Upon receiving the re-authorization request, the non-3GPP access shall immediately invoke the trusted non-3GPP access authorization procedure, based on the reuse of NASREQ IETF RFC 4005 AAR and AAA commands.

Editors Note: The description of the content of the AAR and AAA commands is FFS. 

Table 5.3.3.1: Access and Service Authorization Information Update request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element contains the identity of the user. The identity is represented in NAI form as specified in IETF RFC 4282 [15], formatted as defined in 3GPP TS 23.003 [14].

	Re-Auth Request Type
	Re-Auth–Request-Type
	M
	Defines whether the user is to be authenticated only, authorized only or both. AUTHORIZE_ONLY is required in this case.

	Routing Information
	Destination-Host
	M
	This information element is obtained from the Origin-Host AVP, which was included in a previous command received from the trusted non-3GPP access.


Table 5.3.3.2: Access and Service Authorization information Update response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element contains the identity of the user. The identity is represented in NAI form as specified in IETF RFC 4282 [15], formatted as defined in 3GPP TS 23.003 [14].

	Result
	Result-Code / Experimental-Result
	M
	Result of the operation.

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

Experimental-Result AVP shall be used for STa errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.


