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1. Introduction
This contribution defines a mechanism for updating the authorization information for the PDN-GW over the S6b interface, initiated by the 3GPP-AAA. This is needed when the authorization information in the subscriber profile has been modified, and the PDN-GW needs to receive the new information, and re-initiate the authorization procedures to ensure the user is still allowed to use the previously allocated network resources.
2. Reason for Change
Currently, there is no mechanism defined in S6b for updating authorization information.
3. Conclusions

-
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.273 0.2.0
* * * First Change * * * *

9.3.x
Service Authorization Information Update Procedures
9.3.x.1
Service Authorization Information Update Request and Response
The S6b reference point allows the 3GPP AAA server to modify the authorization information previously provided to the PDN GW, i.e., during Service Authentication and Authorization when using DSMIPv6, or Service Authorization using PMIP or a previous Service Authorization update. This procedure is triggered by the modification of the non-3GPP profile of the UE in the HSS.

The Service Authorization Information Update procedure is performed in two steps:

1. The 3GPP AAA server issues an unsolicited re-authentication and/or re-authorization request towards the PDN GW. Upon receipt of this request, the PDN GW responds to the request and indicates the disposition of the request. This procedure is based on the reuse of Diameter Base IETF RFC 3588 [7] RAR and RAA commands.

2. After receiving the re-authorization request, the PDN GW invokes for each of the affected APNs, the authorization procedure as described in the section 9.3.2 (Service Authorization). The information element content for these messages is shown in tables 9.3.2.1 and 9.3.2.2
Table 9.3.x.‎

 SEQ Table \* ARABIC \s 3 1: S6b Service Authorization Information Update request

	Information Element Name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element contains the identity of the user

	Request Type
	Re-Auth-Request-Type
	M
	Defines whether re-authentication or re-authorization is required. AUTHORIZE_ONLY is required in this case.

	APN Id
	Called-Station-Id
	O
	Contains the list of modified APNs. The PDN-GW shall initiate a new authorization procedure for those APNs in the list, currently active.
If this AVP is not present, the PDN-GW shall re-authorize all active APNs.


Table 9.3.x.2: S6b Service Authorization Information Update response

	Information Element Name
	Mapping to Diameter AVP
	Cat.
	Description

	Result
	Result-Code / Experimental-Result
	M
	Result of the operation.

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

Experimental-Result AVP shall be used for S6b errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.


9.3.x.2
Detailed Behaviour

The 3GPP AAA server shall make use of this procedure in two steps to indicate and update relevant service authorization information in the PDN GW.
The PDN GW upon reception an unsolicited re-authentication and/or re-authorization request shall perform the following check and if there is an error detected, the PDN GW shall stop processing and return the corresponding error code.
Check the Re-Auth–Request-Type AVP:

1) If it indicates AUTHENTICATE_ONLY, Result-Code shall be set to DIAMETER_INVALID_AVP_VALUE.

2) If it indicates AUTHORIZE_ONLY, the PDN GW shall just perform an authorization procedure as described in section 9.3.2.
3) If it indicates AUTHORIZE_AUTHENTICATE, Result-Code shall be set to DIAMETER_INVALID_AVP_VALUE.
After successful authorization procedure (as described in chapter 9.3.2), the PDN GW shall overwrite, for the subscriber identity indicated in the request, with the information received from the 3GPP AAA server. A session termination shall be initiated if the subscriber is no longer authorized to use the activated APNs or the mobility service.
