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1. Introduction
This contribution proposes some updates to the Information Element associated to the authentication and authorization procedures over the STa interface.
2. Reason for Change
Some of the AVPs currently defined in the protocol messages should be associated to a specific APN.
3. Conclusions

-
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.273 0.2.0
* * * First Change * * * *

5.3


Procedures Description

Editor’s note: This section includes sub-clauses describing the parameters and detailed behaviour of different procedures.

5.3.1
Trusted non-3GPP Access Authentication and Authorization

These procedures are transported over Diameter, the Access (Re-)Authentication and Authorization between the trusted non-3GPP access network and the 3GPP AAA Proxy or Server. The same interface and Diameter application is used for authenticating and authorizing the UE for both PMIPv6 and MIPv4 FA-CoA mode trusted non-3GPP accesses.

The Serving Gateway acting as a MAG has also a role of the NAS. During the trusted non-3GPP access authentication the NAS serves a pass-through EAP authenticator. 

Diameter usage over the STa interface:

· The trusted non-3GPP access authentication and authorization procedure is mapped to the Diameter-EAP-Request and Diameter-EAP-Answer command codes specified in IETF RFC 4072 [5].

· For (re)authentication procedures, the messaging described below is reused.

Table 5.3.1.1: Trusted non-3GPP Access Authentication and Authorization request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element contains the identity of the user. The indentity is represented in NAI form as specified in IETF RFC 4282 [15], formatted as defined in 3GPP TS 23.003 [14].

	EAP payload
	EAP-payload
	M
	Encapsulated EAP payload used for the UE – 3GPP AAA Server mutual authentication

	Authentication Request Type
	Auth Request-Type
	M
	Defines whether the user is to be authenticated only, authorized only or both. AUTHORIZE_AUTHENTICATE is required in this case.

	NAS-IP address
	NAS-IP Address
	C
	IP address of the trusted non-3GPP access network NAS.

	NAS-Ipv6 address
	NAS-Ipv6 address
	C
	IPv6 address of the trusted non-3GPP access network NAS.

	UE Layer-2 address
	Calling Station-ID
	M
	Carries the Layer-2 address of the UE.

	Supported 3GPP QoS profile
	QoS-Capability
	O
	If the trusted non-3GPP Access supports QoS mechanisms, this information element may be included to contain the access network’a QoS capabilities as defined in IETF Draft draft-ietf-dime-qos-attributes [9].

	Mobility Capabilities
	MIP6-Feature-Vector
	O
	Contains the capabilities of the trusted non-3GPP access network. The flag MIP6_INTEGRATED shall always be set as defined in IETF Draft draft-ietf-dime-mip6-integrated [6] and the flag PMIP6_SUPPORTED shall be set as defined in IETF Draft draft-korhonen-dime-pmip6 [2]. Other MIP6-Feature-Vector AVP flags are FFS. 

	Permanent User Identity
	Chargeable-User-Id
	M
	Contains the UE identity to be used in subsequent PBUs as MN-NAI identifying the user in the EPS network. The usage of this AVP is defined in IETF RFC 4372 [16] and IETF Draft draft-korhonen-dime-pmip6 [2].
This AVP is null in the first authentication request.

	Access Technology Type 
	NAS-Port-Type
	O
	Contains the trusted non-3GPP access network access technology type. RAT-types values for trusted access should be defined (FFS).

	MAG IP address
	PMIP6-MAG-Address
	O
	IP address of the MAG this access authentication and authorization session relates to.

	Visited Network Identifier
	Visited-Network-Identifier
	M
	Identifier that allows the home network to identify the Visited Network.

	APN Id
	Called-Station-Id
	O
	This information element contains the APN the user wants to connect to (if available).


Editor’s note: It is FFS whether new values for NAS-Port-Type AVP need to defined in the IANA registry.

Editor’s note: It is FFS whether the NAS-Port-Type AVP is actually sufficient for describing the semantics of the network Attach Type as defined in 3GPP TS 23.402.

Table 5.3.1.2: Trusted non-3GPP Access Authentication and Authorization response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element contains the identity of the user. The indentity is represented in NAI form as specified in IETF RFC 4282 [15], formatted as defined in 3GPP TS 23.003 [14].

	EAP payload
	EAP payload
	M
	Encapsulated EAP payload used for UE- 3GPP AAA Server mutual authentication

	Result code
	Result-Code /

Experimental Result Code
	M
	Result of the operation. Result codes are as per in Diameter Base Protocol (IETF RFC 3588 [7]). Experimental-Result AVP shall be used for STa errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

	Session Alive Time
	Session-Timeout
	O
	Max no of seconds the user session should remain active 

	Accounting Interim – Interval
	Accounting Interim-Interval
	O
	Charging duration

	Pairwise Master Key
	EAP-Master-Session-Key
	C
	Shall be sent if Result-Code AVP is set to DIAMETER_SUCCESS.

	
	
	
	


	Authorized APN Data
	APN-Authorized
	M
	Contains the default APN, the list of authorized APNs, user profile information and PDN GW information.

APN-Authorized is a grouped AVP including the following information elements per APN:

- APN

- Authorized 3GPP QoS profile
- User IP Address (IPv4 and/or IPv6)

- PDN GW identity

- PDN GW allocation type

- VPLMN Dynamic Address Allowed

	Mobility Capabilities
	MIP6-Feature-Vector
	M
	Contains an AAA/HSS authorized set of mobility capabilities to the trusted non-3GPP access network.

	
	
	
	

	Permanent User Identity
	Chargeable-User-Id
	M
	An AAA/HSS assigned indetity to be used by the MAG in subsequent PBUs or MIPv4 RRQs as MN-NAI identifying the user in the EPS network.

	
	
	
	

	
	
	
	

	
	
	
	


	
	
	
	

	
	
	
	


Editor’s note: It is FFS whether filtering rules need to be returned to NAS.

