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19
Numbering, addressing and identification for 3GPP access to non-3GPP access interworking

19.1
Introduction

This clause describes the format of the UE identification needed to access the 3GPP EPC from both 3GPP and non-3GPP accesses, including S5/S8/S2a/S2b/S2c reference points. 

At S5/S8 reference point, the NAI is generated by S-GW based on the UE IMSI.

At S2a/S2b reference point, the NAI is generated by the non-3GPP access network or by the client based on the UE IMSI.

At S2c reference point, the NAI is generated by the DSMIP client based on the UE IMSI.

For further information on the use of the parameters see 3GPP TS 24.234 [48]. For more information on the ".3gppnetwork.org" domain name and its applicability, see Annex D of the present document

19.2 Home network realm

The home network realm shall be in the form of an Internet domain name, e.g. operator.com, as specified in RFC 1035 [19].

When attempting to perform EPC authentication via non-3GPP access, the UE shall derive the home network domain name from the IMSI as described in the following steps:

1.
take the first 5 or 6 digits, depending on whether a 2 or 3 digit MNC is used (see 3GPP TS 31.102 [27]) and separate them into MCC and MNC; if the MNC is 2 digits then a zero shall be added at the beginning;

2.
use the MCC and MNC derived in step 1 to create the "mnc<MNC>.mcc<MCC>.3gppnetwork.org" domain name;
3.
add the label ”epc” to the beginning of the domain name. 

An example of a non-3GPP NAI realm is:


IMSI in use: 234150999999999;

Where:


MCC = 234;


MNC = 15;


MSIN = 0999999999;

Which gives the home network domain name: epc.mnc015.mcc234.3gppnetwork.org.

NOTE:
If it is not possible for the UE to identify whether a 2 or 3 digit MNC is used (e.g. USIM is inserted and the length of MNC in the IMSI is not available in the "Administrative data" data file), it is implementation dependent how the UE determines the length of the MNC (2 or 3 digits).

19.3
Root NAI

The Root NAI shall take the form of a NAI, and shall have the form username@realm as specified in clause 2.1 of IETF RFC 4282 [53].

The username part format of the Root NAI shall comply with IETF RFC 4187 [50] for use with EAP AKA authentication.

When the username part includes the IMSI, the Root NAI shall be built according to the following steps:

1.
Generate an identity conforming to NAI format from IMSI as defined in EAP AKA [50] as appropriate; 

2.
Convert the leading digits of the IMSI, i.e. MNC and MCC, into a domain name, as described in subclause 19.2.

The result will be a root NAI of the form:

"0<IMSI>@epc.mnc<MNC>.mcc<MCC>.3gppnetwork.org"

For example, for EAP AKA authentication: If the IMSI is 234150999999999 (MCC = 234, MNC = 15), the root NAI then takes the form 0234150999999999@epc.mnc015.mcc234.3gppnetwork.org.
19.4
Decorated NAI

The Decorated NAI shall take the form of a NAI and shall have the form 'homerealm!username@otherrealm' as specified in clause 2.7 of the IETF RFC 4282 [53].

The realm part of Decorated NAI consists of 'otherrealm', see the IETF RFC 4282 [53]. 'Homerealm' is the realm as specified in clause 14.2, using the HPLMN ID ('homeMCC' + 'homeMNC)'. 'Otherrealm' is the realm built using the PLMN ID (visitedMCC + visited MNC) of the PLMN selected as a result of the PLMN selection (see 3GPP TS 23.402 [68]).

The username part format of the Root NAI shall comply with IETF RFC 4187 [50] for use with EAP AKA.

When the username part of Decorated NAI includes the IMSI, it shall be built following the same steps specified for Root NAI in clause 19.3.

The result will be a decorated NAI of the form:

epc.mnc<homeMNC>.mcc<homeMCC>.3gppnetwork.org !0<IMSI>@epc.mnc<visitedMNC>.mcc<visitedMCC>.3gppnetwork.org
For example, for EAP AKA authentication: If the IMSI is 234150999999999 (MCC = 234, MNC = 15) and the PLMN ID of the Selected PLMN is MCC = 610, MNC = 71, then the Decorated NAI takes the form epc.mnc015.mcc234.3gppnetwork.org!0234150999999999@epc.mnc071.mcc610.3gppnetwork.org.

19.5
Fast Re‑authentication NAI

The Fast Re-authentication NAI shall take the form of a NAI as specified in clause 2.1 of IETF RFC 4282 [53]. If the 3GPP AAA server does not return a complete NAI, the Fast Re-authentication NAI shall consist of the username part of the fast re-authentication identity as returned from the 3GPP AAA server and the same realm as used in the permanent user identity. If the 3GPP AAA server returns a complete NAI as the re-authentication identity, then this NAI shall be used. The username part of the fast re-authentication identity shall be decorated as described in 19.4 if the Selected PLMN is different from the HPLMN.

NOTE:
The permanent user identity is either the root or decorated NAI as defined in clauses 19.3 and 19.4, respectively.
EXAMPLE 1:
If the fast re-authentication identity returned by the 3GPP AAA Server is 358405627015 and the IMSI is 234150999999999 (MCC = 234, MNC = 15), the Fast Re-authentication NAI for the case when NAI decoration is not used takes the form: 358405627015@epc.mnc015.mcc234.3gppnetwork.org 

EXAMPLE 2:
If the fast re-authentication identity returned by the 3GPP AAA Server is  "358405627015@aaa1.epc.mnc015.mcc234.3gppnetwork.org" and  the IMSI is 234150999999999 (MCC = 234, MNC = 15), the Fast Re-authentication NAI for the case when NAI decoration is not used takes the form: 358405627015@aaa1.epc.mnc015.mcc234.3gppnetwork.org 
EXAMPLE 3:
If the fast re-authentication identity returned by the 3GPP AAA Server is 358405627015 and the IMSI is 234150999999999 (MCC = 234, MNC = 15), and the PLMN ID of the Selected PLMN is MCC = 610, MNC = 71, the Fast Re-authentication NAI takes the form: epc.mnc015.mcc234.3gppnetwork.org !358405627015@epc.mnc071.mcc610.3gppnetwork.org.

19.6
Pseudonym Identities
The pseudonym shall take the form of an NAI, as specified in clause 2.1 of the IETF RFC 4282 [53]. 
The pseudonym shall be generated as specified in subclause 6.4.1 of 3GPP TS 33.234 [55]. This part of the pseudonym shall follow the UTF-8 transformation format specified in IETF RFC 2279 [54] except for the following reserved hexadecimal octet value:


FF
When the pseudonym username is coded with FF, this reserved value is used to indicate the special case when no valid temporary identity exists in the UE (see 3GPP TS 24.234 [48]). The network shall not allocate a temporary identity with the whole username coded with the reserved hexadecimal value FF. 
The username portion of the pseudonym identity shall be prepended with a single digit 2 as specified in clause 4.1.1.7 of the IETF RFC 4187 [50].

NOTE:
The permanent user identity is either the root or decorated NAI as defined in clauses 19.3 and 19.4, respectively.

EXAMPLE 1:
If the pseudonym returned by the 3GPP AAA Server is 258405627015 and the IMSI is 234150999999999 (MCC = 234, MNC = 15), the pseudonym NAI for the case when NAI decoration is not used takes the form: 258405627015@epc.mnc015.mcc234.3gppnetwork.org

EXAMPLE 2:
If the pseudonym returned by the 3GPP AAA Server is 258405627015 and the IMSI is 234150999999999 (MCC = 234, MNC = 15), and the PLMN ID of the Selected PLMN is MCC = 610, MNC = 71, the pseudonym NAI takes the form: epc.mnc015.mcc234.3gppnetwork.org !258405627015@epc.mnc071.mcc610.3gppnetwork.org
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