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1. Introduction
In the last CT4 meeting specification text on tunnel management for procedures in TS 29.275 was created. It explains how GRE encapsulation is applied, what are the tunnel endpoints etc.
However, the base PMIP specification relies first of all on the concept of PMIP tunnels and these may be statically configured or dynamically created, maintained and torn down. GRE tunnels are always dynamically created and torn down; this tearing down is mainly done by explicit PMIP signaling (binding de-registration and binding revocation). Yet, there may be the case where PMIP signaling messages are lost and a static PMIP tunnel is used (thus no timer supervision exists). Then a specific timer for GRE may be used.
The PMIPv6 specification, beyond recommending the use of IPSec, does not elaborate on the security relations between PMIP nodes (MAG and LMA). In the current version of TS 29.275 there is also no further mentioning of security. 

In this contribution we like to clarify these aspects by introducing small additional text.

2. Reason for Change
The specification is not fully clear on tunnel aspects. 
PMIP security is already mentioned in other 3GPP specifications; therefore, for the sake of consistency and benefit of the reader, it is better to refer to this more specific description and not leave it to the general recommendation for IPSec in the PMIPv6 draft. 

3. Conclusions
4. Proposal

It is proposed to agree the following changes to 3GPP TS <TS number and version>.
* * * First Change * * * *

5.1 
General

The Mobile Anchor Gateway (MAG) and the Local Mobility Anchor (LMA) establish and maintain a bi-directional tunnel for each PDN connection, which is used for routing the UE’s payload traffic between the MAG and the LMA. This tunnel is based on GRE encapsulation and exists in addition to a PMIPv6 tunnel. It is established as a result of exchanging the Proxy Binding Update (PBU) and the Proxy Binding Acknowledgement (PBA) messages between the MAG and LMA. The PBU and PBA messages establish unique Binding Cache Entry (BCE) and Binding Update List (BUL) entries for each PDN connection at the LMA and the MAG respectively. The tunnel end points are the Proxy-CoA and LMAA with GRE encapsulation (for IPv6 transport network) or IPv4-Proxy-CoA and IPv4-LMAA with GRE encapsulation (for IPv4 transport network), as described in draft-muhanna-netlmm-grekey-option [7].
This specification puts no restrictions on the establishment, maintenance and tear down of the underlying PMIPv6 tunnels between MAGs and LMAs (i.e. static or dynamic tunnels may be used in accordance with [4]). Tear down of GRE tunnels and cleanup of state is done excplicitly by Binding De-Registration or Binding Revocation; additionally, a supervision timer may be used.
Signalling messages as specified in Section 4 are sent natively without encapsulation in IPv6 transport network and with IPv4 on UDP encapsulation in IPv4 transport network as specified in ietf-netlmm-pmip6-ipv4-support-02.txt [5].

5.2 
MAG procedure

When the PDN connectivity is established, the forward GRE key for the PDN connectivity downlink traffic is selected by the MAG and sent to LMA in PBU message. This forward GRE key shall be unique within the tunnel end points.

The reverse GRE key may be received from LMA in a PBA message or from other sources. The MAG shall be able to send the PDN connectivity uplink traffic using the received reverse GRE key towards the LMAA or IPv4-LMAA before sending the PBU or before receiving the PBA. 
When the PDN connectivity is released, the forward GRE key shall be released by the MAG.

5.3 
LMA procedure

When the PDN connectivity is established, the reverse GRE key for the PDN connectivity uplink traffic is selected by the LMA and sent to MAG in PBA message. This reverse GRE key shall be unique within the LMA.

The LMA function shall be able to accept the PDN connectivity uplink packets from any trusted MAGs without enforcing that the source IP address must match the CoA in the UE BCE.

When the PDN connectivity is released, the reverse GRE key shall be released by the LMA.
5.4 
Security 
Security aspects for PMIP are described in TS 33.402 [].
